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S.1 Intmducﬁon

In this chapter, students will learn the essential techniques of code testing and debuggmg to
ensure their programs function correctly. They will understand the 1mportance of testing for
crea ing reliable applications and explore common types of programming errors and bugs. The
chaypter covers unit testing using Python’s unittest and pytest modules, guiding students on IIDW
to write and execute test cases. Students will also be introduced to the process of dcbuggﬂlg,
incliding setting breakpoints, using watch expressions, and -performing step—by—dep
debugging. Furthermore, the chapter explains exception handling and how to manage multiple
exception types effectively. Finally, students will explore profiling and optimization techniques
to measure performance and identify potential bottlenecks in their code.

5.2T esting and Debugging T echniques

Advinced testing and debugging techniques help create reliable and efficient applications. .
The: go beyond basic error fixing to ensure program quality. These techniques identify hidden
proliems that may affect functionality. Testing and debugging improve performance and user
satis'action. They also make future maintenance easier. ,
5.2 Importance of T esting and Debugging

Testing and debugging are essential to ensure applications work correctly under all conditions.
They help detect and remove errors before the software is released. Regular testing preveﬁts
unexpected failures during opcratlon Debugging locates the cause of errors and fixes them
efﬁcliently Together, these practices increase reliability and user confidence.

Wh testing is essential for reliable applications
Testing checks whether an application meets its requirements. It ensures that all functiens -
prodice correct results. Testing reduces the risk of crashes or incorrect outputs. It also helos
verif' that changes do not break existing features. Applications that are thoroughly tested are
more trustworthy and stable.

Comimon types of programming errors and bugs

Syntix errors occur when code does not follow language rules. Logic errors happen when the
progfam produces incorrect results. Runtime errors appear while the program is running. Other



SN
common bugs include data errors and resource leaks. Identifying these errors is key to building

stable applications (as shown in Figure 5.1).
Types of Program Errors

OI.ogicErmr okuntimeErrnr 0 SyntuErmr ”i

1 Bl if x > 5 ,
ﬂ.dth 3 i ¢ - |
X s print(*x is greater®)

area = length + width result =a / b || # Missing colon (:)
¥ Incorrect logle

# Division by zero
print(area)

¥ Qutput; § (imcorrect remilt)

[ >. SyntaxError: .
} invalid syntax |

The program runs, but the result is
division by zero

wrong because the formula

*- ZeroDivisionError:
The program fails to run because the

is incorrect. Python syntax is wrong.
The during executi
Cormect logie: bmhu"mmmupmﬂuuctm. o Correct syntax:
arss =length = width it x > 8
# Output: @ (iscorrect msult) print(®"x is greater®)

Figure 5.1: Example showing logic error, runtime error and syntax error
Unit Testing
Unit testing is the process of testing individual parts or units of a program to ensure they work
correctly. It helps catch errors early and makes debugging easier. Python provides modules like
unittest and pytest for writing and running tests. These modules allow automated testing of
functions and methods. Unit tests check whether each component produces the expected output.
Writing clear and simple test cases improves code reliability.

Introduction to Python’s unittest and pytest modules

The unittest module is built into Python and provides a framework for creating test cases. Pytest
is an external module that simplifies writing and running tests. Both modules help. verify that
code behaves as expected. They can test individual functions, classes, or entire modules. Using
these tools improves program stability and reduces errors in larger applications.

Writing and executing test cases

Test cases define specific inputs and the expected output for a function. For example, a
calculator function can be tested for addition and subtraction results. Python executes these
tests and reports failures or errors. Repeated testing ensures that changés in code do not break
existing functionality. Automated test execution saves time and improves accuracy in

development.
Example:

# Function to test
# This function takes two input values, a and b.
# It returns the sum of both values.
def add(a, b):
returna+b

__-Jl—




2 function takes two input values, a and b.
# It feturns the product of both values.
def paultiply(a, b):
a*b
# Uting pytest to test functions .
# Inipytest, every test function usually starts with the word "test "',
# Pytest automatically detects and runs these test functions. -

def fest_add():
: is test checks whether the add() function gives the correct result.
ere, 2 and 3 are passed as input values.
e expected output is 5. : :
ert add(2, 3) =5 # Test passes because 2 +3 =5

def ‘est_multiply():
is test checks whether the multiply() function gives the correct result.
Here, 2 and 3 are passed as input values.
The expected output is 6. :
sert multiply(2, 3) == 6 # Test passes because 2 * 3 =6

pytest simplifies testing. Tt doesn't require test case classes or boilerplate code
unittest, , :

The tests are written as simple functions, and assert is used to check if the outpu
correct. :

To run the tests, simply execute pytest in the command line in the directory where
file is located. '

Usihg Breakpoints and Watches

B oints and watches are tools used in debugging to analyze program behavior. They al

pauiing program execution and examining data at specific points. These tools help iden

e and understand how code flows. Using breakpoints and watches makes debugging fa

and more precise. ; ]

Sefting breakpoints in IDEs like PyCharm or VS Code :

B ints are markers that pause program execution at a chosen line of code. TDEs

arm and VS Code allow setting breakpoints with a simple click. When the pro,

rea: hes a breakpoint, execution stops, and the current state can be examined. Breakpoints

focus on specific sections of code without running the entire program.

M@nitoring variable values with watch expressions

Weich expressions track the values of variables while the program is running. They u

aulymatically when variable values change. This helps identify incorrect or unexpected

dufing execution. Watches allow observing how data changes step by step in real time.

Stip-by-step debugging process

S y-step debugging executes code one line or function at a time. It helps follc
’s logic and detect where errors occur. Developers can step into functions, step

s, or continue execution after a breakpeint. This process makes it easier to locate

accurately (as shown in Figure 5.2). ) -
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Example:

def calculate_area(radius):
# Set a breakpoint here to pause and check the value of 'radius'
area = 3.14 * radius ** 2
return area

def main():

# Step-by-step debugging: starting from here

radius =5

print("Area of circle:", calculate_area(radius)) # Set another breakpoint here to monitor
return value

radius = 10 # Change the radius value
prjnt("Arca of circle:", calculate area(radius))

# Start the program
if _name =" main "
main()

e The function calculate area(radius) calculates the area of a circle using the formula
3.14 * radius ** 2 and returns the calculated value.

e The main() function tests the area calculation twice by using two different radius
values: 5 and 10. .

e Breakpoints can be placed inside calculate_area() and near the print() statements to
check the value of radius, observe the calculated area, and understand step-by-step
debugging. '

1. Setting Breakpoints in IDEs like PyCharm:

o In PyCharm, you can set breakpoints by clicking the line number next to the
code (in the margin). .

o When the program runs and reaches a breakpoint, it pauses. At this point, you
can inspect variable values and see the current state of the program.

 Example: Set breakpoints at radius = 5 and radius = 10 to pause the program
execution at these lines.

2. Monitoring Variable Values with Watch Expressions:

e« In your IDE, you can use watch expressions to track variables like radius
during execution.
o When you run the debugger, watch expressions will display how the value of
radius changes as the program runs. :
» Example: You can add a watch for radius and see its value change from 5 to
10 as the program progresses.
3. Step-by-Step Debugging Process:
 Step-by-step debugging is available in PyCharm. You can choose to:
* Step Inte: Go inside a function to see how it's working (calculate_area
in the example).
o Step Over: Execute the current line and move to the next one without
going inside any functions.
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s Continue: Continue the execution until the next breakpoint. '
o Example: You can step over the line area = 3.14 * radius ** 2 to skip
“calculating the area, or step into calculate_area() to examine how the area is

calculated.
e Bmstoww I watng it -
et caloulate_arem radius)): & watzin a s
® Gt & TrebuOTe e S0 guose ool atiscl She welloe @ TR ¢ .
arem = 118 ~ radius * ot e 4 5 ®
reEtUrm ares L |
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Figure 5.2: Debugging in PyCharm
. Exkeption Handling
Exception handling is used to manage errors that occur during program execution. It prevents
the brogram from crashing and allows it to respond gracefully to unexpected situations. Préper
excuption handling improves program reliability and user experience. Python provides built-in
too s to catch and handle exceptions efficiently.
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Extmple:

import sqlite3

 Connect to database
“onnection = sglite3.connect("school.db")
cursor = connection.cursor()

|

+ Insert data into table ,
cursor.execute("INSERT INTO students (ID, Name, Age) VALUES (?, 2.0, (1, "AR?,

2(?)

k& Save changes (ensures data integrity)
connection.commit()

!:_ . o)
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print("Data inserted successfully")

except sqlite3.Error as e:
# Handle database errors
print("Error occurred:", e).
connection.rollback() # Undo changes if error occurs

finally:
# Close connection
if connection:
connection.close()
print("Connection closed")

e try-except — handles errors and prevents crashes
e commit() — saves correct data (ensures integrity)
o rollback() — cancels changes if error occurs

e finally — safely closes the database

Class Activity: Write a Python program that takes two numbers from the user and uses exception
handling to display an error message if the user enters invalid input or tries to divide by zero.

Handling multiple exception types effectively

A single program may encounter different types of exceptions. Python allows catching multiple
exceptions in one try—except block. Each exception type can be handled with a specific
response. This approach prevents unexpected crashes and ensures proper error recovery.
Handling multiple exceptions improves program stability and control over errors.

5.3 Profiling and Optimization

Profiling and optimization help improve the speed and efficiency of a program. Profiling
measures how much time and resources each part of the code uses. Optimization focuses on
making slow or resource-heavy parts faster. These techniques are important for building high-
performance applications. Regular profiling ensures that code remains efficient as it grows.

DO YOU KNOW? - - -
Profiling helps identify slow parts of a program so they can be improved for better performalme

Exampi e:
The following code shows a nested loop:
for i in range(10000):
for j in range(10000):
# Some repeated task

pass




In tiis code, the outer loop runs 10 000 times. For every single iteration of the outer loop,
innet loop also runs 10,000 times. Therefore, the total number of executions becomes: i
10000 x 10000=100,000,000

This means the inner statement may run one hundred million times, which can make the
pro very slow. Such a part of the code is called a performance bottleneck. Profili
tools help programmers identify these slow sections so that they can optimise the code and

[ call Count  Time Cumulative Time | Description | |

process_data 10 2,500 2,500 | Bottleneck
A\ read file

analyze results 10 0.100 0.100.

Figure 5.3: Diagram showing profiling output highlighting botttenecks

tifying and fixing performance bottlenecks

yrmance bottlenecks are sections of code that slow down the program. Profiling rep
#locate these bottlenecks. Optimization techniques include improving algorithms, reducing
unnicessary operations, or using efficient data structures. Fixing bottlenecks improves overall
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Figure 5.4: Performance Test Cycle
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Example:

import cProfile
import timeit

# Slow code example
def slow_sum(numbers):
total =0

# Adding numbers one by one using a loop-
for num in numbers:
total = total + num

return total

# Fast code example

def fast sum(numbers):
# Python built-in sum() is faster and optimised
return sum(numbers)

# Main function
def main():
numbers = list(range(1, 1000000))

print("Slow code result:", slow_sum(numbers))
print("Fast code result:", fast_sum(numbers))

# Profiling the program using cProfile
print("Profiling Report:").
cProfile.run("main()")

# Comparing execution time using timeit
numbers = list(range(1, 1000000))

slow_time = timeit.timeit(lambda: slow_sum(nugbers), number=10)
fast_time = timeit.timeit(lambda: fast_sum(numbers), number=10)

print("\nTime Comparison Report:")
print(""Slow code time:", slow_time)
print("Fast code time:", fast_time)




cProfile generates a profiling report that shows how much time each function takcs
during program execution.

Ou

ut: (The exact time values may be different on each computer,

slow_sum() is slower because it adds numbers manually using a loop.
fast sum() is faster because it uses Python’s built-in sum() function, which is already

optimised.

The function taking more execution time is called the bottleneck.
timeit helps compare the execution time of slow and fast code.

like this)

t

|

but the output will loc$k

1
1
1
1
1

|

l
'1

Prol_ﬁing Report:
Slow code result: 499999500000
Fast tode result: 499999500000

6 furction calls in 0.080 seconds

|
Ordered by: standard name

tottime percall cumtime percall

0.060
0.050
0.010
0.010
0.000

0.060
0.050
0.010
0.010
0.000

0.080
0.050
0.010
0.010
0.080

Time Comparison Report:
Slow.{lcodc time: 0.42
Fast gode time: 0.09

0.080
0.050
0.010
0.010
0.080

function
<module>
slow_sum
{built-in sum}
fast_sum
main

Both functions give the same result: 499999500000.

slow sum() takes more time because it uses a manual loop.

fast_sum() takes less time because it uses Python’s built-in sum() function.
Therefore, slow_sum() is the bottleneck in this program.




Testing
Testing is the process of checking a program to make sure that it works correctly and
produces the expected output. '
Debugging
Debugging is the process of finding and fixing errors or bugs in a program.
Bug _
A bug is an error, mistake, or fault in a program that causes it to produce an incorrect
result or behave unexpectedly.
Programming Error
A programming error is a mistake in code that may prevent the program from running
correctly. Common errors include syntax errors, logic errors, and runtime errors.
Unit Testing
Unit testing is a testing method in which small parts of a programme, such as individual
functions, are tested separately to check whether they work correctly. '
Test Case ' :
A test case is a set of inputs, expected outputs, and conditions used to check whether a
program or function is working properly. :
Unittest
unittest is a built-in Python module used to create and run test cases for checking
program correctness.
Pytest
pytest is a Python testing framework used to write and execute simple and powerful test
cases. - :
Breakpoint - _
A breakpoint is a point in a program where execution is paused so that the programmer
can check the values of variables and understand program behavior.
Watch Expression
A watch expression is used during debugging to monitor the value of a variable or
expression while the program is running step by step. -
Exception Handling
Exception handling is a method used to manage runtime errors so that a program does
not stop suddenly during execution. '
Profiling
Profiling is the process of measuring a program’s performance to find which parts of the
code take more time or use more resources.
Optimization
Optimization is the process of improving code so that it runs faster, uses fewer resources,
or performs more efficiently. -

"Performance Bottieneck ‘
A performance bottleneck is a part of a program that slows down the overall execution and
reduces efficiency.

l69i1
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| (d) Optimise the code
14

ﬂ (d) Display output messages
8

Multiple Choice Questions

Testing is essential for reliable applications because it helps to:
(a) Optimise code performance (b) Identify and fix bugs
(c) Reduce the program size (d) Make code run faster

Common types of programming: errors in¢lude:

(a) Syntax error : (b) Logic error

(c) Runtime error (d) All of the above
Unit testing focuses on: ' ' -
(a) Testing the entire application

(b) Testing individual components or functions

(c) Testing the user interface

(d) Testing database connections

The Python module used for unit testing is: .

(a) numpy (b) matplotlib

(c) unittest (d) os

The main purpose of using testing tools like unittest and pytest:

(a) to increase program size (b) to verify code works correctly

* (c) to design layouts - (d) to compile programs

Breakpoints in debugging are used to:

(a) Run the program faster _

(b) Pause the program at specific points and inspect its state
(c) Skip certain code sections

Watch expressions in debugging are used to:

(a) Change variable values

(b) Monitor variable values during program execution
(¢) Pause the program

Step-by-step debugging is used to:

(a) Run the program faster

~ (b) Execute code one line at a time for easier error identification
* (¢) Increase the program’s performance

(d) Compile the code
The Python keyword pair used for exception handling is:
(a) try-except (b) try-finally

(c) try-catch . (d) handle-throw
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Profiling in programming is used to:

(a) Improve the user interface design

(b) Measure performance and 1clent1fy bottlenecks
(c) Optimise memory usage only

(d) Test for security vulnerabilities

a Short Questions

N R

Why is testing essential for ensunng reliable appllcauons?

What are some common types of programming errors and bugs?
What is unit testing, and why is it important in programming?
How do Python’s unittest and pytest modules help in unit testing?
What is the purpose of writing and executing test cases?

How do you set breakpoints in IDEs like PyCharm or VS Code?

- What is the role of monitoring variable values with watch expressions during debugging?

What is the step-by-step debugging process in [DEs?
How does exception handling help in managing multiple excepnon types effectively?

IO ‘What tools can be used for profiling and measuring performance in Python?

% Long Questions

. Why is testing essential for rchable applications, and what role does it play in ensuring
program stability?

Discuss the common types of programming errors and bugs that occur during software
development.

What is unit testing, and how do Python’s unittest and pytest modules support effective
testing?

Explain the process of writing and executing test ‘cases using Python’s unittest or pytest
modules.

How do breakpoints and watch expressions help in debugging? Dmscuss their role in
identifying issues in the code.

Describe how to set breakpoints in IDEs like PyCharm or.VS Code, and explain their
significance in the debugging process.

What is step-by-step debugging, and how does it help in identifying and fixing bugs in
Python programs? '

How does exception handling work in Python? Explain how to handle multiple exception
types effectively to prevent program crashes.

Q Answer Key
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