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Computer Networks

- ymes: T
 the end of this chnptar students will be able to : . F
e Understand and explain network architecture, its fandamental concepts and becolie
proficient in network diagnostic tools and commands.. f
l e Setupand configure home networks effectively and develop network troubleshooting s
and differentiate between network connection types.
e Understand and measure network bandwidth and latency, and appreciate the importance of
L network load balancing, network security, data backup and recovery.

Imtroduction g
This chapter introduces the fundamental concepts of computer networks and explains how
devices communicate with each other. Students learn about network architecture, key
components, and the basic working of networks. It covers network models and la ers,
patticularly the OSI model, along with different network topologies and types. The chapter also
explains common networking devices such as NICs, switches, routers, modems, and wir less
aciess points. '

Students are introduced to essential protocols and services like TCP/IP, HTTP, FTP, and ' NS,
as well as concepts of IP addressing, IPv4/IPv6, subnetting, and NAT. They learn how (i set
up and configure home networks, including wired and wireless connections, and understand
Wi-Fi security and encryption. The use of network diagnostic tools such as ping and ipcinfig
is also discussed. Finally, the chapter highlights network performance, security measures, and
real-world practices to ensure safe and efficient communication.

1§1 Introduction to Computer Networks

A computer network allows different devices to connect and communicate with each otler. It
helps in sharing information quickly and easily. Communication through networks saves time
and effort. Computer networks are used in homes, schools, offices, and businesses. Moder life
dépends heavily on computer networks for daily tasks.

Figure 1.1: A computer network connects multiple devices to share data and resources




Netwirks can connect computers, mobile phones, printers, and other digital devices (as sho
in Figire 1.1). These devices communicate using cables or wireless signals. A network allows

data, files, and resources to move from one device to another. Networks can be small or larg:
dependling on the need. :

st [

Uses of Computer Network A
Internit browsing is a common example of network use. Mobile phones use networks for calls
messages, and apps. Schools use networks for online classes and learning systems. Banks usg
networks for online transactions and ATMs. Social media platforms work through compute
networks. Smart homes also use networks to control devices. |
1.2 § Network Architecture and Basic Concepts |
Netwark architecture is the overall design of a computer network. It shows how computers
servery, and other devices are arranged (as shown in Figure 1.2). It also defines how data it
transnitted across the network. Network architecture includes hardware, software, ang
commiunication rules. A good architecture helps the network work efficiently. It also support
future expansion of the network.

1.2: Network architecture shows how devices and components are organized in a netwo

 Provide pictures or names of devices. Students match device names with functions. Discuss

A network works by sending data from one device to another. Data is broken into small packe
befort transmission. These packets travel through cables or wireless signals. Networking




devices guide packets to the correct destination. The receiving device reassembles the packets
into the original data. This process allows smooth and fast communication.

1.3 Types of Computer Networks
Computer networks are classified based on size and coverage area. Different types of networks

are used for different purposes. Each type connects devices in a specific way. The most
common types are LAN, WAN, and the Internet (Public WAN). These networks help in

communication and data sharing. Understanding network types helps in proper network

selection.

DO YOU KNOW? |

Local Area Network (LAN)
A Local Area Network connects devices within
a small area (as shown in Figure 1.3). This area
can be a home, school, or office. LAN provides
high data transfer speed. It is usually owned and
managed by a single organization. Ethernet and
Wi-Fi are commonly used in LANs. LAN is
cost-effective and easy to maintain.

Wide Area Network (WAN)

A Wide Area Network covers a large geographic
area (as shown in Figure 1.4). It connects
networks in different cities or countries. WAN
uses leased lines, satellites, or the Internet. Data
transfer speed is slower than LAN. WAN is
expensive to install and manage. The Internet is
the largest example of a W AN.

The Internet (Public WAN)
The Internet is a global network connecting
millions ofdevices. It allows sharing of

_information worldwide. Services like email,
websites and cloud storage use the Internet

(as shown in Figure 1.5). It uses standard
protocols for communication. The Internet

supports education, business, and entertainment.
It plays an important role in daily life.

Figure 1.5: Internet
%

I



_Students

 browsing at the same time. b ey
« ISP (Internet Service Provider): Co

pany that provides Internet access o users.

1.4 Networking Devices
Networking devices are used to connect computers and other devices in a network. These
devites control the flow of data. Each device has a specific role in communication.

Nefwork Interface Card (NIC)

A ork Interface Card allows a device to
contlect to a network (as shown in Figure
1.6), It can be wired or wireless. Each NIC
has & unique address called MAC address.
The NIC sends and receives data from the
network. Without a NIC, a device cannot
cominunicate on a network. NICs are built

into tnost modern devices. L
I F

ch Figure 1.6: Network Interface Card

A svitch connects devices and sends data to the correct device. Switches improve netwg
speed and efficiency. Switches are common in modern networks.

S

Router
A roliter connects different networks together. It directs data packets to their correct destination.
Routers connect local networks to the Internet. They use IP addresses to send data. Route
impriwve network security and control. Home and office networks use routers widely.

Modem :
A médem connects a local network to an Internet Service Provider (ISP). It converts digits
data Into signals suitable for transmission. It also converts incoming signals back into digits
form. Modems are used with cable, DSL, or fiber connections. Internet access depends on a
modem. Modems often work with routers. ' -

Wir@less access point

A witeless access point provides Wi-Fi connectivity. It allows wireless devices to connect t
netwirk (as shown in Figure 1.7). It extends wireless network coverage. Access points are us
in larte buildings and campuses. They improve signal strength and stability. Wireless access
points support mobile connectivity. |

Teacher explains modem using signal conversion example. Students summarize.
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i Figure 1.7: Wireless Access Poini .-
li Network Topologies ; ll
Nelwork topology refers to the layout of a computer network. It explains how dcﬁcesatnmd
cables are arranged. Topology can be physical or logical. Physical topology shows a tual
connections. Logical topology shows how data flows in the network. Topology affects network
pel ormance and maintenance.

Bu¥s Topology
In ‘us topology, all devices are connected to a single main cable. Data travels along this cable
to reach devices. It is simple and low in cost. Failure of the main cable can stop the entire

network (as shown in Figure 1.8). It is suitable for small networks. Bus topology is not gond
for large networks.

{!'erminator 18 Terminator

| Figure 1.8: Bus Topology
L -

S*ar Topology _

I.qi star topology, all devices connect to a central hub

ol switch (as shown in Figure 1.9). Data passes

tlirough the central device. It is easy to manage and

eipand. Failure of one device does not affect others. s T o

Flilure of the central hub stops the network. Star RS

tdpology is widely used in modern networks. =




' Ring Topology

In ring topology, devices are connected in a circular path
(as shown in Figure 1.10). Data moves in one direction
around the ring. Each device receives data and passes it
along, Failure of one device can affect the whole
network. It is more complex than bus topology. Ring
topology is rarely used today. | '

—1 CLASSACTIVITY ) Figure 1.10: Ring Topology

Students stand in a circle and pass a message.
Discuss what happens if one student stops.

Mesh Topolegy

In mesh topology, devices are connected to many other
devices. Multiple paths exist for data transmission. This
increases reliability and fault tolerance. Failure of one
link Hoes not stop communication. Mesh topology is
expensive and complex. It is used in large and critical
networks, :

Figuwe 1.11 shows a mesh topology network. In this
topology, each device is connected to many other
deviies. Data can travel through multiple paths to reach
its cestination. If one connection fails. data can use
another path. This figure explains why mesh topology is very reliable but complex.

Figure 1.11: Mesh 'l-'npnlug}!

Tre@ Topology ;

In tee topology, devices are arranged in a

hierérchical structure like a tree (as shown in

Figure 1.12). It combines features of both bus and
star ‘opologies, where multiple star networks are

connected to a central backbone. Data flows from

. the root (main node) to branches and sub-

branches. It is easy to expand and manage large

networks. However, failure of the backbone can

affedt the entire network. Tree topology is c Backbone Cable
cominonly used in large organizations. :

Figure 1.12: Tree Topology I

Adfantages and Disadvantages of Network Topologies

Different topologies offer different benefits. Some are easy to install and low -cost (as show
in Table 1.1). Others provide high reliability and performance. Certain topologies are easy to
expand. Some are difficult to manage and expensive. Choosing the right topology depends on
network needs.




Some topologies are simple and cheap. Others are tehable but costly Some are easy to

/4 TIDBIT
expand Others are difficult to manage. Choice depends on needs. ]

Table 1.1: Atl\antages & Disadvantages of Network lOpﬂnglES

| Topology ntages ‘Disadva 2 il
Bus Topo!ogy . Simple and easy to install » Failure of main cable aﬁ'ects whole
» Requires less cable network
» Cost-effective = Difficult to troubleshoot
» Performance decreases with more
devices
Star Topology | * Easy to install and manage * Central device failure stops entire
* Failure of one device does not | network : '
affect others * Requires more cable
» Easy to detect faults * Higher cost
Ring Topology | + Data flows in an orgamzed « Failure of one device affects whole
manner network
* No data collision « Difficult to add/remove devices
* Equal access for all devices » Rarely used today
Mesh * Highly reliable and fault-tolerant | = Very expensive
T opology * Multiple paths for data » Complex installation
* High security * Requires large number of cables
Tree Topology | * Easy to expand » Backbone failure affects whole
» Suitable for large networks network
* Hierarchical management * Complex setup
- * More cabling required

1.6 Network Models and Layers

Network models explain how data moves from one device to another in an organized way.
These models divide communication into different layers. Each layer performs a specific task
in data transmission (as shown in Figure 1.13). Layered models make networks easier to
understand and manage. They also help in troubleshooting network problems. Network models
are used as standards in networking.

DO YOU KNOW"

Network Layers _
Network layers divide the communication process into smaller parts. Each layer has a specific
responsibility. Data passes through these layers step by step. This structure makes network



cominunication improves rehablhty and control.

OS) Model (Open Systems Interconnection)

The OSI model stands for Open Systems Interconnection. It is a standard model used to
_ undérstand network communication. The OSI model has seven layers. Each layer perfo

différent function. This model is used for learning and designing networks. It helps diffe
systéms communicate properly.

Sender

gure 1.13: OSI Model on the Sender Side Showing Data Flew from the Application Layer#o
the Physical Layer

Fiinctions of OSI Model Layers

signals. The data link layer controls error-free transfer. The network layer handles routi
data. The transport layer ensures reliable delivery. The session, presentation, and appli
layers support user interaction and data formatting.

Edch OSI layer has a specific role in data communication:
1.. Physical Layer: Sends raw data as electrical, optical, or radio signals over the medium. It
defines hardware aspects such as cables, connectors, voltage levels, and data transmission

rates. B




]
Data Link Layer: Ensures error-free data transfer between directly connected nodes. It
handles framing, error detection/correction, and conﬂ‘ols access to the shared transmission
medium.’
3. Network Layer: Responsible for routing data from source to destination across different
networks. It manages logical addressing (IP addresses) and determines the best path for
"data delivery.
4. Transport Layer: Provides reliable and ordered delivery of data between devices. It
performs error recovery, flow control, and segmentation of data into smaller units.
5. Session Layer: Establishes, maintains, and terminates communication sessions between
applications. It manages session checkpoints and recovery in case of interruptions.
6. Presentation Layer: Translates data into a format understandable by the application layer.
It handles data encryption, compression, and format conversion.
7. Application Layer: Provides services directly to end users and applications. It supports
protocols like HTTP, FTP, and email services for communication and data exchange.

(5]

1.7 Network Protocols and Services

A network protocol is a set of rules for communication. It defines how data is formatted and
transmitted. Protocols control error handling and data delivery. All devices in a network must
follow the same protocol. Protocols ensure smooth data exchange Examples include TCP/IP
and HTTP.

DO YOU KNOW? , _
Protocols are like languages that computers use to talk to each other. - ‘

Transmission Control Protocol and Internet Protocol (TCP/IP)

TCP/IP stands for Transmission Control Protocol and Internet Protocol. It is the main protocol
used on the Internet. TCP ensures reliable data delivery. IP handles the addressmg and routing
of data. Together, TCP/IP enables communication between devices. It is used in almost all
networks.

Hypertext Transfer Protocol (HTTP)

HTTP stands for Hypertext Transfer Protocol. It is used to transfer web pages. HTTP works
between a web browser and a web server. It allows users to view websites. HTTP does not
encrypt data; secure websites use HTTPS instead. HTTPS is the secure version of HTTP. It
uses encryption to protect data transmitted between a web browser and a web server. This.
eneryption is provided using SSL/TLS protocols, which ensure that sensitive information such
as passwords, personal details, and payment data cannot be easily intercepted by attackers.
File Transfer Protocol (FTP)

FTP stands for File Transfer Protocol. It is used to upload and download files. FTP allows file
sharing between computers. It is commonly used by web developers. FTP can transfer large
files. Secure versions of FTP are also available.

Domain Name System (DNS)

DNS stands for Domain Name System. It converts website names into IP addresses. DNS
makes websites easy to access (as shown in Figure 1.14). Users do not need to remember
numbers. DNS servers perform this translation process. It plays a key role in Internet use.

| L




ice must have an [P address. Communication is ndt possible without it.

/4 and IPV6 -

4 has 4 numbers each 0-255, separated by dots.
ach number = 1 Byte = 8 bits

1otal =32 bits

Idenl;lﬁes ymtr specxﬁe dev:ce on thst network, like *
#10”

001 0db8 85a3:0000:0000: 8a2e 0370:7334 .
Pv6 has 8 groups of 4 hexadecimal digits, separated by colons.

Jach group = 16 bits
otal = 128 bits
3reakdown of IPv6




HHI

Part | Value | Whatitmeans

Global routing | 2001:0db8:85a3 ISP/region, like “Pakistan, Sindh, Karachi”

prefix . :

Subnet ID 0000 Y our local network inside the ISP, like “Gulshan
areaﬂ

Interface ID _ |0000:8a2e:0370:7334 | Y our specific device, like “Your laptop”

DO YOU KNOW?

©+ IPv6 addresses comprise: 2% ~ 3.4x10% total addresses. >
-« IPv6 will never run out; it is an astronomically massive number. o 3

Subnetting

Subnetting divides a network into smaller parts. Each part is called a subnet (as shown in Figure
1.15). It reduces network traffic. Subnetting improves performance. It increases security. Large
networks use subnetting for management. -

192.168.1.0/24

192.168.1.0/25  192.168.1.128/25
Figure 1.15: Subnetting Example

Network Address Translation (NAT)
NAT stands for Network Address Translation. It allows many devices to share one public IP
address. NAT is performed by routers. It hides private IP addresses. This improves network
security. NAT is commonly used in networks.

1.9 Home Network Setup and Configuration

A home network is used to connect different devices in a house. It helps computers, mobile
phones, and printers to communicate with each other. All devices can share the same internet
connection. A router is the main device in a home network. Network setup makes data sharing
easy and fast. Proper configuration improves network speed and safety.

wlﬁ) — ——— —— ==




'
Camponents of a Home Network
A lome network has different important components. A router connects all devices in the
network. A modem connects the home network to the internet service provider. Computers,
laptops, and mobile phones are network devices. Network cables are used for wired
cotnections. Wireless devices use Wi-Fi signals to connect.

red Network Connections
A wired network uses cables to connect devices. Ethernet cables are commonly used in wired
nefworks. Devices are connected directly to a router or switch. Wired connections provide high
speed and stable performance. These networks are more secure than wireless netwdorks.
Hewever, devices cannot move freely because of cables.

reless Network Connections :
A Wwireless network connects devices without using cables. It uses radio signals to send and
re¢eive data. Wi-Fi is the most common wireless technology used in homes. Devices can move
frecly within the network range. Wireless networks are easy to install and use. They may be
slawer than wired networks in some cases. '

180 Wi-Fi Security and Router Configuration
Fi security protects the network from unauthorized access. Without security, anyone can
ust the internet. Hackers can steal personal information from unsecured networks. Secure Wi-
Fi keeps data safe and private. It also prevents slow internet speed. Strong security improves
overall network performance.
RButer Web Interface
1. Router Configuration: The router web interface is used to manage router settings. It is
ope=ned using a web browser. The user enters the router’s IP address to access it. A userfame
1 password are required to log in. The interface allows changes in WI-FI name and password.
It ulso helps control security settings.
2. Wi-Fi Encryption:Protects data sent over the network. It converts data into a secure form.
WPA2 and WPA3 are common security protocols. Older protocols like WEP are not sectire
Stiong encryption prevents data theft. Users should always select the latest encryption method.
3. Default Gateway: A default gateway connects a local network to other networks. It is
‘ually a router. Data meant for outside networks goes through the gateway. The gateway
farwards data to the correct network. Internet access depends on it. Proper gateway setting is

necessary.

E é Create sample strong password with length of eight alpha-numeric.

[Suest Networks

A guest network allows visitors to use the internet. It is separate from the main home network.
(Juest users cannot access personal devices. This increases network safety and privacy. Guest
- tworks help control internet usage. They are useful in homes and offices. |

11 Network Diagnostic Tools and Commands
stwork diagnostic tools are used to find network problems. They help check internét and
ctwork connections. These tools show whether devices can communicate praperly.




‘Commands are entered using the command prompt or terminal. It helps identify slow or broken

connections. .
Network troubleshooting is done to find and fix network issues. It helps detect connection and
speed problems. Troubleshooting checks cables, devices, and settings. It reduces network
downtime and errors. It helps maintain smooth communication. Proper troubleshooting
improves network performance.

' Ping Command

The ping command is used to test network connectivity. It checks if a device is reachable on
the network. Ping sends small data packets to another device (as shown in Figure 1.16). It
measures response time from the destination. This command helps detect network delays. It is
commonly used to check internet connection.

Ping Command:

C:\> ping google.com

Sample Output:

Pinging google.com [142.250.190.14] with 32 bytes of data:
Reply from 142.250.190.14: bytes=32 time=25ms TTL=118
Reply from 142.250.190.14: bytes=32 time=24ms TTL=118
Reply from 142.250.190.14: bytes=32 time=26ms TTL=118
Reply from 142.250.190.14: bytes=32 time=25ms TTL=118

ICMP Echo Request

W

_ ICMP Echo Reply

/]

Host A _ w - Host B

Figure 1.16: Ping Command

Map packet paths between two locations. ; ]

Ipconfig and ifconfig Commands

Ipconfig is used in Windows operating system. Ifconfig is used in Linux and macOS systems.
These commands display network settings. They show IP address and subnet mask. They also
show gateway and network status. These commands help in network troubleshooting.

Telnet, PuTTY, and Secure Shell (SSH)

Telnet is used for remote device access. It sends data without encryption. PuTTY is a popular
tool for remote login. SSH is a secure method for remote access. SSH encrypts data for safety.
These tools help manage network devices.



e
1.R Network Performance | :

Netiork performance means how well a network works. It shows the speed and quality of dat
trantfer. Good performance allows fast and smooth communication. Poor performance causes
slow internet and delays. Network performance depends on many factors, such as bandwi th
and latency. - |
Nefivork Bandwidth
Network bandwidth is the amount of data sent in a given time. It shows how much data a
netwhrk can carry. Bandwidth is usually measured in Mbps. Higher bandwidth means faste.
data fransfer. More devices use more bandwidth. Low bandwidth can cause slow internet spe
NetWork Latency _
Network latency is the time taken by data to travel. It is the delay between sending and receivilg
data. Latency is measured in milliseconds. Low latency means faster response. High latenty
caus¢s lag and delay. Online games and video calls need low latency.
Caules of Network Delay '
Network delay happens due to many reasons. Too many users can slow the network. Poor-
- qualily cables can cause delay. Long distance between devices increases delay. Netw
congéstion affects data speed. Hardware problems also cause network delay.

T ‘j " .I\—)..

- 'l:ientify possible causes of delay in a given scenario.

1.13¥Network Load Balancing . \
Netwark load balancing is used to manage network traffic. It distributes work among multipl
servers or links. This helps prevent overloading of one dévice, Load balancing improv
network speed and reliability. Tt is used in large networks and data centers. Proper lo
balancing ensures smooth performance. It helps networks handle more users. :

Benefits of Load Balancing _

Load balancing improves network speed and response time. It reduces the risk of server failur
- If one Server fails, others continue working. It provides better user experience. Load balancin

helps andle high traffic easily. It increases network reliability and availability.

Basicll oad Balancing Methods
There dre different methods of load balancing. Round Robin method sends requests one by one
Least Connection method sends traffic to less busy servers. IP Hash method uses IP address to

decide Iraffic. These methods balance the network load. Simple methods are easy to implement.
1.14 Network Security

Network security is used to protect computer networks. It keeps data safe from unauthori
access. Security helps prevent data loss and damage. Many users connect to networks daily.
Without security, networks become unsafe. Network security uses different tools and rules. It

=

| Discuss how security protects sensitive data like CT scans of patients ina hospital. }

llIlJ




is important for homes and organizations. Network security protects personal and important
information. It stops hackers from entering the network. Security keeps data private and safe.
1t also protects devices from malware. Secure networks work smoothly without interruptions.
Every network needs basic security measures.

Firewalls

A firewall is a security device or software. It controls incoming and outgoing network traffic.
Firewalls block harmful or unwanted data (as shown in Figure 1.17). They act as a barrier
between safe and unsafe networks. Firewalls protect computers from attacks. They are used in
homes and offices. .

|

Figure 1.17: Firewall Protection

Encryption

Encryption changes data into a secret form. Only authorized users can read encrypted data. It
protects data during transfer. Encryption is used in emails and online banking. Strong
encryption improves data security. It prevents data theft.

Access Control _

Access control decides who can use the network. It allows only authorized users to enter.
Usernames and passwords are common access controls. Permissions limit what users can do.
Access control protects important resources. It helps manage network usage.

Common Network Security Threats

There are many threats to network security. Viruses and malware damage systems. Hackers try
to steal data. Phishing tricks users to share information. Denial of Service attacks stop network
services. Security tools help reduce these threats.

1.15 Data Backup and Recovery

Data backup means making a copy of important data. It helps protect data from loss or damage.
' Data can be lost due to viruses or hardware failure. Backup allows data to be restored easily.

Recovery is the process of getting data back. Backup and recovery are very important for safety.

Every user should back up data regularly.




- Data récovery is used to restore lost data. Backup files are used for recovery. Recovery softw

'1.16 Usability and Security Tradeoffs

Types of Data Backup
There are different types of data backup. Full backup saves all data at once. Incremental bac
saves only changed data. Differential backup saves changes since last full backup. Backups
be stored on hard drives. Cloud storage is also used for backup.

DataiRecovery Methods

helps get deleted files. System restore can recover system data. Professionals can recover da
ﬁ'om amaged devices. Recovery methods help reduce data loss.

Usabi ty means how easy a system is to use. A usable system is sunple and clear. Users ¢
learn i quickly. Tasks can be done without confusion. Good usability saves time and effort.
lmpro es user satisfaction.

Se y means protecting systems and data. It prevents unauthorized access. Security protec
agains! viruses and hackers. It keeps information private and safe. Strong secunty reduces Tis!
and damage. Every system needs basic security.

Tradgoffs Between Usability and Security
Increating security can make systems harder to use. Strong passwords are difficult t
remeniber. Extra login steps slow down users. Simple systems are easier but less se
Remoting security increases risk. A balance is required for safe and easy use.
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Computer Network

A computer network is a group of connected computers and devices that share data,
resources, and services.

Network Architecture :

Network architecture is the design and organisation of a network, including how devices
are connected and how communication takes place.

Network Topology

Network topology is the arrangement of devices and connections in a network, such as star,
bus, ring, mesh, or tree.

LAN

A Local Area Network (LAN) connects-devices within a small area, such as a home, school,
office, or computer lab.

WAN S

A Wide Area Network (WAN) connects networks over large geographical areas, such as
cities, countries, or continents.

Internet

The Internet is the largest publtc network that connects millions of devices and networks
worldwide. : z

Networking Devices '

Networking devices are hardware components. such as switches, routers, modems, NICs,
and access points, used to connect devices and manage commumcatlon

OSI Model

The OSI model is a seven-layer model that explains how data travels from one device to
another in a network.

Network Protocol :

A network protocol is a set of rules that controls how data is sent, received, and understood
between devices.

IP Address

An IP address is a unique address assigned to a device so it can be identified on a network.
Subnetting

Subnetting is the process of dividing a large network into smaller networks for better
management and security.

Network Security

. Network security refers to the methods used to protect networks, devices, and data from

unauthorized access, misuse, or attacks.
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A computer network is:
(a) A single computer system

(b) A group of connected computers and devices
(c) A software program

(d) A storage device

2. | The device used to connect a computer to a network is:
~ (a) Monitor . (b) Keyboard
' (¢) Network Interface Card (NIC) (d) Printer
3. | Anetwork that covers a small geographical area, such as a school or office, is
(a) WAN : (b) MAN
(c) LAN (d) Internet
4. § The topology that uses a central hub or switch is:
(a) Bus Topology \ (b) Ring Topology
(c) Star Topology . (d) Mesh Topology
5. § The OSI model contains:
(a) Five layers (b) Six layers
(c) Seven layers (d) Eight layers
| The protocol mainly used to view web pages is:
A @) FIP _ “(b) DNS : :
“ilt-(c): TCP (d) HTTP I
7. § The main function of a router is to: -
(a) Store data (b) Connect devices within a nctwo:t
(c) Connect different networks (d) Display web pages i
8. § DNS is used to:
(a) Transfer files
(b) Protect data '
(c) Convert domain names into IP addresses
(d) Connect hardware devices
9. ¥ The device that converts digital signals for Internet transmission is:
(a) Switch (b) Hub
() Modem (d) NIC
108 The topology that provides the highest reliability is:
(a) Bus topology (b) Ring topology
(c) Star topology (d) Mesh topology




@ Short Questions _

1. What is a computer network? _

2. Write two uses of computer networks.

3. What is network architecture?

4. Name any two components of a computer network.
5. What is the OSI model?

6. Write the name of any two network topologies.

7. What is a Local Area Network (LAN)?

8. What is the function of a router?

9. What is a network protocol?

10. What is the purpose of DNS?

% Long Questions

Define a computer network. Explain its importance and uses in daily life.

Explain network architecture and describe the main components of a computer network.
What is the OSI model? Explain its layers and their functions.

Define network topology. Explain bus, star, ring, and mesh topologies with advantages and
disadvantages.

Explain the types of computer networks. Describe LAN, WAN, and the Internet.

Describe the main networking devices used in a computer network and explain their
functions.

7. What are network protocols? Explain TCP/IP, HTTP, FTP, and DNS.

8. [Explain IP addressing. Describe IPv4, IPv6, the default gateway, and subnetting.
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