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Introduction- -

In today's digital world, usmg» onhrga platfﬂnm fnr{ﬁlabératinn requires awareness of cyber
safety practices. It is crucial’ tl;r l‘dénﬁfy,énd appl},r security measures to protect participants’
privacy. Techniq tiké 1‘. -factor authentication, biometric verification, and secure data
transmission are,mential Ensuring everyone has equal access to information, regardless of their
background, is also important. By working together on these strategies, we can create a safer and
meore inclusive online environment for all,

6.1 Security Protocols

Security protocols are vital for protecting
data in today's digital world. They set rules
and procedures to prevent unauthorized
access and tampering. These protocols
ensure confidentiality through encryption, [ o _
maintain data integrity and verify user [ S=Seis
identity with authentication methods.
They also control access, secure data
transmission, and ensure compliance \ wlth
regulations. Additionally, th?ey pmtm:t
against malware, suppor Ep’éta baekup and
recovery, reduce Fisk "'and build trust. Security protocols are essential for data protection, risk
management, and regulatory compliance.

6.1.1 Need of Security Protocols:

Security protocols are crucial for keeping data safe in today's digital world. They create rules and
procedures to protect data from unauthorized access, tampering, and interception. Here are
some key reasons why security protocols are important for data protection.

Data Integrity Authentication Access Control

Ihul_l oL ke | S g
|
Protection |
Secure : : BW Data Backup
Against Malware BN
Transmission AN o of B8 and Recovery
e and Cyberattacks

Confidentiality: =

Security protocols, like encryption, keep data confidential. Encryption changes data into a
format only accessible by authorized parties with decryption keys. This stops unauthorized
individuals from accessing sensitive information.
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Data Integrity:

Data integrity " ensuréé that |nrurmatmn remains
accurate, c-:m:.ﬁtent and unaltered during storage,
transmission, and processing. Security protocols like
encryption protect data integrity by preventing
unauthorized changesor fraud.

| Authentication:

Security protocols use authentication to verify user or
device identities, This ensures that only authorized people
or systems access or send data. Common techniques
include usernames and passwords, multi-factor
authentication, and digital. certfﬁca{qigan electronic

: dﬂmmentmed tq p[ﬂ#@@\#nﬁrﬂ}{#
Access Control: T\ % O\ '-._>

Security protocols enable ﬁtheﬁf.‘mntl*ﬂl m}thamsms These
controls decide whe. :T“n“l amé&s ‘change, or send data. It
ensures onty “#uﬁhunzed users access data, systems, and
places. It is done through various methods to protect
information and privacy, preventing unauthorized access or |
misuse,

Secure Transmission;

Sending data online can be risky because hackers might try
to spy. However, tools like SSL (Secure Sockets Layer)/TLS
(Transport Layer Security) for websites and YPNs (Virtual
private networks) for remote connections encrypt your
data, making it like a secret code that only you and the
intended recipient can understand. This way, even if
hackers try to listen, they cannnt mike sense of the
infurmatinn S ‘3’9* V(T

'\ | .‘f | W it

Protection Against Malware. dnd A3

Cyberattacks: O\ el ..;Q AL e
Security protocols hel pgmtec:;t 'agaiﬁs't'rhaiwa re,
viruses, ancll;yp@m ttacks. Security protocols are
guard against malware and cyberattacks.
Firewalls and anti-malware tools are examples
of security measures that rely on protocols to AT A

function effectively.
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Data Backup and Recuvem WAL T SO RO

Data security prutﬂcql; cqu;lr backup ﬂnd recovery.
Regular backups jl-htf secure storage rules make sure
data can be brought back if it's lost, hardware
failure, or there is a cyberattack.

6.1.2 Information usage and collection:

The main rules for collecting and using data are being clear, getting permission, and following the
law. Organizations should explain why they collect data, ask for permission when needed, and
protect data well. Breaking these rules can lead to big problems, legally and in how much people
trust them.

Collection:

Collection s the process of gathering information from various sources for analysis and decision-
making. It involves methods like surveys, interviews, sensors, or software to collect data informs
such as numbers, text, or images.

e e
ey

Um!e_ L V) ._.L_.__“\.:ﬁ
Datahasmanyuseshhenffenngsewmes makln?gpmdu:ts begfer, cl.l.stumizingcnntent and daing
analytics. C e N WA, NSRS I

& Tounderstand customer efEsrén;m‘.;mdimﬁmve prud uctsor services.
¥ Totrack stuﬂwtp&rfﬂdﬂance and enhance learning methods.

3 Tomonitor patient health and develop treatments.

3 TotrainAl models or enhance apps and systems.
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6.2 Risks of Sharmg anate Infarmati'nn

Sharing private 1nfnrmar,iun n:am mahe ‘identity theft more likely. Identity theft happens when
someone uses gw ﬂer!;anﬁi details, like your name or credit card info, without permission for
fraud. It can ﬂead to big problems like losing money and harming your reputation. Thieves usually
get personal info through various ways. '

Phishing:

asking you to provide personal information like passwords
or financial details.

Data breaches:

When organizations or websites are attacked online, they
might lose customer data; ,am:l if fuu‘re one of their
custormers, ynuF data cuu]qi b at risk too. Identity thieves

- might, \tl'y\ 10 trick’ pecple into giving away personal
4 mfﬁréatmn by pretending to be someone trustworthy.

Lostor stnlenmms;' N
Physical rterﬁs llke wallets, laptops, or documents containing personal

information can be lost or stolen and then used by identity thieves.

Online scams:

Scammers make fake websites or ads online to fool people into

giving personal information or paying money to the wrong
places.

6.3 Best Practices to Prevent Identity Theft

Be careful about sharing personal information,
especially if asked through email, phone, or social | ===gZZfl]
media. Use strong, unique passwords for ruururﬂlne 1A A N
accounts and consider a password manager tokeep |

track of them. Enahle uithfactﬂr authentication
(MFA) for ext;ra.ﬁec ty Hegulany check your
financial statements and credit reports for unusual
activity. Protect physical items with sensitive
information, like IDs, passports, and credit cards.
Learn about common scams and be cautious with

*




unfamiliar people or organizations. Staylng alert he!psr rEdu&e the ns‘k nf lcfermty theft and
prntectsynurpersunalinfnrmatmn Vet ey MO A

6.4 Cyber-attacks |

Cyberattacks pyt| ﬁétfl penL;[e and urgamzatmns at risk by targeting their security and privacy.
They come in “different forms like DDoS
attacks which overwhelm systems with
traffic; ransomware, which encrypts files
and demands a ransom; and spyware, which
secretly gathers information. Viruses,
phishing, and various types of malwares also
pose significant threats.

Staying informed and implementing strong
cybersecurity measures can help protect:
against these risks.

6.4.1 Typesof cyber-attacks: e
Certainly, there are various types of cyberal:facl'ﬁ that, threhken the securfty and privacy of

Y et b

individuals and crganizationm 'T. | \\\' vt
DDoS {Distnbuted Dem?l pf Sarﬂce] Attack

infected camputers work together to flood a website or :
system with too much traffic. This overloads the target,
making it slow or completely unavailable to regular users.

Ransomware:

Ransomware is a type of malicious software that locks or
encrypts your files so you cannot access them. The
attackers then demand money (a ransom) to unlock or

R

Spyware- is harmful softwarg \that setretly cnllects.“"' -
information about someone mthm.lt a:hem »knomng Itcan
track what you_ tytﬂg; I:alr:e.l'sdreenshots or watch your
online activities, and then send this data to a remote
attacker.

~



Viruses: o S ™
Viruses are programs, tiﬁt ct:tp}.# thérﬁselves and infect a
computer's: ﬁleﬁs mhs tware. They can spread to other
systems when infected files are shared. Viruses can cause
various problems, such as corrupting data or crashing the

system.

Phishing:

Phishing attacks deceive people into giving away sensitive
| details like passwords or credit card numbers by
| pretending to be a reliable source, These attacks usually
—--'# use fake emails, websites, or messages.

Malware (Malicious Software): D 2

Malware refers to harmful software like ':‘irtiﬁﬂ; spwmm '_"
and Trojans, which can damage earﬁnﬁteugsta‘ﬂsa\r!teai
information. N PAV AL
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6.5 SE‘CLIFIW Methods

Two-Factor Authentication (2FA) and Biometric
Verification improve security by requiring multiple
forms of ID. 2FA needs two separate factors, like a
password and a phone app, te confirm identity. If one
factor is breached, the other still offers protection.
Biometric Verification uses unique physical features,
like fingerprints or face scans, for identification. Itis
convenient and tough to fake but may raise privacy
issues. Using both methods together provides strong
protection for accessing systems and data.

ey

6.5.1 Twn-Facturﬁ.uJ_henmaﬂon {EFA] WNEY

Two-factor authenti-:atjnn [1Fﬁ] enhantes se::urity by
requiring tqueparateffnrms of identification to access
asystem, acauhnt or app. It usually combines:

1. Something you know, like a password or PIN.

2. Something you have, such as a smartphone, token, or [Seee. aptop
smart card.  Fig,
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3. Something you are, like a Fmgefpnnfurfa‘c\{iﬂ r&c’ngh:tmn

This approach ensures: lsl'le rﬁone factor (e.g., a password) is compromised, an attacker would
still need the s}atﬁbnﬁ fac}nr to gain access.

5.2 Biometric Verification:

Biometric verification uses a person’s unique physical or e e e e e
behavioral traits to confirm their identity. This includes !

fingerprints, facial features, iris patterns, voice, and |
even typing or walking patterns. |

sample, such as a fingerprint or face scan. The system
then checks this sample against stored data to see if it ' _
matches. Biometric verification is convenient because it "ﬁ,ﬁ_:r_gat
eliminates the need for passwords or PINs and is hard to &\
fake. However, it raises privacy concerns due tu the&ensrtwem\n;}'é(‘éf thurheir}c“tlata and how it
isstored and used. a2 TR b
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6.6 Safe Transrmssiﬁn uf mtaL\t: g

|

Safe data tra m@s:ﬁhl\ﬂmmlves securing information as it moves between locations.
Cryptagraphy is tmcml in this process, converting readable data {plaintext) into an unreadable
format (ciphertext) that only autherized users can decode. This ensures the data stays private
and unchanged. Common methods include symmetric and asymmetric encryption, and protocols
like SSL/TLS, which protect data in transit and prevent unauthorized access or tampering.

|
|
|
To access a system or device, users provide a biometric [
|
{

6.6.1Cryptography:

Cryptography is the practice of securing /=
communication and data by transforming it into a
form that only authorized parties can read. It involves &
key concepts like plaintext (original message), 1‘-:-:
ciphertext (encrypted message), encryption
(converting plaintext to ciphertext), decryption | &8
(converting ciphertext back to plaintext), and keys | .
(secret parameters for encryption and. decm:-tmn}
Cryptography can be symmetric, usii;ig f{\e same kéy for~ mcryptmn and decryption, or
asymmetric, using a pair of I{e;,rs {pubiic aﬁﬂpﬁvaTE] Various ciphers, both simple and modern,
ensure data mte d:!:yn a@ ﬁ&;u\rity. making cryptography essential for protecting information.

6.6.2 Typesrﬂf Cryptngra phy:
symmetric Cryptography:
Symmetric cryptography uses the same key to encrypt and decrypt data. It is fast and efficient,

Moy
{.,L &
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ideal for large data wlunﬁgﬁ 'Fhe I«:y m'usQ be S’éeurely shared as anyune with it can access the
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Asymmetric Cryptography:

Asymmetric cryptography, or public-key cryptography, works with two Icegswa public one for
encryption and a private one for decryption. This setup en;hpas,sé:;ur@c@mrmhmaﬁnn without
sharing a secret key. While slower thararﬁmeﬂﬁq*cwﬂ\toglﬂapﬁy, it offers benefits like key
distribution and digital signqtu res fqr agthbqht ati I;-n A

6.6.3 Popular Cipher Methods:
Caesar Cipher:

The Caesar Cipher is a simple encryption method where
each letter is shifted by a fixed number of positions in TG

the alphabet. Forinstance withashift of 3, Abegpmgs DY n—LB]CTDI EI F I'G"H"'

D', 'B' becomes 'E', and so fﬂl’th It's abasnc suhshtuum —
cipher and among the oldﬂit enﬂwnon\t?eghniques
L} substitution Cipher:

A substitution cipher encrypts by replacing each letter in the
plaintext with a different letter. This uses a fixed system
called a substitution alphabet. The Caesar Cipher is one type
of substitution cipher, but many other substitution alphabets
can be used.

e : 1 | e 1
L L e e e =y



Transposition Cipher: 1| .

her encrypts. by

rearranging thaq@ft}o}mﬂi‘h racters
in the plaintext according to a specific
system, without changing the
characters themselves. This meansthe b coonens
original text is reordered based ona L.

particular pattern.

A transposition cip

Vigenére Cipher:

The Vigenére cipher is a way to hide a message by changing its letters.
It usesa keyword to decide how much ta change each letter. Each letter
in the message is changed based on a matching letter in the keyword,
which is repeated as needed.

 Fig6.31: Vigenerd Cipher (15 coti
'  Domranl [ fele
6.7 Security Protocols A AN

e T

L E A '-\_,Ill I'II 5 =
Security protocols are rules anﬁﬁrﬂqﬂ:ﬂrﬁb@mm data and communication on networks.
They keep sensitive informa ion} | like passwords, private and safe from unauthorized access.
e TN, o M
These prutacni.&lrgllpq;\g User identities and ensure data remains unchanged during
transmission. Ex‘aﬁ'lbl'es Include HTTPS for secure browsing and SSL/TLS for secure data
exchange.

6.7.1 Types of protocols:

Transport Layer Security (TLS)/Secure Sockets Layer (SSL):
- TLS and its predecessor SSL are ___

cryptographic protocols used to secure |
internet communication. They offer |}
encryption and authentication to ensure
that data between a client and server is

confidential and unaltered. TLS is g o

commonly used in web browsers, email
clients, and many online services.

= ihtémét Protocol Security (Ipsec):
| IPsec is a set of protocols that secure
_ Internet Protocol (IP) communication.
% It is often used for VPNs and helps
other Device | €5tablish secure communication
Ebl Skcirity { | channels between networks, remote
SRR clients, and gateways.

Tunnel
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SSH (SecureShell): =\ ()| T g
SSH is a pmtucnl for sien;ui'e remote access
to servers an& petwork devices. It offers
strong authentication and encrypted
communication, making it essential for
secure system administration.

" ISecure File Transfer Protocols:

Secure file transfer protocols safeguard
files during transmission across networks.
SFTP (55H File Transfer Protocol) encrypts
data for secure and private transfers. FTPS
(FTP over SSL) utilizes SSL/TLS encryption
to protect files during transfer. Both SENESFEE S SEcireF 3
methods ensure files are transmitted R
securely, making interception or alteration d1fﬁcuit £ .;_---;.2,.“‘-??1:_'\:' Y=t

HTTPS (Hypertext Transfer Protocol Sie-:ure) 48R

HTTPS (Hypertext Trans’far Protﬂcnl\“'
Secure) is an qxt&ns\hﬁi Ir;q' WTTP used for
secure cmmhn‘icéf.im over a computer
network, typlcaily the internet. It encrypts
data exchanged between a web browser
and a website, ensuring that sensitive
information, such as passwords or payment
details, remains confidential and protected =
from eavesdropping or tampering.

‘ 6.8 Troubleshoot Security Problems

Troubleshooting security problems means finding and fixing issues to protect systems and apps. It
is crucial for safeguarding organizational data
and assets. Steps like understanding the setup,
checking logs, and running vulnerability tests
help address security worries. Following-best'|
practices such as keeping software updated
educating users, and pla:nning far inﬁdemﬁ
boosts overall secur ty and IGWErE risks.
Remember;, 1ewﬂty is “an ongoing process
needing cunstant assessment and adjustment to
tackle changing threats. Here are some simple W
steps and good ways to help you find and fix S
security issues.
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B '“" I.Jnﬂerstand User Document
the.- Environment Education and Learn
Identify Access Control Regular Regular Testing
the Issue and Permissions Backups and Assessment

<» ldentify the Issue:

Start by clearly defining and understanding the security problem. Gather all available
information about the symptoms and the systems or applications inm!lveﬁ N

Tty
."'J("ﬁ\ A

2 Understand the Environment; A e (T ( ;‘ '*H- B\

Learn about the systems and apps, like' hpwth“eyﬁrﬂkﬂet Up, What they need to work, and how

they're linked in the netmirk Hﬂ{ knﬂwléqie will help find weaknesses and ways attackers
might try to getin. QR

]

2 Access Cnntpttﬂ‘ahﬂ ﬁeﬂmssions'
Check access control lists, user permissions, and roles to ensure that only authorized users
have access to sensitive data and functionalities.

<» User Education:
Teach users and staff about security basics, like not clicking on strange emails or websites,
making strong passwords, and reporting security issues quickly.

+» Regular Backups:
Regularly back up your data and check that you can restore it properly. This is crucial if you
lose data because of security problems like ransomware attacks.

» Document and Learn:

.—"\

Write down what happened when you had a problem and what, you.did to! ﬁ}t ‘It. This written
record helps stop similar problems from hapqenmg a-gam and m\akes’ setﬂr'ify better."

2 Regular Testing and Assessment: | /| || L |\~ BAU S L
Continuously assess and test yrunr §etumi' meaﬁures to identify and lishten emerging threats.

\_ | ll_'.

6.9 Identifﬂh}a Cybersecurity Threat

A common cybersecurity threat is a phishing attack. This involves tricking people into giving away

sensitive information like passwords or personal data through fake emails, websites, or
messages,

o O M s B s — o
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6.9.1 Varmus,;l;r\ﬂtégmﬁ M“ldentlfymg cybersecurity threats:
Employee ﬁa‘lhfnﬂ f':md Awareness for cybersecurity threats:

Regularly train employees about cybersecurity to help
them spot phishing attempts. Encourage them to be
cautious of unexpected emails, especially those asking for
sensitive information or centaining suspicious links or
attachments.

| Email Filtering and Anti-Phishing Software:

Use strong email filters to catch and block phishing
emails. Anti-phishing software can scan emails and
| spot threats befure they reach gnwlaym inboxes.

.-J(f'“'.\l'
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Secure Communication Protocolst -";n A

i X
1-,*.;;"'-'-\.., =

Use HTTPS for websih%é\ nd, wﬁrgp\téd ‘email
services to keep ¢ ufqlt: fon"secure. Make sure
emplcryee@mé&ﬂ; t websites and email senders
are genuine before sharing sensitive information,

‘- i Web ContentFiltering:

/ * Set up web filters to block access to known
e e phishing sites and harmful content.
= —>

Securlty l.lpdntes and Putch Mnnageme nt

Regularly update all software, operating systems, and applications | UPDATING
with the latest security patches. Keeping everything up to ) date !
reduces the chances of attacks. These strategies help tower! thedjyh :
of phishing attacks and improve overall : b yﬂ;ﬂ Stay informed
about new threats and a;bjust ﬂd’fﬁ#ﬂé{ﬂ} Measures as needed.

6.10 Cajfmhlé‘tmnal Perspectives

Computational perspectives involve using computers to solve problems by breaking down
complex tasks into simple steps. This approach helps us create efficient solutions and innovate.
Learning these skills enhances problem-solving and critical thinking, preparing us for future

careers.
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6.10.1The s:gmﬁcance Qf Cumputatiunal Persper:twe

Computational perspectwes are qk&en,hal ?ur ;
students’ future careers! x\ﬁF technology advances,
computatmnai\ 'tﬂin‘kfng helps students solve ! j
complex problems efficiently. It promotes |
innovation, critical thinking, and adaptability, |
which are crucial in today’s job market. By learning |-
these skills, students can excel in various fields and
stay competitive in a digital world.

6.11 Computing Applications

The need for collaborations to improve designs of computing applications is essential. When
diverse teams work together, they combine their unique skills, experiences, and perspectives,
leading to more innovative and user-friendly software. Collaboration fosters creattwty and
ensures that applications meet the needs of a wider audience. It a sue:lbws fﬂrrﬂmirte sharing
and more effective problem-solving, enhanc;—ng thg uveratt quaﬁﬁmfutheﬁmlpmduct

6.11.1 The Impartanag of. /!}nllagura;ibnmﬁ Ehhancmg Computing
Application Design WAL
Collaborations a,‘nﬁ\&siéﬁﬂ;rfar ’c:‘nprﬂwng the designs of computing applications. By working

together, diverse teams can combine their unique skills, experiences, and perspectives to create
more innovative and user-friendly software. Here's why collabaration is crucial:

Diverse Perspectives:

Collaboration gathers people from diverse backgrounds, which brings a wider range of ideas and
solutions. This diversity results in more creative and effective des;gns that appeal to a broader
audience.

Enhanced Innovation:

When people from different fields collaborate, they can combine various technologies and
methods, resulting in groundbreaking innovations in computing applications.

User-Centric Design: @R

Including end-users and stakeholders in the design Wﬁt&ﬁs&ﬁﬁwﬁ\tjﬁkﬁ;}a{ pmduct meets their
needs and expectations. Fea{!back fmm dtfferfr\t" users he[p‘s 'create more user-friendly and

i e i

accessible applications. AR RN L=

Resource Sharing: _ /1| VA=

Working. t-::gether ieﬂ uz‘: sh;re resources like what we know, the tools we have, and the money we
can use. This sharing helps things move faster and makes the final product better.

Problem Solving:

Working together helps teams solve hard problems better. Different ideas and skills make

{( Matfanal Book Foundation @
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problem-solving stmnger

6.12 Re&ouﬁce& fur Equal Infnrmaﬁnn Accessibility

Making thlngs that deal with fairness in accessing information means creating tools or projects to
give everyone equal access to information, no matter who they are or where they live. Here are
some ideas:

v Digital Libraries:

Create online libraries offering free access to
educational materials like textbooks and articles. |
These libraries should be available to anyone with
internet, helping to reduce the digital gap and L.,
encourage lifelong learning. 3

@ Accessible Learning Platforms:

D

Create e-le ,aqgmg ptatfu is_ti'ratr cater to people
witi;rchia\blhtle% hcfuﬂé tools like screen readers,
H | capnnns \and alternative content formats. Ensure
' thE platforms meet various learning needs and
s preferences. Make sure everyone can access
“% educational resources equally.

Community Information Centers:

Set up community information centers with

computers, internet, and learning materials. Focus

en underserved communities. These centers

provide access to information, skill development,

and social connections. Empower individuals to F 5= FiglEarCo
: engage in the digital era fully.

Mobile Applications:

Create phone apps for important services like
healthcare or job help. These apps should be easy
to use, respectfuqudifferﬂﬁt cuftures and in many

- languages tuhelj:evewone

}

Open Educational ResnurfﬁstﬂEﬂ}‘ S

Make and«mﬁFE ngjieh ‘édiicational resources for free.

These res-::urces can be used, changed, and shared by
anyone. By doing this, we make sure more people can get |
knowledge and help teachers and leamers adapt content |
to what they need. ¢

{ Hational Baok Foundatio @ Unit & Impatts of Comput
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Digital Literacy Programs: . u el ==
Start programs that teach peap[e hqw [g-.uge- i:he

internet wisely. Theyll lgaphl to find reliable info, Bl | DIG"M
use digital tools: Sifefy and pratect their privacy. F‘-"—"_ e 1 UTE
These programs help people think carefully and get =" -

involved ontine,

Partnerships and Collaborations:

Encourage teamwork between government,
schools, non-profits, and businesses to fix problems
in information access and make it fair for everyone.
By working together, they can make big plans to
help people who do not have enough access. These

"2 ideas can help everyone get the information they
need for school, work, or anything else, no matter how much meney they have or otneflprob[ems
they face. ,.-~.<t ‘-.ﬁ J\f\":‘, A
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6.13 Collaborative Tools 1\ 7/ |\

Collaborative tools are snfmare apphcﬁions desugned to facilitate teamwork and
communication among. in.;:llhdduaiﬁ who' may be working remotely or across different locations.
These tools provlﬂb\fehturﬂ that allow team members to work together on projects, share
information, and communicate effectively. Below is a summary of some well-known collaborative

tools.

Google Drive:
Google Drive is a service for storing and sharing files

online. It lets you save documents, spreadsheets, 6 Googie Drive
and presentations in the cloud. You can work
together with others in real-time, editing files
together and seeing changes as they happen.

Slack: S
Stack is a ma;samﬂg‘;ﬁfpp whm teams can
c-:m&rpunh:ate 'm :h‘annets based on topics or
projects, You can send direct messages, share files,
----éna connect with other tools and services.

Trello: QRN

Trello is a tool for managing projects using boards, lists, and cards. You can make boards for
different projects, add tasks as cards, and move them as they progress. It also lets teams
collaborate by adding comments, attachments, and due dates. .
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Microsoft Teams:

Microsoft Teams is a collaboration piatfurm
that integrates chat, video In»‘i:t:*tlngs11 'fi t¢
storage, and apphcatmrr int'egra'ﬂan ; £
allows users L\ﬂ; mmumcat‘e and
cullahurate“i{i real timie, share files and
documents, and work together on
projects.

Zoom:

Zoom is a video conferencing platform that enables virtual meetings, webinars, and conference

calls, It offers features such as screen sharing, chat, and recording, making it suitable for remote
collaboration and communication.

pE——
Lo () e e

0 ) N "ll R

J-l.l. i Tﬂ'

| '\.

S T R e I 1 AN o B o D et T EEOE G et B T ) s e [ - A D Y D G Cd b L



#% WA T

: Sﬁziﬁﬁa‘ry i

O

> Confidentiality:. SEqdhty pmtuculs hke encryption, keep data confidential. Encryption
changes daré.mm a format only accessible by authorized parties with decryption keys.
This stops unauthorized individuals from accessing sensitive information.

% Data Integrity: Security protocols help maintain data integrity by ensuring that data
remains unchanged during storage and transmission.

% Authentication: Security protocols use authentication te verify user or device identities.
This ensures that only authorized people or systems access or send data.

2 Access Control: Security protocols enable access control mechanisms. These controls
decide who can access, change, or send data. It ensures only authorized users access

data, systems, and places.

2 Secure Transmission: Sending data online can be risky because hackers mlght try to spy.
However, tools like "SSL/TLS" for websites and "VPNs" for remote, Cﬂﬂﬂﬂ‘ﬂtlﬂﬂs encrypt
your data, making it like a secret :nde that nniy yau“ah?d the' m;&nﬁéu‘ fecipient can
understand. O\ .~-.| \h .,_5 WAL

-» Data Backup and Re:ovw Data ﬁemﬁﬁ!pratﬁculs cover backup and recovery. Regular
backups and secure, stgrage riles-make sure data can be brought back if it's lost due to

hardwa ref;ij.Lﬁ'Hm' acyberattack.

> Phishing: Sr:arnmers may send fraudulent emails, texts, or messages that appear to be
from trusted organizations. Scammers ask you to provide personal information like
passwords or financial details.

7 Data Breaches: When organizations or websites are attacked online, they might lose
customer data, and if you're one of their customers, your data could be at risk too.
Identity thieves might try to trick people into giving away personal information by
pretending to be someone trustworthy.

3 Online Scams: Scammers make fake websites or ads online to fool people into giving
personal information or paying money to the wro ng places.

» Cyber-attacks: Cyberattacks put both people and orgamzatmns at risk by targetlng their
se-.:unty and privacy. s (T f; (A

> DDoS (Distributed Denial of Serwcej Attack. A ED«EIS Iﬂgstnbuted Denial uf Service)
attack is when many mfected cnmwter; wnrk t-:ngather to flood a website or system with
too much traffic. ©TE AT RS

% Ransomware:, RaWLuare is . t}rpe of malicious software that locks or encrypts your
files so you cannot access them,

3 Spyware: Spyware is harmful software that secretly collects information about someone

without them knowing.

(( "':'-'-.' nal Book ..F o ;"!:".':.I'r:"

1'-'&‘ ] . D S v - - Eaam B k. 56 s L T



= Yiruses: Viruses are programs Lhat cﬁpy thEm'.iEh{Ei and mfect a computer's files or
software. They can 5pread t,qbther wsteiﬁs when infected files are shared.

=» Phishing: Phlsbmgx qﬂ!acks decewe people into giving away sensitive details like
D&ESWGI"UE td‘tredit card numbers by pretending to be a re{table source. These attacks
usually use fake emails, websites, or messages.

% Malware (Malicious Software): Malware refers to harmful software like viruses,
spyware, and Trojans, which can damage computer systems or steal information.

< Two-Factor Authentication (2FA): Two-factor authentication (2FA) enhances security by
requiring two separate forms of identification to access a system, account, or app.

< Biometric Verification: Identification method using unique physical features, like
fingerprintsor facial recognition, for security purposes.

< Symmetric Cryptography: Encryption method using the same key for bol:h Entryptlon
and decryption of data, known for its speed andefﬁciency A= i\ '-,-u

lu-'.:

2 Asymmetric Cryptography: Encryption method usﬁng a pﬁﬁ’ bf Keys {public and private)
for encryption and decrypttﬂn nﬁeﬂhg\ecure Gummdmca‘tion without sharing a secret
key, RLELR

3 Caesar Clphﬂ.q aﬁn ﬁhti#.-nt encryptlnn method where each letter in the plaintext is
shifted by a fixed number of positions in the alphabet.

< Substitution Cipher: Encryption method replacing each letter in the plaintext with a
differentletter according to a fixed system.

< Transposition Cipher: Encryption method rearranging the positions of characters in the
plaintext without changing the characters themselves.

2 Vigenére Cipher: Encryption technique using a keyword to shift letters in the plaintext,
providing a more complex substitution pattern.

< Transport Layer Security (TLS): Cryptographic protocol used to secure internet
communication, ensuring data confidentiality and integrity. .

2 Secure Sockets Layer (SSL): Predecessnr to TI_'i used fur muring data transmission
over the internet, O ST O Y (2

< Internet Protocol Securjt}v {IPsé;:i Pfqtacni surt:e fnr;ecunng IP communications by
authenticating and enﬁ:ryptmg eath IPpacket.

2 Secure Shell tSSH]*[F'i'ntncui providing secure remote access to servers and network
devices, affering strong authentication and encrypted communication.

2 Hypertext Transfer Protocol Secure (HTTPS): Extension of HTTP used for secure

communication over a computer network, encrypting data exchanged between a web
browser and a website,




<» Phishing Attack: Cyber&ecunty threat mvﬂlwng tnckmg individuals into giving away
sensitive mfﬂ;mqt@ﬁhrmghfake emails, websites, or messages.

- Digital Li’h:aney Online repositories offering free access to educational materials like
textbooks and articles to reduce the digital gap.

7 Accessible Learning Platforms: E-learning platforms designed to cater to people with
disabilities, including tools like screen readers and captions.

2 Community Information Centers: Centers providing access to computers, the internet,
and learning materials, especially in underserved communities.

» Open Educational Resources (OER): Free, accessible educational materials that can be
used, modified, and shared by anyone.

% Google Drive: Cloud storage service allowing real-time collaboration on documents,
spreadsheets, and presentations.

o Slack: Messaging apgfacihtatmg team cnmmumcatmn thf\ﬂugﬁchanﬁel;baged on topics
or projects. , .._ﬁ | ., Y

> Trello: Project managem?eht mﬁl us:hg\bﬁafﬁfr ]’ists and cards to organize tasks and
facilitate team collat attﬂn,

> Mxrosnmtém ﬁéhabmatim platform integrating chat, video meetings, file storage,
and apphcatmn integration for real-time teamwork.

% Zoom: Yideo conferencing platform enabling virtual meetings, webinars, and conference
calls, with features like screen sharing and recording.
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ﬁ. Seted;l:'the best answer for the followi ng Multiple-Choice Questions (MCQs).
1, What is the primary purpose of security protocols?
a. To speed up data transmission
b. To protect data and prevent unauthorized access
c. To lower the cost of data transmission
d. To improve the appearance of web pages
2. What technique is used by security protocals to maintain confidentiality?

a. Authentication b. Encryption c. Data backup d. Datarecovery
3. Whichmethod ensures data integrity during transmission?

a. Encryption b. Hashingand digiml signatures -

c. Phishing d.File sharifi\:i, \ @@\
4, Which of the following verifies user uirdeﬁr:eiﬂenuil:y’f VY | [ : ."./\-‘

a. Accesscontrol b{ncwpthn W t ﬂuthenticm d. Datarecovery

5. What do security prutm:al# usetdtmtm'l ‘whﬂ can access or modify data?
a. ﬁuthﬁntiuaﬂoﬂw " cb-Accesscontrol ¢ Malware protection d. Cryptography

6, What tﬁpé of Euftware protects against malware and viruses?
a. Digital signatures b. Firewalls and anti-malware tools
. Access control mechanisms d. SSL/TLS
7. Which of the following is an example of a type of cyberattack mentionedin the text?
a. Authentication b. Ransomware c.Access Control d. Hardware failure
8. What does Two-Factor Authentication (2FA) typically combine?
' a. Apassword and encryption b. Apassword and a secondary form of ID
¢. An IP address and encryption d. Avirus scan and a firewall
. 9. What is an example of asymmetric cryptography?
a. Sharing acommon key for encryption -
b. Using public and private keys e (0 AL

c. Uslngﬁ!esameteyforemrypﬁmnddﬂ:mm \ e
d. Changingdata tramrmsmmpeed A '

10. Which security protucul 15 cbrwnmlyused to secure internet communication?
'I [k
I

a. TLS!SEL*'.’: “b. FTP ¢. UDP d. HTTP
11. Which cfpher smfts each letter by a fixed number in the alphabet?
a. Vigenere cipher b. Transposition cipher c. Caesar cipher d. Substitution cipher
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12. Which security protocol t%ssqd for 5 usﬂsﬁ;rgtégtfgs I
a. Ipsec t: SEH” ” AT HTTP d. FTP
13. Whatis phj ”\“J\J UL
a. Atwegi cryptmn method

b. Anattack where fake emails trick users into giving sensitive information
¢. Amethodtosecure data transmission
d. Asecure file transfer protocol
14. Which best practice can help prevent identity theft?
a. Sharing passwords with trusted individuals  b. Using strong, unique passwords
c. Storing all sensitive information in the cloud d. ignoring financial statements

15. What does cryptography protect?

a. Physical hardware b. Data and communication
. Marketing strategies d, System updat{" : ,_W:L ﬁ
16. Which of the following 15 an example crf ,aH SE"L.I @;@ enhance user
authentication? . ’U’"ﬂ \} Jj xjs L
a. DDoS attack ';ﬂ“mf X \‘a:"ul j\&ﬁh yware
W
c. Biometric venﬁcai\ffm h\h d. Phishing
17. Which of tﬁqﬁ{ﬂﬁﬁhln fools is commonly used to support online callaboration in computing
projects?
a. Photoshop b. Google Drive
c. Excel d. YL.C Media Player

'r.

1.‘ Give short answers to the following Short Response Questions (SRQs).
1. Whyis it important to apply security measures when using enline platforms?
2. What are the main functions of security protocols in today's digital world?
3. What are the key reasons for using security protocols to protect data?
4. Howcan sharing private information lead to identity theft?
5
b
7

. What are the benefits and potential privacy issues of biometric ver tﬁ::at n':-miI ﬁ;f; N
SEHIY

. What does Two-Factor Authentication {IFA}requu:e for u;mr@g ?'Hégt\%nt?
tiun

. Name one advantage and one dlsadvanﬁ tt ujr, }."m
8. Whatisthe primary ;Jurpﬂdp)ﬁ%qrml{ﬁgmgn ﬂ\dafa traﬂsmismnn?

. Describe the CEIESN gr In ief .~
10. What prut or secure communication over the internet?

11. Why is it lmpurtant to understand how and when your information 15 collected and used

0

onlinge?

AT BT
'i‘

B

e e o e
.= ST o e e o



\ e e

!--!1 iﬁl-I.Im

:;.,'-.. o T RS
12. Why is cn&laburat{ Iimmbrtant in the design of computing technologies, especially when
add ressmg‘éqﬂity in access to information? *

* Give long answers to the following Extended Response Questions (ERQs).

1. How do security protocols ensure data protection in today's digital world, and what specific
techniques and measures do they employ to maintain confidentiality, and authentication?

2, What are the primary risks associated with sharing private information online, and how can
individuals protect themselves against identity theft?

3. How do different types of cyber-attacks, such as DDoS, ransomware, spyware, viruses, and
phishing, threaten the security and privacy of individuals and organizations?

4, Discuss the process and benefits of Biometric Verification, as well as the prhrncy concerns
associated with it,

5. Describe how cryptography ensures the safe transmss%{'iﬁ‘ﬂata, Jé;aﬂmg the difference

* between symmetric andasymmetﬂeenérz,rpﬁbm VAN

6. Compare and cnntrastjﬁ"q fdiﬂéigegt" 'Q(Qe# af,cfsr;itngraphic methods mentioned, including
their use cases andefﬁciqhﬁjf “_" Lt

] jing a new mobile application that stores user data. Explain how you

7. Imagine_ e

would ur fhe security of the data during both storage and transmission.

8. Youare working with a diverse team to develop a new educational website. Describe how you

would use online collaborative tools and communication strategies to ensure all team
members can contribute equally.
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f‘? Activity 2: Discuss Security Threai:s and Mitlgatih)

— ~
Objective: Educate parlicfpanllﬁa{l secunty j.hrm and mitigation strategies, '

MaterialsNeeded: -~ (1| o
Handuuts*ur'dig{ tal guides on 2FA, biometric verification, and secure data transmission
Instructions: .
Briefly discuss common security threats, including phishing, malware, and data breaches.
Divide participants into groups and assign each group one threat to focus on.

Groups will research mitigation strategies such as 2FA, biometric verification, or secure data
transmission, and present their findings to the class. B

gfj Activity 3:Collaborate on Strategies for Equity and Acce@

Objective: Develop strategies to ensure equitable access to information on digital platforms.
Materials Needed:
“* Whiteboard or entine collaborative tool (e.g., Jamboard) e W (|
Instructions: \ . wAf “\ ‘w" [(@e==
» Discuss the importance of eqmﬂtyandemalaccﬂss ta mfannaiim

% In small groups, brainstorm straleﬁies to! pmﬁde é&uTahle access, .r.uch as ensuring all participants
have the necessary tec| rand skitts.-

+» Each group p(ﬁ;entﬂhaii‘ sltrategles and the class discusses how to implement them in various digital
collaboration scenarios.
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