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_ PREFACE

This textbook haq devetnped by NBF according to the National Curriculum of
Pakistan 2022- 2613 The aim of this textbook is to enhance learning abilities through
inculcation of logical thinking in learners, and to develop higher order thinking
processes by systematically building upon the foundation of learning from the previous
grades. A key emphasis of the present textbook is on creating real life linkages of the
concepts and methods introduced. This approach was devised with the intent of
enabling students to solve daily life problems as they go up the learning curve and for
them to fully grasp the conceptual basis.

After amalgamation of the efforts of experts and experienced authors, this book was
reviewed and finalized after extensive reviews by professional educationists. Efforts

were made to make the contents student frlendly and tn deveinp'the concepts in
interesting ways. A

The National Book Foundauun is alwaysstriﬁng fur 1mprwement in the quality of its
books. The presgnt ‘book ‘features an improved design, better illustration and
interesting: actinhes relating to real life to make it attractive for young learners.
However, there is always room for improvement and the suggestions and feedback of
students, teachers and the community are most welcome for further enriching the
subsequent editions of this book,

May Allah guide and help us (Ameen).
Dr. Kamran Jahangir
Managing Director
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The Practical Impnrtance of; thé‘Teﬁ-tbﬁaH in Everyday Life

The following is a unit-by: tmit summar]rof ‘what Is presented in each unit with its practical
importancein uur evendaytﬂe

UNIT 1 Computer Systems: This unit focuses on Human Computer Interaction (HCI). HCl is a
field of study about designing and development of interactive systems that are efficient,
effective and user-friendly while using digital devices. HCI plays an important role in
interaction between the computer system and the user in providing ways through which the
user can input data, receive feedback and navigate through the system.

UNIT 2 Computational Thinking & Algorithms: This unit is about developing algorithms which
is the first step for writing computer programs. Leaming how to develop algorithms holds
immense significance for students as it enhances their ability to think critically and provide
structured approach to computational problem-solving

UNIT 3 Programming Fundamentals: In this unit students learn programming fundamentalsin
Python. Python is a high level object-oriented programming language. This unit, describes
advanced programming constructs such as data structures, file handlin ‘gand databases and
how to implement complex algorithms in Python. In today's modern world, having computer
programming skill is essential as it pla}'s an nnpnr:nnt tole in autanmiun of tasks that we
perform inour daily life. ') (

UNIT 4 Data and A.nql 52 This untt fucme-s on data analysis. It contains material on Machine
Learning (ML), ML is-a powerful technology that is transforming many industries by making
processes efficlent and effective. It provides solutions to many problems related to various
fields such as marketing and advertising, financial services, healthcare and self-driving cars.
Material on data visualization is also explored which is representation of information in the
form of chart, graph, maps, diagram, etc.

UNIT 5 Applications of Computer Science: This unit describes the applications of internet of
Things (loT), Blockchain and Cloud Computing that are applicable in government and private
sectors in Pakistan. Applications of these enhances our daily life by improving productivity,
efficiency and security. Material on neural networks and deep learning fs also presented that is
used for development of complex systems. Data sharing and privacy conflicts are explored at
the end of the unit to understand issues related withit.

UNIT & Impacts of Computing: This unit focuses on issues faced by people when collaborating
on digital or online platforms. Today, much of our daily life revolves around the Intemet and
this exposes us to a wide range of online threats; This unit describes security measures and
safe practices such as 2FA, biometric venﬂcatiun and secure ways for transmitting data, to
mitigate online threats. \

UNIT 7 Digital Liter 1 This u‘Ht pre'sents matenal that describes the creation of artefact
that answers.a. rd'n question, communicates results and conclusions through digital
resources or tools, It plays an important role in strengthening research, analytical skills and

fostersdigital literacy.
UNIT 8 Entrepreneurship in Digital Age: This unit explores the creation of a Minimum Viable
Product (MVP) for entrepreneurs and businesses. MVP provides low-risk testing ground before

making huge investment into a product. It allows entrepreneurs and bucinesses to validate
their business ideas, minimize costs and mitigate risks while launching a new product.
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Computef"Systeﬁié

&] Learning Outcomes

At the end of this unit students will be able to:

explain the usability, security and accessibility of devices, the systems they are
integrated with.

explain human interaction with computer systems in terms of:
Usability
Common problems
Methods for impmuements , CA N (9
Ethical, suclal,ecanumm andmmrnnmental |mpl|::ﬂt1uns

identify and F_'Iplilir‘t tradeua'h \between the usability and security of computing
systems, recpmmendcyherse:unty measures by considering different factors such as
&f ftiency. cust privacy, and ethics.

({ Haticnal Bock Fourdation o Uit 1; Computer Systems }}
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Introduction

In today’s rapidly evolving digital world, technology plays a central role in our everyday lives.
Whether we are using smartphones, accessing online services, or interacting with smart devices

at home, the design and functionality of these technologies deeply impact our experiences. As we

dive deeper into the world of technology, three key concepts emerge as critical toour interaction A
with these systems. These are usability, security, and accessibility.

» Usability ensures that devices and systems are easy to use and understand. Without it, even
advanced technology can become frustrating and ineffective.

» Security protects our data and interactions in a world of evolving cyber threats. Strong
measures are essential to safeguard sensitive information and prevent severe consequences.

< Accessibility guarantees that technology is available to everyone, including those with
disabilities. As our world becomes increasingly digital, it fs important that no one is left
behind. Accessible design makes sure that all users, regardless of their physical abilities, can
fully interact with and benefit from technology.

What will You Learn?

This unit explores the key principles of usability, security, and accessibility, highlighting their role
in designing effective and inclusive technology. You will also learn about Human-Computer
Interaction (HCI) and its focus on user needs. Additionally, the unit examines the trade-offs
between usability and security, providing insights into how designers and engineers balance
these often conflicting requirements to create systems that protect users without compromising

their experience.

1.1 System/Device Usability, Security, and Accessibility

When devices and systems are designed, they should be easy to use (usability), safe and secure

from threats (security), and accessible to everyone, including people with disabilities
(accessibility). Understanding these aspects is crucial because they affect how we interact with .
technology and how technology affects our lives.

1.1.1 Device/System Usability .

Usability is a key factor in the success of any
device or system. It refers to how easily and
efficiently users can Interact with technology,
directly affecting their satisfaction and
productivity. By applying usability principles,
designers can create user-friendly systems that
meet user needs and provide a seamless

experience.

Awell-designed system with high usability is easy
to learn, simple to use, and aligned with user
expectations, It enables users tc achieve their
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goals effectively, efficiently, and with minimal effort, ensuring a positive and satisfying
experience. Fig.1.1 illustratessuch a system.

Key Aspects of Usability:
The following are the key aspects of Usability.

3 Effectiveness: The degree to which users can successfully complete tasks using the device or
system,

> Efficiency: The speed and minimal effort with which tasks can be accomplished.

3 satisfaction: The user’s sense of comfort and positive experience while interacting with the
system.

Principles of Usability

Several key principles guide the design of user-friendly systems, ensuring they meet the needs
and expectations of their users. These principles include:

& Simplicity

< Consistency

2 Feedback

% Error Prevention
2 Learnability

P Accessibility

1. Simplicity:

The design should be as straightforward as possible, removing
unnecessary complexity and focusing en core functionalities.
Example: The Apple iPod (Fig.1.2), with its simple click-wheel
interface, allowed users to navigate music/video quickly and
easily, without the clutter of extraneous buttons.

Google's homepage (Fig.1.3) is iconic for its simplicity,
concentrating on the primary function—searching-without
overwhelming users with excessive information or options.

Google

). Consistency: IR

Interfaces should maintain a consistent design across different parts of the system, making it

easier for users to predict how the system will behave and reducing the cognitive load required to
use it.

iy I e il s
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Example: Microsoft Office uses similar menus and toolbars across Word, Excel, and PowerPoint,
helping users transition smuutlﬂ_;qr between applications, as shown in Fig.1.4.
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3. Feedback: )"

The system should provide clear, immediate feedback | Mtalling application
to users regarding thelr actions, helping them | Inprogress|About & minute remaining

understand if their inputs were successful and what
the system is doing In response.

Example: E-commerce sites like Amazon provide immediate feedback when an item is added to
the shopping cart, often with a pop-up or visual confirmation, reassuring the user that their
action was successful. Another example is the progress bar in software installations, as shown in
Fig.1.5, which indicates the ongoing process and how much time is remaining.

4, Error Prevention:

The design should prevent errors before they occur and offer easy wa:.ra to correct them if they do,

Example: When you try to close a document without saving, uwmﬂ I'.'Il"ﬂtﬁlﬂ' Eﬂ-:e Microsoft Word
prompts you to save your work, preventing I::{:_f-dgntal data loss. As shown in Fig.1.6.

i mﬂhmﬂwhm '

i you dick ‘Don't Save’, o recent copy of this file will be temporuly nvallsbie.
Laam mors
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5. Learnability:

The system should be easy for new users to learn, allowing them to become proficient quickly,
with minimal training or guidance.

Example: Mobile apps often include a tutorial or walkthrough for first-time users, helping them
get started quickly.
6. Accessibility:

The system should be designed so that it can be easily used by everyone, regardless of their
abilities. This includes making sure that people with disabilities can also use it comfortably. The
goal is to ensure that the system s inclusive, meaning it

works well for as many people as possible, no matter

their physical or cognitive abilities.

Example1: Voice Over feature on Phones (Fig.1.7) _— l
Voice Over feature allows visually impaired users to §-. M e

interact with their Phones by reading out text on the |\ | »)

screen. Users can navigate thrnrﬁgh"-apﬁ'. read

messages, and even use the 'camera with voice
guidance, makirpg thie device accessible to those who

are blind or have low vision.

Example2: TV Remote Controls (Device Accessibility)
Some TV remotes are designed with large buttons and
high-contrast colors to assist users with vision or
dexterity issues. These remotes are easier to see and .

press, making them more accessible to elderly users, as
shown in Fig.1.8.

1.1.2 Usability Testing

Usability testing is a key method used to evaluate how user-friendly and effective a system or
device is. There are several types of usability testing, each with a specific focus and approach.

The followlng are some common types of usability testing methads,

1. Moderated Usability Testing VWA [~

in this type of testing & tacilitamr nr mnderamr 1s present to guide users through tasks, ask
questions, and observe behaviors in real-time. The moderator can also interact with users to
clarify inslng:tldmnr probe deeper inta specific issues. Fig. 1.9 shows the whole process.
Example: A company developing a new software application conducts moderated usability

testing by inviting participants to a lab environment. The moderator asks users to perform

specific tasks, such as navigating through the app's features or completing a transaction. The
moderator observes how easily users can accomplish these tasks and asks questions about their
experience, helping to identify any usability issues.

----_-u--r-m————-m



1. Unmoderated Usabiljty Testing _ _.
In unmoderated usability testing; users complete tasks, [
on their own without a moderator's direct involvement.
This type of testing i often -conducted remotely,
allowing pani:imn&'tn use the system or device in
their natural environment. The sessions are typically
recorded for later analysis, asshown in Fig. 1.10.

Example: An e-commerce website wants to test how
easily customers can find and purchase products. The
company conducts unmoderated usability testing by
sending out tasks for users to complete at home, such as searching for a product, adding it to the
cart, and completing the checkout process. The user interactions are recorded, and the company

reviews the footage to identify any pain points or areas of confusion.

3. Qualitative Usability Testing

Thie anproach focuses on understanding the user's experience,

thoughts, and feelings while interacting with the system or.
device. The goal is togather in-depth insights into user behavior,

including what they find intuitive or challenging. As shown in

Fig.1.11. AR AU

Example: A mhile'dpE developer conducts qualitative usability

testing by interviewing users after they use the app. Users are

asked open-ended questions about their experience, such as

what they liked or disliked and any challenges they encountered. This feedback helps the
developer understand the user's perspective and make improvements to the app's design.




4, Quantitative Usabi liw Testing

Quantitative usability testing qullects nmneril:al data to
measure usabilit aspects like task completion time,
error rates,: aHd u:cess rates. This method is useful for
comparing different versions of a system or device or
setting benchmarks for usability.

. Example: A company tests two versions of a website’s
navigation menu, In a quantitative usability test, users
are timed as they attempt to find specific information
using each menu version. The company collects data on
how long it takes users to complete the tasks and how
often they make errors. This data is then analyzed to determine which menu is more efficient and
user-friendly. As shown in Fig.1.12.

5. Remote Usability Testing

_-- Remote usability testing allows users to test a |=
e system or device from their own location, using TR
their own devices. This type of testing can be éither |8
moderated or unmoderated, and it s particularly |
useful for reaching & mder audience or observing |
how users.intéract with a product in their natural
environment.

Example: Aglobal software company wantstotesta

new feature with users in different countries.

Remote usability testing is conducted, with i

participants using the software on their own computers while being observed through screen-

sharing technology. The company gains insights into how the feature performs in different regions
. and environments without needing to bring users into a lab. As shownin Fig.1.13.

6. A/B Testing

A/B testing, also known as split testing, involves
comparing two versions of a system or device to see
which ane performs better in terms of usability, as
shown in Fig.1.14. This type of testing is I'.'ﬂml'[‘lﬂl‘ll}v' L 4
used in webdesign and online services. J\

Example: An online retailer wants to determme
whether a new hqmepage layout will lead to more
sales. They, create two versions of the homepage
and use A/B testing to randomly show each version

to different users. By comparing the sales metrics and user engagement data between the two
versions, the retafler can determine which layout fs more effective.
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1.1.3 Common Usability tssues dr"id How-to Avoid Them

Usability issues can s1gnfﬁcantly impact th.-e effectiveness and user satisfaction of a system or
device. When users encounter problems with usability, they may becoame frustrated, make
ErTors, or even aﬂandnn the product altogether. Understanding common usability issues and
knowing how te avaid them is crucial in designing user-friendly systems.

The following are some common usability fssues » along with practical solutions and examples.

1. Complex Interfaces

Complex interfaces are those that
overwhelm users with too much
information, too many options, or overly
complicated layouts. When users are
faced with an interface that Is difficult to
understand or navigate, they are more
likely to make mistakes, take longer to

Solution: To avaoid complexity, focus on
simplicity, Simplify the interface by §
prioritizing core functions and,Temoving |
unnecessary features, The design should highlight the most important tasks and provide a clear
and intuitive path for. lliﬂﬁ tﬂacebmp"ﬁsh them.

Example: Exa mplle Ctmsider a mobile banking app (Fig.1.15) that mltially has dozens of features
crammed into a single screen. Users might find it difficult to locate basic functions like checking
their balance or transferring funds. By simplifying the interface—perhaps by organizing features
into easily accessible categories or hiding advanced options behind menus—the app becomes
much easier to use. A good example is the early versions of the PayPal app, which went through
muitiple iterations to simplify its interface, eventually focusing on core actions like sending
money and checking balances on the main screen.

L. Inconsistent Navigation .

Inconsistent navigation occurs when the navigation structure or elements change from one
section of the system to another. This inconsistency can confuse users, making it difficult for them
to predict how to move around the system or find the information they need. As a result, users
may feel lost or frustrated.

Solution: To maintain consistency, ensure that navigation menus, buttons, and ﬂl:hev inteﬂace
elements remain uniform across all parts of the system. Consistency 'in design allows users to
develop a mental model of hnw the system warks, Making it easier for them to navigate.

Example: Imagine a website where the 'Cmm:t Us” button is located at the top of the page on
some sections and at the bottom on others. Users might struggle to find the contact information
depending on where 'I:H'Ey" are on the site. A solution would be to place the "Contact Us™ button in
the same location on every page, such as in a fixed header or footer. Amazon's website, for

e My i
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instance, keeps its navigation consistent across dlﬁareﬁt pages; wi'th-'the search bar and
navigation menu always in lhesame pla\‘:t, hclping users find what they need quickly.

3. Poor Error Messages

Poor error messages are those that are unclear, overly technical, or
provide little to no guidance on how to resolve the issue. When
users encounter such error messages, they can bacome confused,
frustrated, and unable to continue using the system effectively.

Solution: Write error messages that are clear, concise, and —
helpful. Good error messages should explain what went wrong in
plain language and provide actionable steps that users can take to fix the problem.

Example: Consider an online form where a user enters an incorrect date format, and the system
simply displays "Error 150: Invalid input.”, as shown in Fig.1.16." This message is vague and doesn't
help the user correct the mistake. Instead, the error message should read something like, "Please
enter the date in the format MM/DD/YYYY." This clear guidance helps the user understand the
issue and correct it immediately. Google's forms often prmdde such :Igar and helpful error
messages, ensuring users can easilyﬂx any mlsr.akes - ;

4. Lack of hm:e.r.s’il:}ility

Alack of accessibility means zhat thesystem
or device 15 not designed to accommodate
users with disabilities, such as those who are
visually impaired, hearing impaired, or have
motor disabilities. Ignoring accessibility can
exclude a significant portion of potential
users and lead to a poor user experience for
those with disabilities.

Solution: Implement accessibility features
to make the system usable for people with a
wide range of abilities. This includes adding screen reader support, keyboard navigation,
alternative text for images, and options for adjusting text size and color contrast.

Example: Consider a website with small text and low contrast colors that are difficult for visually
impaired users to read, as shown in Fig,1.17. By implementing gccesslbiu'!.f‘ft%ﬂmm like text
enlargement options, high-contrast color schemes, and ensuring the website is compatible with
screen readers, the website becomes more accessible. Apple's website, for example, offers a
high-contrast mode and sl.:ppurls Sﬂ"EEl'I readers, making it accessible to users with visual
impairments. RN o\

1.1.4 Dmm:efSys;er‘ Security’

Security in the context of devices and systems refers to the measures and controls implemented
to protect information and systems from unauthorized access, use, disclosure, disruption,
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medification, or destruction. It aims to safeguard data and- Emure that s{.rsl:ems fUm:tiun as
intended. The following are the keynh]ectlvesnf !.ecuﬂt:.r

Key Objectives: ,
Confidentiality: Ensuring that senslt'lve 1nfannatim is accessible only toauthorized users.
Integrity: Prutectmg data from being altered or tampered with by unauthorized individuals.

Availability: Ensuring that systems and data are
avaflable for use when needed.

Principles of Security:

The development and maintenance of secure systems
rely on several foundational principles, commonly
referred to as the CIA triad—Confidentiality, Integrity,
and Availability, as shown in Fig.1.18. These principles
serve as the cornerstone for designing systems that
protect data and ensure that it remains safe and
accessible under various conditions. I Attty

1. Confidentiality

Confidentiality involves pmtecting semﬂivetnfﬂﬁﬂauﬂn frurn unauthorued access, ensuring that
only those who have the apprupﬂqte pemissiuns or clearance can view or use the data.

Example; Cmsldqpa conipanrs database that stores customer credit card information. To keep
this data confidential, the company might encrypt the credit card numbers before storing them in
the database. This way, even if a hacker gains access to the database, they would not be able to
read or misuse the credit card information without the decryption key.

2. Integrity

Integrity refers to the accuracy and consistency of data. It ensures that information remains

unaltered during storage, transmission, or processing, except by those who are authorized to do .
so. This principle protects data from being tampered with or corrupted.

Example: When a user sends an important email, such as a contract, he/she might digitally sign ;
it. Adigital signature is a way to ensure that the content of the email has not been altered after it

is sent. If the recipient receives the email with a valid signature, they can be cunﬁdent that the

content is exactly as intended and has not been tampered with. AN (WY

3. Availability : \ .

Availability ensures that systems and data are accessfhte am:l usahle when needed, even during or
after a disruption. This princlplE huutues 'designing systems to withstand and recover from
failures or attacks ql_tln;ijlh _

Example!: To gua}'erntee availability, a business might implement more than one servers and data
storage. For instance, if one server fails, another cantake over immediately, preventing stoppage
and ensuring that users can continue to access the system without interruption,
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Security Policies and Best Practices: i _,- ANEE W

Implementing strong semrtty poHcles and hest pr&ttites is esr'ential fnr protecting devices and
systems. A AL \

Data Protection. Foﬂl:ufes' These are guidehna for handling, storing, and transmitting sensitive
information to prew;nt unauthorized access or disclosure. For example a company policy
requiring encryption of all sensitive customer data before transmission.

Regular Security Audits: Audits are conducting thorough assessments of systems and networks to
identify vulnerabilities and ensure compliance with security standards. For example an
organization performing quarterly security audits to check for any gaps in their defenses.

Employee Training and Awareness: Educating employees on security risks and best practices to
prevent human error, which isa common cause of security breaches.

Incident Response Planning: Preparing a plan to quickly and effectively respond to security
incidents to minimize damage.

Learning from Security Breai:hes

Case Study: The Target Data Breach of 101 « (&

Overview :

In December 2013, Target. Cnrpmt’m a Majm' LLB retail t:h&in. suffered a significant data

breach that compromised ttagerionaland financial information of millions of customers.

KeyDetails ¢

% How It Hawbne]:i Hackers accessed Target's network through a third-party vendor, using
stolen credentials.

2 Data Compromised: Approximately 40 million credit and debit card accounts and personal
information of 70 million customers were affected.

- Financial Impact: The breach cost Target an estimated $162 million in legal fees,
settlements, and security upgrades.

3 Reputation Damage: Target's reputation suffered, leading to a decline in customer trust and
sales.

» Regulatory Response: Target paid 518.5 million in a settlement with 47 states and
implemented stricter security measures.

Lessons Learned

2 Strengthen Cybersecurity: Companies must ensure robust security measures, especially
with third-party vendors.

2 Employee Training: Regular training on recognizing cyber threats is esse: ntial

3 Incident Response Plan: Aclear plan for responding to breaches can mitigate :niage

» Regular Audits: Cnnducting se-:urity audi':s helps idehti?&land fix volnerabilities.

Wq
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LEAR Assignment
Research two additional dauhreaches 'Foreach breach, include:
i Backgr d:/ Company and context
ii. Dateof Breach
iii, Data Compromised
iv. Financial Losses
v. Reasons for the Breach
vi. Remedies Implemented
Thic exercise will help you understand the importance of cybersecurity in today's digital
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1.1.5 Device/System Accessibility

Accessibility refers to the design of ctEviceﬁ 'srstam"' and services in a way that they can be used
by people with a wide range of abilities and disabilities. It involves making technology usable by

EVeryone, Im‘.ludlcng those' with visual, auditory, physical, cognitive, or other types of
impairments.’

Key Aspects of Accessibility:
The following are the key aspects of Accessibility.
2 Inclusivity: Ensuring that technology is accessible to the widest possible audience.

2> Adaptability: Allowing users to customize the way they interact with the system to suit their
needs.

= Compliance: Adhering to accessibility standards and legal requirements to ensure that
products are accessible,

Principles of Accessibility:

Accessibility is a fundamental aspect of design that ensures technplogy can be md by everyone,
including individuals with disabilities, The prindples of accﬁisihiirty guide the creation of
systems and interfaces that accommodate’a wide rang-e of needs. By adhering to these principles,
deasigners can create pmducu*that aqu:E inclusive and usable by the broadest possible audience.

1. F'eu:ewability || Jhx

Perceivahii[tf'means that all users must be able to perceive the information and user interface
components, regardless of their sensory abilities. This principle ensures that content is accessible
to users with various sensory impairments, such as those who are blind, deaf, or colorblind,

Examples1: Websites should provide text alternatives (alt text) for images. This allows screen
readers to describe the content of the images to users who are visually impaired. For example an
online store includes alt text for product images so that a blind user can hear a description of the
item, such as “Red wool sweater with V-neck and ribbed cuffs, " through their screen reader.

Examples2: Captions and Transcripts for Audio/Video:
Providing captions for videos and transcripts for audio content
ensures that users who are deaf or hard of hearing can access
the information. For example a YouTube tutorial videa on |
cooking includes captions so that users who are hearing | /-
impaired can follow alung with the lnstrl..r.tln-m. As ihmn inj
Fig.1.19. \ .

2, Operability

Operability r&fera tn l:he abmty of users to navigate and use the interface, regardless of their
physical or motor abilities. This principle focuses on ensuring that all users, including those with

disabilities, can interact with the systam effactively.
Example1: Keyboard Navigation: Users should be able to navigate through the interface using

i iy
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just a keyboard, without ne:dingn mm.ﬁc

| Example: Voice Fhmmands Implementing vaice control features
allows users iﬂr operate systems hands-free. For example a smart
home system can be controlled via voice commands, enabling users
with mobility impairments to turn on lights or adjust the thermostat
without needing to physically interact with the controls. As shown |
in Fig.1.20.

3. Understandability

Understandability means that the design shouldmake it
easy for all users to comprehend the information and know
how to operate the interface. This principle focuses on
creating content and interactions that are clear and
straightforward.

Examplei: Simple Language: A government website
(www.fbr.gov.pk) provides instructiops for filing) tafoi in'
simple language, making the process. easier to ur;dgrsimd RCTTRUAL W MU I 9 L
for all tax payers, mclud'ing those with learning .=

disabilities, asfm\mmﬁg 121
Example2: Errur Prevention and Correction: An online foim for registering an event highlights
required fields and provides real-time feedback if a user forgets to fill out a section, along with
instructions on how te correct the mistake.

4, Robustness

Robustness refers to the ability of content to be interpreted by a wide range of devices, including
assistive technologies. This principle ensures that content remains accessible even as

technologies evolve.
Example1: Cross-Browser Compatibility: Ensuring CROSS BROWSER
that a website functions correctly across different CWPATBILl Y

web browsers is crucial for accessibility. For
example an educational platform tests its website
to ensure it works well on Chrome, Firefox, Safari,

and Edge(As shown in Fig.1.22), so that students | .
using different browsers have the s.an'leexperleﬂ:e

Examplel: Support for Hujtiple lnpul: Devices: A computer device is designed with multiple
input options to ﬁat.er to' us&n’; with different preferences and needs. For example users can
interact with the computer using voice commands for those who find it difficult to use a
traditional mouse and keyboard. The touchscreen interface allows for gestures and touch
interactions, providing an alternative for users who have difficulty with physical input devices.

=
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1.1.6 Types of Disabilities and Accessibility Sotutions = o=
Designing technology that is inclusive and accessible 'to Individuals with various disabilities
involves understanding the unfque chlttenges each type of disability presents and implementing
tailored solutions. i \

I
The following arelsome access‘lbility solutions for different disabilities.
Visual Impairments:

Visual impairments encompass conditions such as blindness, low vision, and color blindness.
Accessibility solutions for visual impairments aim to make content perceivable through
alternative means.

Solutions and Examples:

Screen Readers: These tools convert text and other visual |
elements into spoken words or braille. Effective implementation
requires semantic HTML and ARIA ({Accessible Rich Internet ',
Applications) roles. For example JAWS (Job Access with Speech) or | g
NVDA (Non Visual Desktop Access) reads aloud content on a. weh
page, such as "Welcome to our website. Todays date ls. S&ptember F

1, 2024." This enables blind users to naﬂgntemd interact with web content, as shown in Fig.1.23.

High CnntritllMDdﬂ' Enhances readability by using contrasting colors to
i make text stand out against the background. For example Windows and

1§ macOs offer high contrast themes that switch text and background colors
§ to improve visibility. Websites like BBC also provide high contrast modes
8 forusers with low vision. (Fig. 1.24)

Zoom Functions; Allows users magnify téxt and images on |
the screen to better accommodate low vision. For example
Google Chrome and Mozilla Firefox browsers have built-in
700m features that enable users to increase the size of text
and images, making them easier to read, as shown in Fig,1.25.

Hearing Impairments:

Hearing impairments can range from partial hearing loss to complete deafness. Accessibility
solutions for hearing impairments focus on pﬂmdmg 1nfurmatmn thruugh visual and textual

s )
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Solutions and Examples:

Closed Captions: Text that app:arﬁ on SEreen to transcribe spoken
dialogue, sound effects, ‘and other audio cues in videos. For
example YouTubé ||:rﬁlvidés closed captions for videos, enabling
users who are deaff or hard of hearing to read the dialogue and sound
effects as they watch, as shown in Fig, 1,26,
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Transeripts: Written versions of atidio r;f:igntén't, which allow users to read the content instead of
listening. For example TED Talks provides transcripts for each talk, allowing users to read the
content in additian to or instead of watching the video.

Sign Language Interpretation: Includes sign language videos that interpret spoken content into

' sign language. For example Microsoft Teams and other video conferencing tools allow users to
include sign language interpreters in video calls. Similarly, news channels like PTV News enhance
accessibility by adding sign language interpreters through a side video, making news broadcasts
understandable for deaf viewers, asshown in Fig.1.27.

Motor Impairments: |

Motor impairments_affect a persan‘sabﬂm_.r to use traditional input devices like a mouse or
keyboard..g;céﬁqiﬁlity solutions focus on providing alternative methods for interacting with
devices. -

Selutions and Examples:

Voice Recognition Software: Enables users to control their device and dictate text using voice
commands. For example Dragon MaturallySpeaking allows users to navigate their computer,
compose documents, and execute commands through voice recognition.

Alternative Input Devices: Includes specialized devices like adaptive keyboards, eye-tracking
systems, and adaptive mouse.

On-Screen Keyboards:

. Virtual keyboards displayed
on the screen that can be
used with touchscreens or
other input methods. For §
example On-5creen
Keyboard provides a virtual
keyboard that users can §
control using a mouse, touch
screen, or pther adaptive
devices, as shown in
Fig.1.28.
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1.2 Human-Computer Interaction (HCI)
Human-Computer Interaction JI[I:IICI]-_ isa mﬁliiﬂiﬁplimq field that studies how people interact
with computers, dfgital devices, and software applications. The goal of HCI is to improve the
interaction between users and systems by making these systems more user-friendly, efficient,

and accessible. Good HCl can reduce user frustration, Increase productivity, and ensure that
technology meets the needs of its users,

Example: The design of a smartphone’s touchscreen interface involves HCI principles to ensure
that icons are large enough to be tapped easily, and that gestures (like swiping or pinching) are in-
built.

1.2.1 Elements of Human-Computer Interaction

Human-Computer Interaction (HCI) is a complex and dynamic field that focuses on the design,
evaluation, and implementation of interactive systems for human use. The effectiveness of any
interactive system depends on several key elements that must be Eﬂrefllllj." mnsidefed during the
design process. These elementsinclude: I (o) R

;} Llser5 o L L 0 L N sl

D Tasks ol

2 Interface <oyl W\

> Environment, | | (NI

Users:

Users are the individuals who interact with a system. This involves studying their needs, abilities,
limitations, and preferences. Users can vary widely in their skills, knowledge, experience, and
expectations. Designers must consider the diversity of users, including factors such as age,
cultural background, physical abilities, and technological proficiency.

Example: Designing a word processor for a professional writer involves understanding their need
for robust editing tools, an organized workspace, and features that enhance their writing
process, suchas grammar checking, advancedformattfnguptlms ann:i distraction-free modes.

Tasks:

Tasks refer to the specific activities that users need to perform using the system. ldentifying and
understanding these tasks is essential for designing an 1nterface that mppans Users in achieving
their goals efficlently and effectively. -

Example; On an e-commerce website, key tasl-t; might mclude marchmg for products, filtering

results, reading reviews, adding item to a shopping cart, and completing a purchase. Designers
must ensure ﬂmt ﬂchlaf thesetasks is straightforward and easy to perform. As shown in Fig.

1.29.
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interface:

The Interface is the point of interaction between the user and the system. It is where the design
of the system comes to life, allowing users to interact with it through various input and output
mechanisms. The interface can take many forms, including graphicalluser intérfaces (GUIs),
voice command systems, gesture-based interfaces 'aﬂd rliﬂfé \ y | '

Example: The layout of a u'{dea editing saitwnre 5 inl.en'ace is crucial for user productivity. Tools
like cut, paste, and trim shauld be easily accessible, and the timeline should be carefully
designed to allow for precise edits. A well- -designed interface might also include customizable
workspaces, where users can arrange tools and panels according to their workflow preferences.
As shown inFig.1.30.
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Environment:

The Environment refers to the phymcal am:l su-ciil
context in which the Interarﬁm between the user
and the system| Lilkb& plat:e The environment can
significantly influence how a system Is used, and
designers must consider these factors when creating
interfaces. The environment includes the physical
surroundings (e.g., lighting, noise levels, and
available space) and the social context {e.g., B!
whether the system will be used individually or
collaboratively),
Example: A public kiosk interface, such as those found in airports or shopping malls, must be
designed for quick, efficient use in potentially noisy, crowded environments. The interface should
be simple, with large buttons and clear instructions to accommodate users who may be in a hurry
or distracted by their surroundings. Additionally, the kiosk might need to be designed for use by
standing users, meaning the screen should he ata camfm‘tab{a hmght andamle As shown in Fig.

1,31,

1.2.2 Usability in Human- Cumputerinteractmn

Usability is a fu ndaantal tuncept i Human- -Computer Interaction (HCI), and it plays a crucial
role In determining how effective and enjoyable a system is for its users. Usability refers to the
extent to which a system can be used by specific users to achieve specified goals with
effectiveness. Asystem with high usability is one thatis easy to use and learn.

Key Components of usability in HCI:
Usability can be broken down into several key components, each of which contributes to the
overall user experience in HCI. These components include Learnability, Efficiency, Memorability,

Error Handling, and Satisfaction.

Learnability:

Learnability refers to how easy it is for new users to accomplish basic tasks
the first time they encounter the system. A highly learnable system allows
users to quickly grasp how to use it without needing extensive guidance or il o uny Banking
prior experience. This is especially important for applications or devices i (/)
intended for a broad audience, where user!.ma'f hawe var]ring leve‘ls 0F W ot

technical expertise. : -
Example: Consider & mobile bmtir'q; app deﬁgned for a diverse user base, o7 —
Anew user should be able to quickly learn how to navigate theapp tocheck §

their account balance, transfer funds, or view transaction history. The use § o gy
of onboarding tutorials or interactive guides can further enhance

PRI

learnability, ensuring that users feel confident and capable from their first
interaction as shown in Fig.1.32.
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Efficiency:
Efficiency pertains to hnw q.m;kly and effe:twely users can perform tasks once they have learned

how to inteq'aqﬂ with the system. An efficient system allows users to achieve their goals with
minimal time and effort.

' Example: A professional graphic designer using design software like Adobe Photoshop needs to
perform tasks such as editing images, creating layouts, and applying filters swiftly. Efficiency in

. this context means providing shortcut keys, customizable toolbars, and responsive tools that
allow the designer to work with speed and precision.

Memorability: -

Memorability refers to how easily users can remember how to use a system after a period of not
using it. Asystem with high memorability ensures that users can return to it after some time and
still remember how to perform key tasks without needing to relearn the interface.

Example: Imagine a user who only occasionally uses an online form submission system, such asa
tax filing website. After several months, when they return to the site, they should be able to
easily recall how to navigate the system, fill out the neﬁessarr forms, and submit their

information. This can be facllitated thmulh mnihtent design patterns, clear labeling, and a
logical flow of steps. () )

Error Handtlng

Error Hah:ﬂh'td lnvohres thE system's ability to prevent errors,
guide users in correcting them, and help users recover from
mistakes. Good error handling is essential for maintaining user |
trust and ensuring a smooth interaction, even when things go |
wrong.
Example: An online booking system (Fig.1.33) for airline tickets
should prompt users to correct mistakes, such as entering an
P invalid date or leaving a required field blank. Instead of allowing
the user to proceed with faulty data, the system might highlight the problematic fields in red and
provide an error message explaining what needs to be corrected. Additionally, providing helpful
suggestions or autofill options can prevent commeon errors, such as typos in names or addresses.

1.2.3 Ci:um mon Proble ms in Human-Computer Interaction

Human-Computer Interaction (HCI) is a critical field that focuses on improving the interaction
between users and computer systems. While significant progress has been made in designing
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more user-friendly and efficient systems, several tummnn pt‘nhlems sﬂll persist These issues can
negatively impact user experienca, Ieadfng mfnntratinn errors, and even exclusion of certain
user groups. Addressing these challenges is essential for creating systems that are accessible,
user-friendly, and efﬂc.&rrh for all users.

Interface Issues:;

Poorly designed interfaces are one of the most common problems in HCL. The interface is the

primary means through which users interact with a systern, and its design can make or break the b
user experience. Common issues with interfaces include untidy layouts that could lead users to

unclear navigation paths that make it difficult to locate important features. These problems can

lead to confusion, inefficiency, and increased errors,

Example: Consider an e-commerce website with a poorly designed navigation menu. If the menu
is untidy with too many options, users may struggle to find the categories they are looking for. For
instance, a user searching for electronics might have to examine through an extensive list of
unrelated categories, leading to frustration.

Accessibility Challenges: 12\ COW!
Accessibility in HCI refers to the design of systems. lhat canbe used IJ':" PE':‘F‘lf: \'-I"It.h a wide range of
abilities and disabilities. However, many system's are not designed with accessibility in mind,

leading to challenges for users with visual, ‘auditory, motor, or cognitive impairments. These
challenges often arisqb#am! designers do not fully consider the needs of all potential users.

Example: Awehsite that lacks altemnative text (Alt text feature) for images is inaccessible to
users with visual impairments who rely on screen readers. These users might miss out on
important content or context provided by images, making their experience incomplete or
frustrating. Similarly, a mobile app that relies solely on sound for notifications may be unusable by
individuals with hearing impairments.

Performance lssues:

Performance fssues, such as slow or unresponsive systems, can severely impact the usability of a -
system. Users expect systems to respond quickly to their
inputs, and any delay can lead to frustration and a decrease in -
productivity. Performance problems can be caused by a variety » H!-ﬂﬁi
of factors, including poor system optimization, excessive : M\
resource use, or network latency. Whensystemsare slow or fail | - wm m plaass
to load content efficiently, users may abandm tasks or luﬂh fur | by g’

alternative solutions. ( ) Mk i

Example: Imagine using an unlirre b&nltini app that takes an
excessive amount, of tihe to Toad account information dr
process transactions (Fig.1.34), Users may become impatient
and concerned about the security of their transactions, leading,
them to avoid using the app in the future.
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Poor Error Handlingand Feedback.

Effective error handling and: ﬂeedback are crucia!. components of a user-friendly system. When
users encounter erfors, mey need clear, constructive feedback to understand what went wrong
and how to' fix it. Systems that provide poor or inadequate error messages can leave users
confused and frustrated, leading to mistakes and inefficiency. Conversely, well-designed error

handling helps users recover from mistakes quickly and with confidence, improving the overall
user experience.

Example: Consider a form submission process on a website where the user is required to enter
several fields of information. If the user leaves a required field blank or enters data in the wrong
format, the system should provide an immediate, clear error message that explains what needs to
be corrected. For instance, if an email field is left empty or filled incorrectly, the system should
display a message like, "Please enter a valid email address.” Without this guidance, users might

not understand why thefr submission is not being accepted, leading to frustration and pntentially
abandoning the form altogether.

1.2.4, MethodsfnrImpruvingHuman-Cumputerinteractinn

Improving Human-Computer Interaction {HCI] invalvﬂs v&ﬂﬂs strategies and methodologies
aimed at creating systems that are more user-fngndl}n efficient, and complete. By addressing key
aspects such as user-centered dgslgn. accessibility, interface simplification, performance
opthni:atlnn, ;nqgrmr prl-\rentlnn developers can significantly enhance the users' experience.

Use r-fml:tred Design (UCD):

User-Centered Design (UCD) is a design philosophy that places
the end users at the core of the design process. It is an iterative
approach where user feedback is continuously gathered and
integrated throughout the development cycle. This method
ensures that the final product aligns closely with the users’
needs, preferences, and limitations, resulting in a more
effectiveand satisfying user experience.

Example: Consider the development of a new educational
software intended for use in schools. By involving teachers and
students in the design process from the beginning, developers can gather valuable feedback on
features such as interactive elements, user interfaces, and content organjzation. Early testing
might reveal that students prefer interactive quizzes over ﬂatin: reading material, leading to
adjustments that enhance engagen'rentandteamhg outcomes. Asshown in Fig.1.35.

AcceasibilftyEnhancen‘rents
Accessibility mhqrwmﬂts focus on rnaldng systems usable for individuals with a range of
disabilities, This fnvolves designing systems that are perceivable, practicable, understandable,

and user-friendly, ensuring that people withyvisual, auditory, motor, or cognitive impairments can
effectively interact with the system.

Example: An educational platform that includes captions and transcripts for all video content




improves accessibility for students with hearing impairments. Additionally, incorporating
keyboard navigation and screen reader compatibility ensures that users with motor impairments
orvisual dlsabﬂftfescan interact with the platform effectively.

Simplifying lenterfatas

Simplifying user interfaces involves reducing unnecessary complexity and presenting information
in a clear, concise manner. A well-designed interface should prioritize essential features and
streamline interactions to minimize user effort and cognitive load.

Example: A streamlined email application that features a minimalist design with only the most
commonly used tools (such as compose, inbox,' and search) can significantly enhance user

efficiency. By avoiding complex menus and excessive options, users can quickly access and
manage their emails without unnecessary distractions.

Improving Performance

Optimizing system performance fs essentfal for ensuring that applications run smoothly and
respond promptly to user inputs. Performance issues such as slow load times OF Linresporisive
interfaces can detract from the user experience and hinder prmiuctlﬁty

. Example: Reducing the load time of a taljgp e—:mhmerm website by optimizing images,
compressing files, and Impl'EMEM‘[I‘Ig ﬂfﬂv.:ient coding practices can greatly improve user
experience, \

Error F‘revenﬂnn' a.nd Ren:uvery'

Effective error prevention and recovery mechanisms are crucial for minimizing the impact of user

mistakes and system errors. Systems should be designed to prevent errors whenever possible and

provide clear feedback and recovery options when errors do oceur,

Example: A spreadsheet application that prompts users to save changes before closing the file

helps prevent data loss. Additionally, an online form with real-time validation checks for required

fields and provides immediate feedback when errors are detected can help users correct mistakes e
before submission. '

1.2.5 Ethical, Social, Economic, and Environmental Implications in HCI

Human-Computer Interaction (HCI) is not just about creating systems that are user-friendly and
efficient; it also encompasses broader considerations that affect society at large, Ethical, social,
economic, and environmental implications play a crucial rq;-le in the: devﬂupment and
deployment of any new system. l.lnderﬂandiﬂg these amﬂs is essential for designing systems
that are not only effective but alsg.rEipcmhlg and sustainable,

Ethical Irnpli:ntinns : L

Ethical implications in el address how technology affects users’ rights, privacy, and dignity.
Ethical design ensures that technology is developed and used in ways that are respectful and fair,
protecting users from harm and misuse, ' '

% Data Privacy: One of the major ethical concerns is how user data is collected, stored, and
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used. Developers must ensure that usér data is handled with confidentiality and used only for
itsintended purpose. Users shiould have control over their data and be informed about how it is
m. N| RN
Example: Social media platforms such as, Instagram,
Facebook, WhatsApp and Twitter (Fig.1.36), collect vast
amounts of personal data from users. Ethical practices
L require these platforms to implement strong data protection
measures, obtain explicit user consent before collecting
data, and provide clear options for users to manage their
privacysettings.
2 User Consent: Users should be informed and provide
consent before engaging with systems that collect or use their data. Consent should be clear
and informed.

Example: Mobile apps that request access to personal infnnnatiun, such as lncatinn or contacts,
should provide users with a clear explmtlnn uf '#T'I)' thi! ﬂcﬁs is m.'cmrr and obtain explicit
consent before proceeding. \ WA )

Social implications: - '.

Social implications ﬁellﬂ' to hu# fechnulngy influences communication, soclal interactions, and
access to information. HCI can have both positive and negative effects on social structures and
relationships.

| Example: Smartphones and social media enable instant messaging and video calls, fostering
U global communication. However, excessive screen time and reliance on digital interactions can
i affect face-to-face communication skills and lead to issues such as social isolation.

Economic Implications:

Technology impacts the economy by creating new nppnrl:unlties and challenges Lhderstandlng
these implications helps in designing systems o
that support economic growth whilt Pl o ik
addressing potential disruptions. R n Workdwide
Example1: The rise of e-:nmmce'piaﬁprriu'-
like Amazon (Fig.1.37) has geherated jobs in
tech, logistics, arlq ‘customer service. These
platforms have ‘also led to the growth of
related industries, such as digital marketing
and online payment systems.
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Example2: The automation of manul’a::tunng macesﬁés .
through robotics (Fig.1.38) can, lead to increased
production efficiency’ but may also result in job losses
for assembly line workers. Training and reskilling
programs can help mitigate these effects.

Environmental Implications:

The environmental impact of technology involves

considering energy consumption, resource use, and waste management. Sustainable practices in
HClare crucial for minimizing the ecological footprint of technology.

Example1: Companies like Google and Microsoft are investing in renewable energy to power their
data centers, aiming to reduce their carbon footprint and promote sustainability.

Example2: Electronics manufacturers are implementing take-back programs and designing

products with recyclable materials to reduce e-waste. Initiatives such as Apple'_s recycling
program help ensure that old devices are properly recycled. el

O
1.3 Trade-offs hetween Uﬁability and Sev.:uhty in Computlng
A $y5tems

When designing computing mterm. achuewng a balance between usability and security is
crucial. Both factors hre essential, but they often come into conflict. The following is a detailed
look at the trade-offs between usability and security, along with recommendations for
cybersecurity measures considering efficiency, cost, privacy, and ethics.

1.3.1 Trade-offs between Usability and Security

Usability focuses on how easy and intuitive a system is for users, while security aims to protect
the system from unauthorized access and attacks. The trade-offs arise because enhancing
security can sometimes degrade usability, and vice versa.

The following table represents the trade-offs between usability and security in computing
systems, along with examples.

Security Usability Example

Reduces usability as MFA | A user loggirg into a bank

Enhances security by adding

extra verification steps like
multi-factor authentication
(MFA), making unauthorized.
access much hnrdnr =

Althentication
Complexity

!

requires additional steps
like entering codes from 3

phone; slowing down- user

access. and causing

- patentlal frustration,

“actount needs o enter a
password and then a code
sent to their phone,
increasing security but
delaying access.

Rz dato by
_restricting user permissions,
ensuring only authorized
individuals can access or
madify infeemation.

Hinders usability when
users frequently
encounter permission

issues, requiring them to
reguest access, which can
slow down theirwork.

An employee needs
frequent permission from (T
to access certain files,

delaying their abiliy to
complete tasks efficiently.
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Security

| Secures data by converting
it inte & format only
accessible with a decryption
key, protecting against
unauthorized access even if
datais Intercepted.

Usability

data access and
processing, and managing
encryption keys can be
complex and time-
consuming.

Impacts usability as
‘encryption can slow down

Example

Encrypting patient records
keeps Lhem secure but may

slow down access, which
can be challenging during
emergencies. o

Maintains security by fixing
vulnerabilities and
protecting agalnit néw
threats through regular

updates.

Rr'l;la.l'”
Updates and
Patches

Disrupts usability as
updates may require
dysteém restarts or
interrupt work, and they
can sometimes introduce

Frequent software updates
may finterrupt employees’
wark, requiring them to
restart their systems, which
can be inconvenient during

compatibility issues. busy times.

1.3.2 Recommendations for Cybersecurity measures

When designing and implementing cybersecurity measures, it is :rnpmtam t-:rcunsmer various
factors to strike a balance between security and merneﬁpi;-rleﬁce The key factors to consider are
efficiency, cost, privacy, and emh:!..rfach of the*sr plays a crucial role in determining how
effective and su;tamal}l&th: semr’rhr solutions will be.

Efficiency: Effﬁienqr in c:.rhersecuri ty involves implementing solutions that protect systems
\h'ithnrut‘iﬁn\rﬂcanﬂy hindering user productivity. The following computing solutions illustrate the
principle of efficiency in cybersecurity measures.

< Auto-Save and Backup Systems:

Automatically saving work and backing up files regularly helps ensure that data is not lost in case
of a system crash or cyberattack. This increases efficiency by reducing the risk of lost work and
the need toredo tasks,

Example: Google Docs automatically saves documents in real-time to Google Drive, so users don't
have toworry about losing their work if their computer shuts down unexpectedly.

<» Password Managers:

Password manager stores and autofill strong, unigue passwords for different websites, reducing
the time and effort users spend managing multiple passwords while enh anclng 5ecurity

Example: Using a password manager like LastPass or Bir«ardﬁn users can a|r.|mmz¢ti-:,alh.r loginto
websites without nee-ding to rernemiber mpleeb: naﬁmm:ls rdaklnn the login process quicker and
maore secure.

Cost; Cost :onsideratiuns Ir& :htﬁ:al when deterrmmng the scope and scale of cybersecurity
measures, The goal is to implement effective security within budget constraints. The following
l:umpuli nj solutions illustrate the principle of costin cybersemﬂty measures.
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2 Freemium Security Software:

Many security software providers offer frge baﬁi'l: versions of their producl:s which can be
sufficient for small businesses nr_md‘iw-:_!ual users, allowing them to secure their systems without
incurring highcosts, o /([0 & =2

Example: Avast offers a free version of its antivirus software that provides essential protection’
against viruses and malware, which is often adequate for home users.

2 Cloud-Based Security Services:

Cloud-based security solutions often have lower upfront costs compared to on-premises
hardware, as they eliminate the need for expensive infrastructure and maintenance.

Example: A small business might choose to use a cloud-based firewall service, such as Cloudflare,
to protect their website from attacks, avoiding the cost of purchasing and maintaining their own
hardware.

& Open Source Solutions:

Open source tools and frameworks offer cost-effective alternatives to expensive: pmpnetary
software, providing robust security features without s'lgnlﬂi:anr. ﬁnandr.it lnvestnﬁ:‘lt

Example: The OWASP (Open Web Application’ Sptm‘itr Prbjecti prawdes a variety of open-source
tools that help developers identify and mitlgate security vulnerabilities in web applications,
reducing the need for expenﬂve cmhmurclal solutions.

Privacy: Privacy proieétlun is a foundation of cybersecurity, ensuring that users' personal data is
handled responsibly and securely. The following computing solutions illustrate the principle of
privacy in cybersecurity measures.

<> Private Browsing Modes:

Private browsing, or "incognito” mode, in web browsers prevents the storage of browsing history,
cookies, and other data, helping protect user privacy on shared or public computers,

Example: When using a public computer at a library, users can enable incognito mode in Chrome
or Firefox to ensure their browsing activity isn't stored, protecting their privacy.

<» Anonymization and Encryption: ,

These techniques protect user privacy by ensuring that even if data {s accessed by unauthnﬁzeﬂ
parties, it cannot be traced back to individuals or easily deciphered, =T\

Example: Healthcare providers often encrypt patient recordsand anmyml:e data hefnre sharing
it for research purposes, en surlng that ]:wzr';r:mair heaith infﬂrmatiun remains confidential.

D Two-Factor Authentication {IFM.. SN PASSWORD
2FA adds an extra laygr of| securlty by requiring users to

provide two forms of ldentfﬁcatinn (such as a password

and a code sent to their phone), which helps protect
- their accounts from unauthorized access. As shown in
Fig. 1.39.
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Example: When logging tntn thetr ema’lt a user miiht enter their password and then receive a
text message. \'flth a ‘m're-time :nde ensuring that only they can access their account even if

someone else knows their password.
P Ethics: Ethical considerations in cybersecurity involve respecting user rights and maintaining
trust through transparent and fair practices. The following computing solutions illustrate the
. principle of ethics in cybersecurity measures.

» User-Friendly Privacy Settings:

Designing privacy settings that are easy to understand and adjust ensures that all users,
regardless of their technical knowledge, can control how their data is used.

Example: Facebook provides a simple privacy checkup tool that guides users through their
privacy settings step by step, making it easy to adjust who can see their posts and personal
information.

2 Accessibility Features for Disabled Users:

Ensuring that security measures are accessible' te ﬂiers
with disabilities is an ethical respansibﬂit@‘, help‘rng,.ta
prevent exclusion fmmdihiutsemmq Rt

Example: J hanldn; ﬂtat’fnrrn might offer voice
recognition:for account access, making it easier for users
with physh:al disabilities tolog in securely without needing |\

totype a password as shown in Fig.1.40.

Useful Links




"?ermary

2 Usability: Measures how afﬁm‘timhr and Effﬁ:.llvely users can interact with a system.

» Moderated UiaﬂilftyTesting Involves a facilitator guiding and observing users.

3 Unmoderated Usability Testing: Users complete tasks independently, often remotely.

2 Qualitative Usability Testing: Focuses on user experiences and feedback.

23 Quantitative Usability Testing: Measures usability with numerical data,

3 Remote Usability Testing: Testing conducted from the user'slocation.

3 A/BTesting: Compares two versions of a system to evaluate performance.

3 Complex Interfaces: Overwhelming users with too much information or complexity.

2 Inconsistent Navigation: Variability in navigation elements across the system.

2 Poor Error Messages: Unclear or unhelpful error mesﬁges

3 Lack of Accessibility: Failure to accommodate users with d‘rsa I:-Tlitte:s SEN

3 Security: Measures to protect mformatmn anql systemsafmm unauﬂmﬁieﬂ access and

threats, i RO

> Malware; Malicious sof twai'é':_lés_llg l.'_iied"'l;__ﬁha'i'm syitems.

3 Phishing: Dec$ptli1|.r§ attempts to obtain sensitive information.

» Man-in-the-Middle (MitM) Attacks: Interception and potential alteration of
communication.

» Denial of Service (DoS) Attacks: Overloading asystem to make it unavailable.

2 Insider Threats: Security risks from within an organization.

) Accessibility: Design to ensure usability by people with 2 range of abilities and
disabilities.

3 Visual Impairments; Solutions like screen readers, high contrast modes, and zoom
functions.

3 Hearing Impairments: Solutions like closed captions, transcripts, and sign language
interpretation.

3 Motor Impairments: Solutions like voice recugﬂltiun s0f I.‘wari.* al.ternative input devices,
and on-screen keyboards. - LA

» Human-Computer Interaction [HCI] WA mullldist*pilnary ﬁeid studying interactions
between people and cnn‘iputers to mahe systems more user-friendly, efficient, and

accessible. )
3 Users: irsihriduht's inieracting with a system; their needs, abilities, limitations, and
preferences must be considered.




 Tasks: Specific activitfes Users Perfﬁnﬂ uilﬂg the system.

2 Interface: The point of mfefactinn between the user and the system, including GUls,
vuitecﬂn zlnl:l!. and gesture-based controls.

3 Environment: The physical and social context of the interaction, such as lighting, noise,
and whether the use issolitary or collaborative.

2 Interface Issues: Problems with poorly designed interfaces, such as untidy layouts and
unclear navigation.

3 Accessibility Challenges: Issues in making systems usable for people with disabilities,
including visual, auditory, motor, or cognitive impairments.

3 Performance Issues: Problems such as slow or unresponsive systems affecting usability.

3 Poor Error Handling and Feedback: Inadequate error messages and feedback leading to
user frustration.

2 User-Centered Design (UCD): A design appmath fn-cusing.pn um r‘qEﬂdsand feedback
throughout the development cycle. - \

2 Accessibility Enhancnnments, I}eﬁignlng systems to be! usable by people with various
disabilities. alh

> Simplifylnﬂ I.Her lnteﬂ’a:#.-s Hemcing complexity and presenting information clearly.
> Imprm-ing Pﬁfnrman:e Optimizing system performance to ensure smooth operation.

> Error Prevention and Recovery: Mechanisms to prevent and recover from errors
effectively.

3 Ethical Implications: Concerns about user rights, privacy, and dignity.
2 Social Implications: The impact of technology on communication and social interactions.

3 Economic Implications: The effect of technology on the economy, including job creation
and disruption.

3 Environmental Implications: Considering energy consumption, resource use, and waste
management in technology.

3 Authentication Complexity: Balancing security measures like muln factor
authentication with user convenience. =S

L

2 Access Controls: Restricting dntn access to mettﬁetuﬁw wh'rte considering the impact
on user workflow, :

& Encryption: Prnl:ectmg data with enr;rl,rptmn while managing the potential impact on
peﬂcmmmar. \ Lo

@Reguidr l.lpdates and Patches: Maintaining system security through updates while
managing disruptions to usability.




Exercise

E Select the best answai' fur the folhwing Multiple-Choice Questions (MCQs).
1. Asoftware pr-::rd ‘fecéives negahwe user reviews due to being difficult to use. Which of
the following’ factors is least likely responsible?
a. Inefficiency b. Ineffectiveness c. High satisfaction  d. High complexity
L. Aweb form alerts the user when an email address is entered incorrectly before
submission. Which usability principle does this best represent?
a. User satisfaction b. Error prevention
c. Performance optimization d, Feedback mechanism
3. If you want to observe users' emotional reactions and gather verbal feedback while they
perform tasks, which usability testing method would be most suitable?
a. Moderated Usability Testing b. A/B Testing
c. Unmoderated Usability Testing d. Remote Usability Testing
. Which practice best supports confidentiality in a hnsmtali pat’rent recards s-,mmmx
a. Ensuring the system is always online I
b. Allowing only authorized doctors to @tcess pauenr dam
c. Letting patients edit theip own files freeif =
d. Encrypting data for public gcqegu '
. A user receives q sqél’nhgly legitimate email from their bank requesting login details. This
is an example of:
a. Phishing b. Malware c. Spyware d. Spoofing
6. Acompany wants to protect client data during transmission over the internet. Which
security method should they apply?

o

Ln

a) Firewall b. Encryption c. Access Control d. Antivirus Software
7. What is the main objective of Human-Computer Interaction (HCI)?
a. System performance b. User interaction
¢. Software complexity d. Hardware costs
8. Which of the following is NOT considered a key element of HCI?
a. Users b. Tasks c. Budget d. Interface
9. Which of the following is a common issue related to accessibility in HC? o \
a. Slow load times b. Inadequate efror MSHEH '
c. Lack of alternative text for images | :l Cmnpli:ated authentication processes
10. Which method involves plaa:mg the end usErs a.l. the core of the design process in HCI?
a. Performance Optimization || |\ |\ — ' "b. Error Prevention
¢. User-Centered Design (UCD) d. Simplifying User Interfaces
11, What does the term ‘interface’ refer to in HCI? -
a. The physical device used b. Point where user interacts with system

c. The software programming language d. The hardware configuration
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12. Why is multi-factor amhmtlcaﬂm {.'u'.Fh] uften seen as a trade-off between security and
usability? N
a. It's Elpénﬂ?e to implement

b. It improves system speed
c. It increases security but can slow duvm user access

d. It reduces the need for encryption
’ 13. Which fssue is caused by encryption?
a. Processing speed b, Data access c. Key management  d. Interface
14, How can auto-save improve cybersecurity efficiency?
a. Recovery b. Encryption c. Complexity d. Management
15. Which ethical consideration involves transparency in data use?
a. Efficlency b, Cost ¢. Privacy d. Accessibility

‘ Give short answers to the following Short Response Questlnns {SHQs}
. What are the key components of usability in HCI? T2\ (E I
List and briefly des:nhethefuurkeyelemﬁts of HEL O\ [ '
What is the difference hetweenmuderatedam mnmderated usability testing?
What does ‘error han:lqu mnan inthe context of HCI?
Whatis mqantHy"User—Eentereﬁ Design (UCD)'in HCI?
Give ﬂ'lree benefits and two drawbacks of using password managers?
How does user feedback contribute to effective system design?
Provide an example of how user feedback led to a design change.
. Give two considerations for designing accessible systems for users with disabilities.
10. Suggest three features that should be included in a new educational software application to
enhance accessibility for users with disabilities.
. ’5 Give long answers to the following Extended Response Questions (ERQs).
1. Describe how accessibility challenges fmpact the usability of a digital system and provide
' examples of improvements that can address these challenges.

2. What are the main elements involved in Human-Computer Interaction {HCI} design? Explain
eachelement’s rolein creating effective interactive systems. SR

3. Explain the ethical considerations in Hurnan{nmputer htaral:tinn (HCl) with examples. Why
are these considerations important in the deslgn and deployment of computing systems?

4, You are developing a nth‘ soltwhre tool for remote team collaboration. What usability and
security featurqs would' you integrate to support efficient teamwork while protecting
sensitive data?

5. You are tasked with designing an e-commerce website. The site must be both user-friendly and
secure. List three features you would include to achieve this balance and explain why.

6, Discuss the trade-offs between usability and security in computing systems, Provide examples
of how these trade-offs might manifest in real-world applications.
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7. Youare tasked with designing an e-commerce website. ThEﬂlemust bE huth user- fnendly and
secure. List three features you would: inckusle o athiew.' thisbafance and explain why,

8. How do, security measures like mu{trnlactnr authentication (MFA) and encryption impact
usability, and how Ican,qes'.gne_-rs balance these trade-offs?

SRR
G'_f Activity 1: Usability and Accessibility Design Chal Ienge)

r'
Objective: To understand and apply principles of usability and accessibility in system design.

Group Project: Divide students into small groups and task them with designing a mock interface for a
hypothetical app that must be user-friendly and accessible to people with disabilities.

instructions:
<+ Choosean application (e.g., a fitness tracker, e-tearning platform, or social media app).
< Apply usability principles (simplicity, consistency, feedback, error prevention, learnability) to
the design.
& Incorporate accessibility features (e.g., voice guidance, large buttons, high-contrast modes).
< Create wireframes or mockups of the interface.
* Present the design to the class and explain how the features suppm_'t bath' usability and

(7 Rk
\ accessibility. - - .:. >\ (i ‘n )

(r"" Activity 2: Sncuritgfﬁle;;um_.;__éﬁmh@ﬁ Y

r’
Objective: To ana{z._r!e Impact ui different securi ty measures on system usability and functionality.

Individual Rﬂmrth h'nd Presentation: Students research and present on different security measures
and their potential impacts on usability,

Instructions:;
<% Choose onesecurity measure (e.g., multi-factor authentication, encryption, or firewalls).
% Explain how this measure works and its purpose.

<% Discuss how it might affect the usability of a system (e.g., increased steps for user login,
potential for user confusion).

* Provide real-world examples of systemswhere this trade-off is evident.

% Present findings to the class and suggest ways to mitigate usability issues while maintaining
\ strong security. ‘ y

~

(f‘? Activity 3: Design an Inclusive Interface)

rﬂbjecﬂvr Students will design a user interface fur a spec!ﬁc tarietaudlencemrﬁidérﬁg different )

types of disabilities. _ R |

» l-dentify User Needs: Dmur studehu h‘m gmups and assign each group a different disability
{visual, auditory, nmtnr}

o Design Bripzf“ Fach' group -.-nll design an interface for @ common application (e.8., a public
information Kiosk, a health tracking app) that caters to their assigned disability.

% Design Elements: Ensure designs include features like screen readers, high contrast modes,
alternative input methods, ete.

» Presentation: Groups present their designs to the class, explaining how their interface meets

\ accessihﬂiqs‘tanﬂards. T ———— _,_J
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"‘# Activity 4 ;UHhﬂit';" ;I'é;ti-rig Elmulatlun)

'..'I I".‘ .| | '\
ﬂbjltﬂ\‘l"‘{'b practice and understand different usability testingmethods.
Simulation Exercise: Conduct a simulated usability test of a given website or app, applying different
testing methods.

Instructions:
1. Preparation: Select a website or app to test.

2. Testing Methods: Use different types of usability testing methods (moderated, unmoderated,
qualitative, quantitative) to evaluate the system. Forexample:

 Moderated Test: Have a classmate use the system while youobserve and take notes.

3 Unmoderated Test: Have another student perform tasks on their own and record their
interactions.

Qualitative Test: Conduct interviews with users to gather their feedback.

Quantitative Test: Measure task completion times and error rates.

3. Analysis: Complle the results from different tests and identify common usabﬂ{tr i:sues

4. Reporting: Prepare a report s.umman::m "4"'—' l'lrrdfm;.i ﬂl'ld :-pqml; mprmemcﬂu based on the

L G s RAVsIN LA ! )
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(m W"’Fﬂﬁﬁﬂbﬁaﬁﬁg and Improving an Educational App's lnterfan:j.-)

(S'Lrliestedlpp. Taleemabad 1\
=% Taleemabad isa popular educational app aimed at teaching children
inafunand interactive way. It provides engaging content in subjects " ' |

like mathematics, English, and Urdu through games and animated Hi Khalid

Short Activity Overview:

Evaluate the Taleemabad app's interface, identify areas of
improvement, and suggest user-centered changes that could enhance
learning and usability.

Questions for Evaluation:

i 1. Is the app easy to navigate for bathchildren and parents?
2. Is the app's design colorful and engaging for children?

3. Does the design support ease of use, orisit memhelmmg?
4. Canchildren easily start and finish a lesson?

5. Is the app's flow intuitive. for young usErs wlmuut admr' '
assistance?

Suggestions for Improvement; | LSO
1. What would yousuggest | tq make'the : app more user-friendly? o '

2. Propose 1-7 deﬁl'ihh changes that would improve the app’s usability for '
learners. )l
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Computational Thinking
& Algorithms

JEE Leamlng Outcnmes

At the end of this unit students will be able to: T !

Identify and apply complex algorithms on data structures such as trees and binary == } Wb
search ' Ay

understand and evaluate the computational solutions in terms of efﬂclency cianty _ !
and correctness . = m“ W
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“'Introduction

E-umputal:iméi"mli!nﬁing (CT) is a problem-solving process rooted in computer science principles.
It enables individuals to tackle complex challenges by breaking them down into manageable parts
and approaching them logically and systematically. Although CT is fundamental to computer
sclence, its application extends far beyond — into science, engineering, business, medicine, and
’ everyday life.
The core pillars of computational thinking include:
2 Decomposition: breakinga probleminto smaller, more manageable components.
3 Pattern Recognition: identifying similarities or trends to simplify complex tasks.
'I 2 Abstraction: focusing on important information and ignoring irrelevant details.
2» Algorithm Design: developing clear, step-by-step instructions tosolve a problem.

Together, these elements form the foundation for designing effective and efﬂﬁimt computational
solutions. At this advanced level, Computational thinking {snﬂtmly appﬂird to destgn algorithms
but also is used to analyze and Evah.late ﬂmse spl.l.mms in kerm; of correctness, clarity, and
efficiency. Understanding tlata structur!s ﬁ central to this process, as they greatly influence how
well a solution performs. AL

In this chaptér, | it will be exptnred how computational thinking integrates with algorithms and
data structures to create solutions that are not only correct but also optimized and scalable.,

2.1 Data Structures

Data structure defines the way for organizing and storing data so that it can efficiently be
accessed and modified. They provide a framework for managing and organizing data in computer
programs, allowing for various operations to be performed effectively.

Data structures are essential for efficiently organizing and managing data in computer programs.
They dictate how data is arranged in memory and impact the performance of various operations
like insertion, deletion and retrieval. For instance, arrays provide quick access to elements by
' index, while linked lists offer flexibility in dynamic data manipulation. The choice of data
structure e.g. stacks and queues, trees and graphs depends on the specrﬁc needs of the
application and the operations it performs.

Following are some common data structures: | | . !
2.1.1Arrays \ W\

Arrays are the simplest d.;ta ,smﬂure used in programming that contain different elements of
same size, cmqﬁ.lous memory locations are used to store these elements. The memory locations
are identified by indexes as shownin Fig.2.1.
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The arrays are considered efficient because they do not require additional data (metadata) to
store the elements. Additionally, because the memory locations are contiguous, therefare, it
makes accessing the elements fast.

However, the arrays are fixed in size and it requires to declare its size at the start. At some later
stage, when arrays need to be resized, it is costly to do so, because it may require creating new
arrays with larger size and shifting of elements from old array to new. Similarly, the arrays could
not be agood choice when elements are of different type.

The arrays are of two different types:

One-Dimentional (1-D) Array: In 1:D
array , various elements (of same type) |
are stored in a single list. The e’.ement )
can be reached by knowing-only, al ',.
single index. One-Dimentianal\(1-D) fg
Array example’ t;;hhwh#n Fig.2.2.
Two-Dimentional (2-D) Array: The 2-D array is
also known as matrix, where the elements are
stored in the form of matrix or table. The |
elements can only be reached by knowing two |
indexes e.g. row and column, Fig.2.3 shows an :
example of Two-Dimentional (2-D) Arrays.

2.1.2 Linked Lists

Linked Lists are basic data structures in which elements (called nodes) are connected to each
other using the concept of pointers. The nodes contain the values te be stored and nulnter isthe
reference (memory address) of the next nnde irnhe sequeﬁdeas shpwniﬂ Fig.2.4.

Linked List _ 5 -' = 10 20
e = :
WIS .

Head nods Data node Next node

The linked lists are capable to store different types of data and it also makes insertion and
deletion operations easy as compared to arrays. The insertion/deletion could be performed at
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any position in the sequence|of linked list, Another advantage of linked lists is that they are

dynamic in 5 -qiﬁ_néed‘-t&s‘ﬁécify the size of linked list at the start, rather they can grow and
shrink as per requirement. -
Singly Linked List

Singly linked List is basic and simple type of list, it maintains two partsin each node.
2 datato be stored

2 reference to next node in the sequence

Fig.2.5 shows an example scenario:

b

= o) -__-5 .II_.I--ull T -'.II. I'AII. I'.. %, ! II.__-"-'I"' 3
The last nede of the Linked List contains HULL mitdﬂes not refer to any other node as shown
inFig.2.6. AR TR R e

Doubly Linked List

The doubly linked list is complex as compared to singly linked list but it also provides more
advantages. The major advantage is that it allows traversal in both directions and for that
purpose it needs to maintain pointers for both directions e.g. reference to previous node and
reference to next node. Therefore, the node in doubly linked list have three parts (Fig.2.7):

< reference to previous node in the sequence o
3 datatobestored 1B X (G
> reference to next node in the sequence’ B
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The first node and the last node in the sequence of linked list contains NULL because it does not
refer to any other nodes.

Circular Linked List

It is a special type of linked list where all nodes are connected in a circle - forming a loop. Unlike
other types, where last node points to NULL, the last node in circular linked linked is connected
back to the first node. Therefore, while traversing in circular linked linked, it never reached to
NULL. The structure of Circular Link List is depicted in Fig.2.9.

The circular linked list could be made from both of the above types e.g. Singly linked list or doubly
linked list, Fig.2. 1ﬂshmmnmttunnf acirr:ulardmbly linked ur.t.

2.1.3. Stacks

The stacks use the LIFO (Last-In, First-Out) principle, where the recmtty‘added element
(last element in the atack) is the first to b:.remwe{ Tlﬂs“is iportant for understanding
algorithms that need to manage tass- m a/specific qrﬂer.e The LIFO principle makes it simple
because the operations on the! smck ja[mperfurmed on top position of the stack. Stack are
considered memur*gﬂﬁimt ‘the size of the stack could be fixed or dynamic, it depends upon the

implementation.
Following are the basic operation that can be performed onstack:

2 Push: Add a new element at the top of stack
2 Pop: remove existing elenwent from the top of stack
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> IsEmpty: _wifﬁuekhmpw
2 IsFull: Check, if stack is full
The working of Stack with core operations is shown Fig.2.11.
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The Queues use the FIFQ (First:In, First-Out) principle, where the first element added is the first
to be 1 ,'ﬁ“ﬁfulfnrmammtmhﬂmtneedmheprmmdinﬂwwdﬁmw

arrive. Unlik \itar.k, the operations on queues occur at two ends. The new elements are added at
the end of queue, whereas the existing elements are removed from the start of the queue.

Following are the basic operation that can be performed on queues:

& Enqueue: Add a new element at the end(back/tail/rear) of the queue

2 Dequeue: remove existing element at the start (front/head) of the queue.
< Front: return the start element without removing it

< IsEmpty: Check, If queueis empty

2 IsFull: Check, if queue is full

The working of Queues with core operations is shown Fig.2.12.
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They are key consideres key data strucl:une in a[pnthtm lﬂnehreédth ﬁrst search (BFS) and in
various real-world scenarios lihéé,cheﬂuiihgahd bu’l‘fering

2.1.5. Graphs, 1\ RN o
The graph data stmcturealsn-;unsistﬁf nodes (called vertices) connected to each other by edges.

The graphs model complex relationships and networks. Graphs help in understanding problems
related to social networks, routing and resource management. They are essential for algorithms
related to network analysis, shortest paths (e.g., Dijkstra's algorithm) and connectivity as shown
in Fig.2.13.
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Following are the hafiﬁﬂpet“dt! onthat can be performed on graphs:
3 Add Vertex: Ad!l anew node tothe graph

> Add Edge: Create connection between two nodes

> Remove Vertex/Edge: Delete node or edge from the graph

3 Traversal: Visiting graph in specific order.

Primarily, there are twotypesof graphs: - |\ 7 '-: N 1

Connected Graph: Agraph where at least nne pat‘n exis;s tsetween every pair of node. If you can
start at any node and reach any n-mer quﬁ (in any direction), it is connected. An example is
shownin Fig.2. 14 € | | oy

Directed Gmph ﬁ. graph wheve edges have direction associated with them as represented in
Fig.2.15.
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2.1.6Trees ':'x

The trees repraepthiefarch‘ical structures consisting of nodes. The top most node s called root.
The directly connected nodes make a relationship of parent-child. The higher node in hiera rchy is
parent, whereas, lower is child. The node which do not have child is referred as leaf node. The
relationship between nodes is referred as edge. Each node consist of two things: value and
pointer toitschild. An example is shown in Fig.2.16.

The trees are crucial for understanding complex relationships between data. Trees are used in
various algorithms such as traversal (in-order, pre-order, post-order) and are foundational for
understanding more advanced data structures.

In computer Science, Directory structure in an operating system or Tag structure in HTML
Language are best examples tounderstand trees.

—

Following are the basic operation that can be performed on trees:
3 Insertion: Add a new node at specified locationin the tree
' 3 Deletion: Remove existing node
2 Search: Find specific node in the tree
S Traversal: Visiting tree in specific order
Tree traversal

A tree traversal is always done in a systematic way and it 1n\rnl'.rE5 a rnechanism to visit all the
nodes. There are several methods for tree taversal and each rmxediﬂere nt purpose. Following is
a brief overview of sornemnmnn treetmrm methods:

> In-Order Traversal {fur &inﬂry'l’r‘m} see Fig.2.17:
1. mvefsblﬂw left subtree.
2. Visit the root node.

3, Traverse the right subtree,
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So the order of traversal of nodesis4 > 2->5->1-> 336,

This traversal is often used with binary search trees [ﬂsm because lt visits nodes in as:ending

order. i : = r"'nn._l_._

2 Pre-Order Traversal - see Fig.2.18: i
1.Visittherootnode. . \\ r 0

I'}III'-\'-"" :'

2. Traverse the left suhtﬁ? .513

3. Traverse,tjgfﬁ&@ub&r&

So theorder of traversalof nodesis1 -»2->4->5->3->6.

This s useful when we need to work with the root node I:-efure its r.hildren.

3 Post-Order Traversal - see Fig.2.19: o o
1. Traverse the left subtree.
2. Traverse the right subtree.
3. Visit the root node.

“l'|l I|"I ' | Il
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So the order of traversalof nodesis4-»5->2->6->3-> 1,
This is often used for deleting nodes or freeing memory, as it processes children before their
parent,




Example : W :
Fig.2,20 shows examples of Inorder, F:eurﬂen an:l Fqsmder Traversul

\\jb MRS ~ Inorder Traversal

Data Structures Support Computational Thinking:

> Problem Decomposition: Different data structures help' hraa%'. dmlm problems into
manageable components, making; iteasiﬂrtﬂ deiignand h’rpl‘ement algorithms.

2 Efficlency Cnmidaratl;nm Tha'; |ilu5trat1e trade-offs between different operations (e.g.,
access time vs, imertiun time), hﬂlplng in choosing the most appropriate structure for a
given pmblt'fﬂ NIME

> Alaarithmic Thinking: Understanding these structures aids in developing and analyzing
algorithms, improving problem-solving skills by selecting the right tool for each task.

Overall, data structures are not just tools for storing data; they shape the way we think about
solving problems and designing algorithms. Mastery of these concepts is crucial for effective
computational thinking and developing efficient algorithms,

2.2 Evaluating Computational Solutions
When evaluating computational solutions, it isessential to consider the following criteria:

2.2.1 Correctness

An algorithm s considered correct if it generates the expected putput for all valid inputs. To
verify correctness, multiple test cases ;huuld be used that mer various scenarios, including
Example 1: Surting Algﬁrithm usingBunhIe 'Sort Algnri thm

Test Case: Given ghpscrted array (5,2, 9, 1, 5, 6], Bubble Sort should correctly sort to[1, 2, 5,5,
6,9].

If the algorithm consistently produces the sorted array for various test cases, including edge cases
like an empty array or an array withone element, it can be considered correct,

Example 2: Search Algorithm using Binary Search Algorithm




PR .

I ,l- 5 | ,-_L'-"- el
Case: Given asorted array [1, 2, 3, 4 Simd uuﬁrd} I-;&y*.'l Binarf Eear:h:—‘.hnuld return the index
2 (assuming zero-based Indﬂiﬂ;}
WL

To verify correctness, emure Binar'jr ‘Search works for various search keys (existing and non-
existing) and rmmi#s of different sizes.

2.2.2 Clarity

An algorithm is clear if its steps are logically structured and easily understandable. For this
purpose, multiple things should be taken care of, for example using descriptive names for
variables and functions and ensuring that the steps are ordered logically. Similarly,
documentation and comments in code can also enhance clarity.

Example: Consider two python implementations of a function that calculates the factorial of 2
number.

Case 1: Clear Code

v dE'F Fa:tnrial(dL u 0 AL

v if nfﬂ-#iﬂ.ﬁ \B e

N N J[ " return 1

else:

| return n * factorial(n - 1)

def fct(n):
| return 1 1f n == 0 else n * fct(n - 1)

The first case is easily readable and, undedtandabte because the function name {facturial]
represents what logic Iﬂﬂdﬂ,l*tlhﬂ function will be doing. Similarly, the conditional statement
(if n == 0) is alsa. \eéry tlear that what it means in the code. However, the second case uses a

shorter function name and a ternary operator, which, while valid, may be less immediately
understandable to someone new to the code.

2.2 .3 Efficiency
Efficiency refers to how well an algorithm uses computer resources, such as time and memory. It is
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At the end of I:his uﬂt studEnti wtll be ahle to:
analyze data and identify key model performance metrics of real-world machine |
learning models.

‘ explainand create a data visualization using data visualization software (for example,
Structured Query Language (SQL), Python, or R)

learn how to form hypotheses and perform hypothesis testing. Students will leamto |
cummunicate ffnd{ngs using advanced data visuals and tie them backtuhypoﬂ\em

Machine Learning Process
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13. The following code is supposed to open a file ‘abc.txt’ and counts the number of
occurrences of the character 's' and displays output like:

1 fils nama = "abe. txt’

2 target_letter = 'S’

3 ¥

a file = open(file_name, "r") -

5 toxt = fila.read() A SN [ e =
B fila.closa A “"- A \ 1 A Y |

7  except FileNotFoundBesox: . o/ ks '1__ _ _',_"-. o L

8 print(£"Errer: Fila !/(file nane} not found.”)

5 with e VWY

1@ count = @00 N

11 for char in text:

12 if char = target_letter:

13 | count += 1

14 prist("The letter “(target_letter}’ appears * + count ¢ ° times in the file '(file nawe}'.")

3 Sample text in file ‘abe.txt’: | scream, you scream, We all scream for ice cream.

3 Sample Output: The letter s’ appears 3 times in the file ‘abe. txt'.
However, the code does not execute. Debug and remove any bug(s) from the code.

=$ | Mini Project 1
Desiﬁn a amﬁﬁm m[ﬁ[ﬂe.cﬁjx-u are falling from the top. The objective is to “Catch The

' Falling Objects” using arrow keys. For every catch, a score incll-gam to1 l.’.ﬂ'nﬂh The game ends
. whenever an object is missed. VN : '

| .D'-'-s-iﬂﬂ twute:;tbnxesr such ﬁlét the first is for entering text while the secand shows the text

converted to uppercase. The user canclick onthe first textbox and type a sentence. As the user
|| types, the second textbox automatically displays the uppercase version. The second textbox is |

| not editable,

& P = - FEE——
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Kello, What's your namg iabran VAT ey Oy \ ¥ 5 mlln. What's your name?Azam
ﬂ!:ayl fbrar I sm Guessing l_i fusber between 1'and 108:| okay| Azem I am Guessing a rumber between 1 and 104:
S LA 5@
;‘nur guess s tob lpw | Your guess ls too low
5 "y 75
Your guess 1s too high Your guess 15 too low
o a8
Your guess is toe high Your guess is too high
55 B85
Your puess 1= too low Your guess 1s toa high {
58 80 1
Yourguessed the pumber in § triesl Your guest ic too high
You did not guess the nusber, The mmber was 78 1
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"' Give long u'mvéh:'i to the following Extended Response Questions (ERQs).

1. Write a Python function that calculates the factorial of a given number. Test the function
with 5 different inputs.

2. Implement a Python class Rectangle’ with methods to calculate the area and perimeter of a
rectangle. Create instances of the class and print the perimeter of rectangle.

3. Write a Python program highlighting the use of functions to simplify a problem. For
example, create a program that calculates the average of a list of numbers and by using
separate functions to add all numbers, , marking repeated values and caiculate the
average of the list with and without repeating values.

4, Create a Python dictionary to store student names as keys and their grades as values. Write
a program to add new students, update existing students’ grades, and remove students
from the dictionary. -

5. Write a Python pregram to create a file named data m, M'It,é a strhg tnit am men read
the content of the file and display the qutput,

6. Create a Python pmramthnt appeﬂd.'. a neﬁ HI'IHIII' texl: tn an e:-dstinn file. If the file does not
exist, it should create a new ﬁl.e

7. Write Pytho-r[tnde usﬁg Pygame that creates a simple window with a button. When the button
is clicked, it should display a message on the window.

8. Develop a Python program that calculates and prints the transpose of a 3x3 matrix represented
| using a nested list.

9. Write a Python function that counts the number of occurrences of each letter in a text file and
printsthe results.
10.Write a Python program to connect to a database and demonstrate how to insert, update and

retrieve data from the database. Explain the importance of dalabase connectivity in Python
applications. '

11.Explain unit testing and its importance in Python programming. How does it help in catching
errors early during the development process? include an example of a unit test for a simple
Python function.

12.Write a Python code that selects a number between 1 and 10 and the playar wlll try to guess
the number in 5 tries. For every incorrect guess, the prngram provides a hint whether the last
guess was on higher or lower side. If the number fs successfully guessed then a Congratulating
message should be dispta'fed aioni with-in how many attempts the number was guessed
correctly. D:hemise .-':fhther message should be displayed along with the chosen number,
The outputs should look like:




14, The primary goalof debuggings — 78\ 0 &
a, Writingnew code 0L by Fixing errors in the code

c. Increanngpmgrdm#peed d, Creating a graphicalinterface
15. Python function used to print debugging messages to the console
' a. print{) b. debugi() C. trace() d. log()

16. Output of the following code will be:
1 my_dict = {"a": [1, 2], "b": [3, 4]}
1 print(my_dict["a"][1])

a. 1 b, 2 c[1,2] d. [3,4]
17. The code will print “Inner” times.
1 for i in range(3):
2 for j in range(2):
L print("Inner") - g i
a.2 b3 ) WU d.6

‘ Give ihnrt mqshrsto the fnllnwing Short Response Questions (SRQs).
1. Elaborate prugrammmg language paradigm and why is itimportant for software development?
2. How do you interpret the concept of complexity reduction in programming? How does dividing
code into modules help manage complexity?
3. Compare Functional Programming and Object-Oriented Programming (OOP) paradigms, Enlist
main differences in their approach to problem-solving.
4, What is Disk I/0 and why is it important for system performance?
5. Describe the difference modesin file handling in Python.
6. What is the benefit of using the 'with’ keyword while working with files in Python?
7. Howcan you create a simple GUI application using Pygame? Enlist the steps involved.
8. Describe the use of a nestedlist in Python and how can it be usedto represent a matrix?
9, What is data normalization and why is it used in database management? . P ks
10, What is debugging and why is itimportant in software development?
11. What seems to be the prablermin:| S
1  Sample_dict = “a®: 1 B 2)
2 ppint(sample_dict["c"])
12. Final value of my_list after the following lines would be:

1 own_list = [1, 2, 3]:
2 own_list.append(4, 5)
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B select the best answer for the following Multiple-Choice Questions (MCQs).

1. Main purpose of the programming paradigmis .
a. Increase code length b. Complexity reduction
¢. Eliminate bugs d. Improve hardware performance
2. programming paradigm emphasizes the use of functionswithout changingstate. ’
a. Procedural b. Functional c. Object-oriented d. Structural
3. Object-Oriented Programming primarily revolvesaround ______of the following.
a. Datastructures b, Functions c. Objects d. Variables
4. InPython data structure is used tostore a collection of items.
a. List b. Dictionary ¢. Tuple d. Set
5. Adictionarystores in Python. Wl = () W\
a, Keysonly b.Valuesonly  -C.Key-valuepairs ' | [ d.Sequential data
6. Anexampleofdiskl/fO_____.. ' \/7\\ (A0
a. Storingavariableinmemary || | \' |\ | ~b. Reading afile from the hard disk
c. Defining a function * .3:| AL d. Looping through a list
7. TuwﬂtecnntehttuaﬁleinPythm method is used.
a. file.write{) b. file.insart() c. file.add() d. file. modify()
B. Aprimary key inadatabaseis
a. Akey that has adefault value b. Aunique identifier for records
c. Akey for linking multiple databases d. Akey used for temporary tables
9. Acommon database normalization goal is
a. Reducing redundancy b. Maximizing data size .
c. Increasing the number of tables d. Storing duplicate records
10. __ keyisusedtouniquely identify a record ina related table.
a. Primary b. Secondary c. Foreign d. Unique
11. Tocreate a simple GUI in Python, library isused. o AEN
a. Pygame b. 05 B c.Sp- Y T (S hsth
12. Anested list in Pythonis rel‘erredas ' . L
a. Alist containing anothertist: || h Alist of dictionaries
c. Adictionaryoffists (| - d. Aset containing multiple lists
13. The purpose of unit testing in Pythonis
a. Test Individual units of code b. Test the entire program
c. Debug theentire program d. Optimize the code for speed
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* Programming Paradigm: Refers t::.- different styles and methodologies of programming

- Functional Programming: programs are developed in the form of functions.
. Dbject-Oriented Programming (OOP): Revolves around the use of objects and classes to

. List in Python: A data structure that stores an ordered collection of items which can be

7 Files in Python: File handling allows Pytlmn pmgrams t.u read fn‘in'l and write to files and

.- Databases! Adtmcmred :mlactinn of data used for efficient storage and retrieval. Tools

o Primary Key: Is a unique identifier for records in a database table emphasizing each

- GUI in Python: A graphical user interface that allows users to interact with applications

- List as Value in Dictionary: Python allows the use of lists as vatues i:t dictionaries such

- Testing in Python; Testing ensures the correctness of code.

Summary

used to solve problems, making code more structured and easier to manage.

Complexity Reduction: Helps to break down complex problems into simpler parts
resulting in easier to understand and solve.

represent real-world entities.

accessed by their index. Lists are mutable i.e. their contents can be changed.

Dictionary in Python: A key-value pair data structure used for mapping keys to values
such that every key in a dictionary is unique and values can be al:ceeased using their

corresponding keys.

store data pennmentlj Cﬂmmun aperat‘mns include opening, reading, writing and
closing files,

like MySQL, SQLite, and PostgreSQL are commonly used for managing databases.

Data Normalization: A database design technique aimed at reducing redundancy and
dependency by organizing fields and tables of data,

record can be distinctly retrieved orupdated.

visually, using elements like buttons, text fields and windows, etc. Python's pygame
library is commonly used to create GUls.

Nested Lists: Lists within lists are nested lists that are used for storing and organizing
complex data structures like matrices.

that multiple items can be stored under a nngle Imr

Unit Test: Unit testing focuses on testing small, isolated units of functionality, such as
individual fu nctions or methods.

Debugging; The process of identifying and fixing bugs or errors in a program. Techniques
include using print messages, where messages are printed to the console ta help track the

flow of a program, and mare sophisticated tools like debuggers that allow stepping
through the code line by line.
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However, for the third breakpeint the result variable is flagged in the code and watchpoint shows
the mismatched value as_rl.‘anpared to the expected value to track the bug.

- i @ O then o Destog R ety ?
o il i del add[a, i}r F &
5 ipmilsl velsblss : I raturn 0+ b
|y 4 def test_sdd( ) B TEat furstien
¥ . s reselt = wd(l, 1) B Test ensm 1 Check 0F 3 Boegquale 3
I Eiert resalt sa 5, Test falled: Expected § but got {reselt)”
T
[ ] reivlt = add{d, #) ¥ Test caze 37 Chack 3F @« & oquals @
o L 1: anert remlt == 0, fTest fadled: Expected O but got [result]®
Fiieiy = 0 * n resilt = add{-1, 1) 2 Test case 3: Check 8F <1 4 1 azuaty #
B 1z asiert D oresult == 0, FTest felled: ixpected @ Wt pot (resulf}” reésult = @
i |
14 prict{"All tests pexsad|®)
13
B ret_ade() B 2um the tedr fusctlon

The same code Is changed for multisyication and tests are adjusted accordingly, Will all tests be
passed? If not, which one will fail andhhy?mdebugmngthe mﬁe

1 def multiply(a, b):

2 return 2 ‘ b

4  def tﬂ:t nurtiply{}

5 result = nultiply(2, 3)

6 assert result == 6, f"Test failed: Expected 6 but got {result}"
7

8 result = pultiply(4, 8)

9 assert result == 1, f'Test failed: Expected 1 but got {result}”
1@
11 result = multiply(-1, -1)
12 assert result == 1, f"Test failed: Expected 1 but got {result}"
13
14 print("All tests passed!”) .
15
16  test_multiply()




o
19
11

%1
13
14

15

16 test_add() # Run the test functlon \

1
2
3
4
&
5
]
9

def add(a, b): '\ 7% Function to be-tested

! ﬂtum'itb g
def test add{] ) # Test function
result s add{l 3) ¥ Test case 1; Check if 2 + 3 equals 5
assert result == 5, £ 1.1 ' ' {result}
result = add(e, @) ] Test case 2: l:rw,:k if 8 + 0 equals @
assert result == 8, £ 104 [ : {result}

result = add{-1, 1) # Tes‘t case 3: Check if -1 + 1 equals @
assert result == @, f i {result}

peintf all tosts pasazit!”)

Let's execute the code and debug it. We deployed 3 breakpoints on line 6, 9 and 12 to track the
values to be checked, As watchpoint we added resul.l; vanahla s thra debygglng starts and it
stopson first breakpoint, the resultisas t:xpa:ted» AR\ ELAN

~ VARIABLLY

= Lasasds
result

3 iimbeaks

= WRATEW
result = %

Same goes with the second breakpoint.

s b b hp I:wv Y f 1lnlrln-|.r' |l-. IR ) L
i "‘! ade(a,| h‘l L
I 1 rﬂw @l
AR, 'j.
TN 0 gat tast_sdd():
! 5 resalt = add{s, ) 51 i
B & assert result == |, f"'lut hl.].ed Eu-e-:'ted g but got {result}’ result =5
?
] result = addi@, @)
. 5 assert result == o, 7 Test -F:Hnd immd P but got {result}®
11
11 result = add{- ., 1} 1
s 12 assert result ==, F"Test hllld Expected 8 but got {h!H-lt}
1}
14 print{“All tests pastedi®})
test add

Lty

3 Gntamiy

- WERTOH

Fapall

o WARLABLES

Fulgll = @

-] €= 7 ey 5 b ) Deskitog 0 8 unmeest! Py 0D tmat et
def addia, bj: { |
refurn 8 + B s

def test_add(): 0 oTirss % L

redult = addf . ) i ¢ :
assert muL. »s -. f lfﬁt failrd Emmd ! bt ot {muIt].

result = m: yi} ' i
| auseet pesuly ae o, FrTest fatled: Expected B hrt .wl: {htlu].t] rasult = @

=._=-_u.i N B e

result = add(=1, 1]
= 12 atsert result ==, FTEst fl.‘lllﬂ" Emc:ld ] hut got {rnult}

14 primt{“All tests passedl”)

test_add{)

m s dedi ) e -
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3:3.1 Python Un1!t'~f

Python's built-in unittest friehieviork 5 a tool, that helps you check if your code works in the
desired way. Rather than manually testing your code by running it, unittest lets you write small
tests that check specific parts of your program. You may check it for some values to check
whether it is returning the desired and correct result. But as the lines of code increase the code
may become compilcated to test it manually. unittest is quite useful in such scenarios to write a
set of tests to ensure the function is executing correctly for various inputs.

So, for a written function that performs some operation, you would write another function (a test
function) to check if the first function gives the correct result, Use assertions to compare the
actual output with the expected output. For example, you have a function that adds two

numbers, like:
-1 def add(a, b): - # Function to be tested
2 | returna+b
3 .
4 def test_add(): S Test fuﬂﬂtlun
5 result = add(2, 3) - [y Test' case 1: Check if 2 + 3 equals §
6 assert resu]t & \By f’ rett +ailad: Y - {result}
7 |
.8 'ﬁrésult = add(a. EJ # Test case 2: Check if @ + @ equals @
9 assert result == @, f 1ol Culled | {result}
18
11 result = add(-1, 1) # Test case 3 Check if -1 + 1 equals @
12 assert result == 8, f'i:: 11 led: {result}
13
14 print("4L]1 tests passed!”)
15
16 test_add() # Run the test function

On line 1 the add() function adds two numbers. The test_add() function on line 4 tests the add()
function with different inputs, like as input parameters two positi‘u numbersare pravided on line
5, two null values on line 8 and a positive and negative number m line 11, The assert statement
checks if the output of add() matches the expected value. If not, it ralses an error with a custom
message. If all assertions pass, Itpﬂnu "All tests passed!”

To have a better understanding you may check if for different values and results. As a next step,
we assume that expected result was 2 on line 12 and we oversaw the negative value on line 11. So,
definitely we would get the Test failed: ... message. To investigate it we can debug the code by
applying breakpoints in the code:




This code performs the transpose of a 3x3 matrix {m:appiing_é'uws"wifh.tnrun‘;nsa. Here's a simple

explanation: LR |\ 7AiM W

2 Line 2-3: Initializes a ma_!.tii"angi_ an empty list transpose to store the result of the transposed
matrix. N || QI3

 Line 5-8: The outer loop goes through each column in the original matrix. Inside this loop, a
new row (new_row) Is created.

> Line 9-12: The inner loop fterates through each row of the matrix, appending the
corresponding column value to new_row.

3 Line 14-15; Once the inner loop finishes, the new_row (a2 transposed row) is added to
transpose,
% Line 16-17: Finally, the code prints the transposed matrix by printing each row intranspose.

Advanced debugging involves more than basic print commands by using techniques like
breakpoints and watchpoints to identify and fix bugs and errors. Breakpoints are placed on the
line of code while watchpoints are set on variables and expressions or formulae. Multiple
breakpoints and watchpaints can be placed ina program. These methods are especially useful for
handling complex issues. . o W Y '

The same code of Fig.3.27 can be placed'in'a'debug modé in an IDE like Visual Studio.Net or an
online 1DE like REPLIT which ﬁrﬁﬁdﬁg'ﬂ. better GUI interface like selecting the line and setting the
breakpaint on the said l_inJm.-'Wheﬁ run in debug mode step by step, the debugger not only stops at
the breakpoit but also provides the values of the different variables and data structures. This
helps in analyzing the data and overall behavior of the program. Fig. 3.28 shows the code while
the debugger is on, reflecting the different variable values and the corresponding breakpoint set
atline 6.

"l\ﬁ\ﬂ: fomcle [l Dsluspger + o reaingy 2o Conssls IHM-L ..

oy Dot e py (cdebugy) -
1 watris s (01, 2, 30 (4, 3 81, [7a 0 9]
: transpase = [} "> P »
4w 1ot col \o rasgel Lenmatrifa)h):
. nestrow =[] Breakpointi
6w Par fos WB range] Lend meiriel b
a1 an_ro . appendimatriaicel][rov] ) 3
] print|*réut %, coling®, row, col) - - %
9 traaspose. append|mes_row ) Variables — A 1
18 peint{‘wn’) |
11 v for Fow Lo trasspese: b special 1_.-'Il.|il.r| 0 oy
12 gt froe) il et ARG R & L
= | o e bea L3 30 30 (s 3 8L [ 8 91
L £ 'r'q..u-_rul w11 |
b | 8 T RILE "
| : » tramspois 1isin [l
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3.3 Techniques for Testing & Debuwlng .

3.3.1.Debugging 1 VU

Debugging is the pmcass to almaly:e the code for bugs and errors and help in locating them, such
that when fixed error-free program can run smoothly and deliver desired results. The simplest of
debugging involves adding multiple print statements in a program to get the idea whether the
program is behaving as expected or not. This does not mean that we should add print statements
on each line or every second line, The idea is that wherever some formulae, expression or a
critical value update is in the code, using print statements it should be validated that particular
variable, line or block of code s behaving as desired.

To make the paint clearer, let us refer the matrix transpose example as shown in Fig. 3.27. Here
on line 8, we have intentionally placed a bug, by switching the positions of the matrix indices.
Once we run it the output shows that matrix and transpose matrix are same. So, within the nested
loop, we have placed multiple print statements which we not only label the print statement for
\dentification purposes, but also print the values of different variables and data structures, For
example, Print-1'on line 6 ensures that the new_row’ gets always ini’tialized whenever the outer
loop index updates. Similarly, ‘Print-3' on line 1ﬂ pnnts the values which will be appended in the
transpose matrix after cmnpletim of the: iﬁngr toaﬁ Online 9, "Print-2 is placed inside the nested
for-loop to print the values uf matrh: lndir.es and points out that the values of matrix are as it is
assigned to transpose and neiedstu be changed
———— -

lmateix = [[1, 2, 3],[4, 5, 6],(7, 0, 9]]
1| transpose = []
3
4| for col in range(len(matrix[0])):
§ new_row = []
] print{'Printl-Outer Loop '..nt'l _Tom)
7 for row in range(len (matrix
| " sew_zov.sppend meceinfest 1 Trou])
9 print (' Print2-Inner Loop: row: ,:.'nu,‘— col: ', col)
1e print('Print3-Outer locp: ',new_row) 1
11 transpose . append [m_m'}
11| for row in transposa: , Frintl-Outer Loop: []
13 print (row) Print2-Inner Loop: frow: 0 - col: a
Print2-Inner Loop: ;1= - *
Print2-Inner Loop: oo : 0
Print3=Outer Loop:
Frintl-Outer Loop:
Print2-Tnner Loop: | 1
; 1
1
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6.UpdateRecord /i e
For updating a record or a particular | |2 [SBT C_Address = 'New Address' -
': E

column, ‘update’ cammand is used. A CID= 'cl';
good practice is ta use select

statement with where clause so that Dsisbase Sructre  BrowseDals  EdiPragmes  Ewsase SOL

the desired record is retrieved. : -
Thereafter for the same condition use ruunl J Customer VEg 3 o le 6@ (=
the update command. G CHame C_Address + C_Phene
ter  |Fites | [Fater |
o
"
Update Record

7. Use of Order By Clause [T TR vpdakeReard

There are scenarios where records should be displayed in a sorted order, For that reason ‘order by’
clause is used in the query and the result will be displayed in ascendin»g order, by default. An
additional 'DESC keywords is used with urde:by’ c[aute luﬂisplar the resultsin descending order.

1 SELECT * FROM Cultmr ~ [1 SELECT * FYROM Custome:r
2 R_BY C , Name; 2 BY C_Name[pE=sc: |
R
€D Cluma (_pddem Com  |e

CID Cleme C_Address ; e 1 €1 Qamsr Nev Addrwar 123-4547

C3 Chasnd H 789 =
1 a i S43-2108, 1C3 Nahtab Howsw: 36 $87-6543 *
2 €2 HMahtab House: 456 BSB7-6543 3 €1 Chasnd House: TB® $43-2108
3 €L Qamar Mew Address 123-4567| [Ascending

8. Deletion of Record(s)

You may delete a single or multiple entries from a table using 'Delete’ command. However the
table structure will remain in the database. It works just like select statement with an ™ all
records will be deleted while using ‘where' clause only the selected record(s) will be deleted.

1 DELETE FROM "Order™ WHERE L_ID IN {('Ll1*', "LZ2%, "'L3');

: Table:| |Order = :\
m OdelD (R LD Quansty | «—




Rather than adding single record, we f.'an am mult’lpte recnrds as well using a single 'Insert Into'

command as shown in F}g 3.71.

VALUES
(‘L2',
(*L3',

‘MacBook Alr*,

'"HP Spectre x1EQ',

1
2
3
4 120000,
5

INSERT mn-uptap (L_ID, L Name, L _Price, L Brand)

Hﬂﬂﬂ; 'lppll'. ),

"HP'} 1

mmmunw-t

i

v oW
LD L_Name LPrice L _Brand
|Fm.-r |Hur |H|:f ]Hmr | ‘
L1 |Dell XPS 13 100000 Dell
2 L2 HacBook Alr Wﬂﬂﬂ Rpple
3 I.l E! !pe-pttl :liﬂr uum HP J

Inthis fashion, we can chateaddttlnnal lahts and pupulatethedala

5. Queryingnecnms‘fmm'rame using Select

‘Select’ is the mostly used query to select records
from the table. An ' means all records in that
particular table. Alternatively, we can mention the
column names and only the specified columns will
be displayed for all records.

Though select query fetches all records from the
table but we can apply condition using where
clause to get matching records. The matching can
be a single or multiple records satisfying the
condition.

1 sELEcT [*] FROM Customer;

0 Chms CAShem  C_furs
i C1 Dssar Wew Aidrsas 133-45857

301 Mabesk Booes: 434 | 87-654)
12 Chsand Hoass: 789 543-1108

&"'ﬂ
Select All Records

(1 SELECT * FROM Customer o -
2 |WEERE C_ID = 'C2'; (i m,,m.”)
: | , T
CJD C_Name :_..u_el-—l £ _Phore Populate data for tables ‘Customer’,
| €2 Mantab House: (456 567-6543 | 'Order’ and 'OrdreDetails’,

Record with ID *C2'
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3. Creatinga Table

As a next step, use the 'CREATE TABLE' command to construct a table in the database. This
command takes in the table's name, column names and data types. For example, we can create a
table called ‘Laptop’ with four columns: 'L_ID' (an integer primary key), ‘L_Name’ (text), 'L_Price’
(integer) and 1_Brand’ (text). So far only the schema is created and it does not contain any
record. R

L_ID TEXT PRIMARY KEY, ||| ARRRRY

L_Name TEXT NOT NULL, . /'

L Price m NOT | WULL,

L Erind u:q:r NOT |\ NULL

oW e W R

m

Browse Dals  EduPragmes  Emecule SQL )
Tatier | . Laptop -'Jh= ol BE b= -‘i]‘E."_’
Ll peme Lpie LBd |, [ Table Created
4. Adding Record(s)
Once the table is created we can use the INSERT INTO' command to enter asinglerow in the table.

This command requires the table name, column names and values for the record we wish to add in
the table. Be careful to use the values according to the schema, sequence matters.

1 INSERT INTO Laptop (L_ID, L_Name, L_Price, L_Brand)
2  VALUES {('L1l', 'Dell XPs 13', 100000, 'Dell’}i -

el | ¥[8 oMb d@ = A8
Y Lpree  Lprand
IRN IR T [rer  |riter

;E Dell XPS 13 100000 Dell «—» | Single Record Added

i
5
a J E # e ® Sims s



3.2.10 Create a Database

1. Installation of Sﬂ,l.ite

To download amg install Sttl.ite on ',*uur Windows system, first go to the official
SQLite website (https://sqlitebrowser.org/dl/). Look for a "Download” button and
select the right download for your system. SQLite normally comes with already
compiled files. Select the version that matches your Windows operating system
and click the download link. The browser will prompt you tosave the file. Choose a
suitable location on your computer, such as the 'Downloads' folder. Alter the download is finished,
you will notice that the file is a compressed (e.g., aZIP) file. To access the SQLite files, right-click
the downloaded file and select "Extract All". This will create a new folder containing the SQLite
files which are ready tobe used.

To check whether the SQLite was successfully installed, launch the ‘Command Prompt’ by typing
“emd” into the Windows search bar and click it. After opening the Command Prompt, use the ‘cd’
command to navigate to the folder where you extracted the SQLite files (for example, 'cd
C:\Downloads\sqlite\'). Next type'sglite3’ and click Enter. If the 1nsl.aJ,larl.1un_ was successful,
SQLite's command prompt will &ppeur shl:wdng that it is ready furuse

T ee—— J'- _ e @me c@BUMeRO LD

Muads

(Please conslder eponsoring us on Patreon §)

Windows
Our latest release | 3131} for Wiindows:

« OB Browser for SOLIte - Standard Installer for 32-bit Windowa
+ DB Browser for SOLke - #ip {no instafler) for 33-bit Windows
» DB Broweer fog SQLIte - Standard Installer for 64 -bit Windews
« DB Browser fex SQLte - zip (no lastaller) for 6 -bit Windows

Free code sigming provided by SigniPath.lo, certificate by SignPach Foundation.

2. Database Creation

To create a new S5QLite database, launch the SQIJtE tﬂmmand-una H'tterfan:e (CLI). To access the
interactive SQLite shell:

2 Openyour terminal or mrpmand pmmpt and‘ hrpe sw[lte3 and press Enter.

> Once inside the. S-uj.lte %e!l use the command '.open NBE.db' to create a new database namely
'NBF.

This command creates a new file, 'NBF.db’ in the current directory to store your database, And we
have successfully created a new SQLite database.

: i
I-“--------- __’_.
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Step 5: \ 4 Ry
Lastly, to normalize to |]HE 'we l:ngh'l fn 1d=nhﬁr transitive dependencies, i.e.!

H
L_ID in the| Order table depends on L_Name, L_Price, and L_Brand, which are attributes of the
Laptop table.

To remove transitive dependencies:
The Order table now only references the L_ID.
Thus, the 3NF Tablesare:

| Craand | towenss | 50209 | | 1 | wespectrenieo | 1200 | we

Database Tools

Various database tools are available for data management, with Microsoft Access and 5QLite
being two popular options. MS Access, part of the MS Office suite, i simple to install, easy to use,
and offers a user-friendly drag-and-drop interface. It is commonly used by individuals and small
organizations for tasks like inventory, project management, and event planning. M5 Access also
integrates well with ather MS Office programs like Excel and Praje:t.&tmtp is a lightweight
database system that stores data in a single file. It is jdeal for hpplmaﬁnns needing local storage
and is widely used in mobile apps and' s:enurius thatﬁn nnt;e-l:p.nm alarge database server. SQLite
is simple, efficient, and ehsy tuuse i

Advnntlgesﬂ?'l_' SQLite:
SQLite occupies ':in'all space mal-:ing it suitable for applications with limited resources.
It is easily integrated into applications, hence becomes easier for use and deployment.
$QLite has a serverless architecture which eliminates unnecessary dependencies.
The complete database issaved ina singlefile.

:
b1 bl v ol -t o s : '
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Step 4:
To normalize to 2NF we need to detect partial dependencies, which come cut to be;
OrderiD depends on OrderDate, butnot on C_IDor L_ID.
As aresult, we need to create a newtable:
OrderDetails (OrderID, OrderDate)
As a resuit, INF Tables are:

1 20-11-2024

2 21-11-2024

3 2112024,
:- |.| '-_L: J

4 ?3-1 1-2024

g 24-11-2024
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Normalizationsteps fora databaseare: |\ 7/ JICALS
3 First Normal Form (1NF): \ VZIN O A

In 1NF tables have atanIc wluﬂatnng WI'I'.h repealing groupings /multi-valued cells are removed.
> Semnd;inrrnal Form (2NF);

INF ensures that every non-key attribute is dependent on the whole Primary key.

» Third Normal Form (3NF):

In 3NF transitive dependencies, in which one non-key attribute relies upon ancther non-key
attribute, are eliminated. For example, while developing a small database for a laptop shop the
mitialinformation may look like:

Fora laptop shop if we want to create a database, the steps will be as follows:

step 1

Classify entities along with the attributes, which are:

% Customer:; C_ID, C_Mame, C_Address, C_Phone

» Laptop: L_ID, L Name, L Price, L Brand (. J
> Order: OrderID, OrderDate, C_ID, L 1D; cpanmg U]
Step 2: W\ LA L=

Let uslmna,llyscreatehsmgle Lahle to represent all the data:

| 20-1-24 | C Camar Howsei 123 | 123437 | LI Delt 1

1 204 | OO Mahitaty Houws: 456 | 967653 | LI Masc Dok i 0000 Apple ]

1 niama | O Oarrar Howse: 123 | 103457 | L) HP Spectre x340 | 120000 | HP 1

4 23-11-2004 | C4 Malvieh House: 436 | SEM-654) | L4 Diet| XPS 13 100000 | Dell 1

5 M- | O Chaand House: 719 | 5432109 | LS Mz Book, Alr R0 Appie |
Step 3:

To normalize to 1NF we need to find repeating groups, whir:hareh AW @
Customer information thatis repeatedfureaﬁh un;ler AN Y

Laptop information that }si'eppated fﬂr gaf:h order.

S0, letuscreate zzaardte tables as follows:

> Customer ' ol ID C_Name, C_Address, C_Phone)

7 Laptop (L_ID, L_Name, L_Price, L_Brand)

2 Order (OrderlD, OrderDate, C_ID, L_ID, Quantity)

Hence, INF Tablesare:

e — e E—— - e E— [ IR e e e e e I e e



> Field: s N T
A field is a piece of data withina record that deﬁnes the mfurmatinn placed in a certain column,

For example, a Name field hmid stnre text data, whereas an Age field would store numerical
data. | :

. Daulntﬂmy

Data integrity refers to the accuracy and consistency of data within a database. It ensures that
the data is accurate, dependable and appropriate for usage.

Primary & Secondary Keys

Keys are essential in creating database to uniquely identify records and create links among
tables. The most common types of keys used in normalization are:

- Primary Key:

Aprimary key is a minimal set-of-attributes that isexclusively able to identify arecord. It canbea
single attribute or acombination of attributes.

= Candidate Key:

A candidate key is a single or a sel-nr-attributa: that, ntluw 1dcnhf-ﬂng uf a record uniguely.
Though there may bemralcnndldate I:e:m only, \one-is chosen to be the primary key. The rest
are called secundanr hey-s

> Foreign Key:| B8

Aforeign I-Leﬂ_.!is a ﬁeld in one table that creates a relationship with another table by referring to its
primary key.

- Composite Key:
Acomposite key is a combination of two or more attributes that distinctively identify a row in a
database table,

Data Normalization

A key component of relational database management is data normalization, which focuses on
minimizing duplicate data. To ensure effective and consistent data storage and speed-up .
database access, the contents are divided into smaller interlinked tables. Data redundancy or
duplicate storage of the same information is a common problem in databases which causes
problems in maintaining consistency and increase chances of Inm:turai:iea during updating of
data. By dividing the data into more mananeahle and l'nter-llnked tables, normalization solves
these problems. Every table represents a separa:e enﬂty with keys defining the relationships
among the entities. \

> Without mrmaﬂzal:lnrn databaser. fn:n:u.u:m:l;'r show inconsistencies and abnormalities during
updates or deletions. For example, a database containing customer information with several
addresses would require changes in many locations for every address change, increasing the
chances of mistakes, Normalized data addresses this by creating various tables for customers
and addresses, which are connected by a key like customer-1D.

(T O BT
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35 1 1 = '| --. 1

36| score_label = tk. Label(umdw, text- Score: 8")

:; score label p-?tk{j ¢ Color Game - o X

39 new_ruund(} .

40 | ~ window.mainloop() plnk

Chuct|
Score 1 (ncomect)

3.2.9Databas

Asetof data organized in a systematic manner, usually ina dnmpute:r s:-siem 1: l:alleda database,
A database stores, retrieves and ham:lles larga num'ber of records for multiple users. Databases
allow users to locate specific infﬂrmathn ‘quickly and accurately. The central source of data for
every software program: 5.*1 a darahase For instance, when a user logs in, shops online or makes a
transaction, a'database system saves the relevant data so that it may be retrieved later, i.e. what
time the user logged in, which items the user purchased or the transaction to which account took
place, etc.

Databases remove redundancies and inconsistencies that are possible in manual record keeping
techniques by organizing data and ensuring its reliability. Databases also provide concurrent
access and changes which allows several users to work on the same data-set at the same time.
They also include security measures to safeguard sensitive information from unwanted access.
Databases provide effective information retrieval and help in data analysis.

Types of Databases

7 Most databases are relational. They organize data into rows and columns of a table such that
each table represents an individual entity (for example customers or items).

* NoSQL databases provide flexibility and can manage vast amounis of unstmcfmed or semi-
structured data. Unlike relational databas&ﬁ. they, durmt hﬂ'ﬁ‘*a ﬁxed table structure.

Key Conceptsinvolvedinda tabam are:
7 Table: (Y

Atableis thefundambntai stmcture of a relational database and is made up of rows and columns.
Each row denotes a record, while each column represents a field.

> Record:

Arecord {5 a single table item with information about a specific entity. For example a client record
could include information like hisor her name, address and telephone number,




1| . import tkinter as tk '\ 7|\

2GJ import random |\ . 0.

3 N

4| window = tk.Tk()

5|, window.title("Color Game")

6 score = @

7 colors = ["red”, "blue”, "green", "yellow", "pink", "black",
"orange”, “"purple”, "brown"]

8

9| def new_round():

1@ global score

11 global color_to_guess, random_color

12 color_to_guess = random.choice(colors)

13 random_color = random.choice(colors) /0

14 label.config(text=color_ to_guess;, fg-randm culur)

15 entry. delete{ﬂ, tl-: Ehl..'l) AU

16[@

17| def check aqiuer*[}" "

18 ‘global score

19 user_input = entry.get().lower()

20 if user_input == random_color:

21 score += 1

22 score_label.config(text="Score: " + str(score))

23 O else:

24 score_label.config(text="Score: " + str(score) + "

(Incorrect)")

25 new_round()

26

27| 1label = tk.Label(window, font=("Arial”, 24))

28| label.pack(pady=20) B (S N

29 AU GLLA R

30| _entry = tk.Entry(window, font=("Arial”, 18))

31 @entw.pack(.}l| BIBLE R

32 INJNI

33| check_button = tk.Button(window, text="Check”,
command=check_answer)

34 | check_button.pack(pady=10)

T ) BT S




1%

2 Align the label with the “color. tﬂ_guess teut and mndnm color’.
D Clear player’s in?ut fmm theantry field, if any.
2 For ‘check answer()’ function:
2 Acquire the user_input from the entry field and check if it matches the random_ m‘u:r
2 If correct, increment the score and update the score_label.
2 If incorrect, display a message showing incorrect answer.
D Call ‘new_round()’ to start the next round.
4, GUI
3> Create the mainwindow:
1. window = tk. Tk()
2. window. title{"Color Game")
2 GUlelements that we need to place:
a) Add label 'Display the word tnbeguemd' \ A SN ," =4

L |
) \

27 label = tk ,Labelfﬂindw, 'Fnrlt-("hrlal” 24))
28 lallbe_l ﬁqck_{paﬁydﬂ]
b) Input Reld for entering answer.

38  entry = tk.Entry(window, font=("Arial”, 18))
31  entry,pack()

c) Adda button to check player's answer when pressed.

33 check_button = tk.Button(window, text="Check”, command=check_answer)
34  check_button, pack(pady=18)

d) Displays the player's current score.
36 score_label = tk,Label(window, text-"Scm er)
37  score_label, pacl:{]

5. Starting the game :

P Initially ‘'new munqn fun:tlan will I:rB :alled tostart the first game round.
S Call *wirqdmv.malnlmpﬂ to run the game.

The complete code is shown in Fig 3.16.
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22 entry2 = tk.Entry(root, widths1g) '

23 entryz.grid{rw-ﬂT. :_nh'nr_l-_l., padx=5, padys5)

24 NN o=

25 add_button = tk.Button(root, text="Add", command=add_numbers)
36 add_button.grid(rowsl, column=8, padxs5, pady=5)

27

28 clear_button = tk.Button(root, text="Clear", command=clear_fields) '
29  clear_button.grid(row=1, columns=1, padx=5, pady=5)

38

31  result label = tk.Label(root, text="Result will be displayed here.”)
32 result_label.grid(rows=2, column=®, columnspans2, padxs5, padys5)

33

34 root.mainloop()

§ Simple Adder — 0O X
1234 W2 Juu

QNN " Sum: 5555
EERT AT L - S S |
Developing Game using tkinter

In terms of GUI application, even games can be developed using tkinter, Let us create a simple
game of correctly identification of color such that the text color needs to beidentfied and written
with correct spellings. The twist however is that the text show name of a different color to
confuse the player. Only right color input with correct spellings will be counted.

steps to create the color game:
1. Create a new Python file and import necessary libraries:
1. import tkinter as tk
2. import random ey
2. Set alist of colors: = o Dantaing ¢
colors = ['red”, "blue”, "green”, "yellow”, "pink", black’, "orange", “purple", "brown’]
3, Sketch game logic L\ ®)
» Initialize variableslike score = 0.
3 Outline ‘new_round()’ function:
2 Select a random color from the colors list for ‘color_to_guess’.
2 Select another random color for the text's display color ‘randomn_color,

— PO O R
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6.Subsequently buttons are added inthe screen. | | A TLY

25
26
27

TR
L TR

24

add_button = tk, Button(root, text="Add", conmand=add_numbers)
adg.__h_utt_?_h._gﬁ':ld{-riﬁw:l, column=8, padx=5, pady=5)

clear_button = tk.Button(root, text="Clear", command=clear_fields)
clear_button.grid(row=1, column=1l, padx=5, pady=5)

We create an "Add” button which when clicked will call "add_numbers{)” function. Thisbutton is
placed in the second row and the first column of our window with a little bit of space around it as
inthe last step. We also have a "Clear” button that when clicked will call "clear_fields{)" function.

7.To display result, a label needs to be added. Sa, a label is created ta show the results. Initially,
it says "Result will be displayed here.” This label is positioned on the grid in row 2, stretching
across both columns using the ‘columnspan’ attribute. We also add a little bit of padding around
the label to make it look nicer.

3l

31

result label = tk,Label(root, text="Result will be ~displayed here.”)
result_label. grid{rm-l cnlumnuE :ﬂumnﬂhm-l padxs'i pady=5)

8.Lastly we run the GUl in a cunt’inunus manner hl-'ith:mt 1t the window will just flash and
disappear. This lnnpensures thrat themn:hws staz«.m openand interactive.

Tnecmpim code will look like as shown in Fig 3.15.

'I'-l 34 root.mainloop()

~d W B R
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28

v def add_numbers():

L

]
#

v def clear_fields():

import tkinter as tk

try:
i numl = float(entryl.get())
num2 = float(entry.get())
result_label.config(text=f"Sum: (int(numl + num2)}")
except ValueError:
i result label.config(text="Invalid input. Please enter numbers.”)

| entryl.delete(o, tk.END) _ A
entry2.delete(®, tk. Eﬁ‘:’] LTS '
| result lahp} cunﬂg{he:t: Fleﬁult will he displayed here.”)

root. = th fh{}
root. titlE{ Simple Adder™)

entryl = tk,Entey(root, width=18)
entryl.grid(row=8, column=1, padx=5, pady=5)




components and is created using tkinter. Tk(), - ;
Z.Next we define a function g add numbers on mescree;-.
import tkintir l; tk

v def add_numbers():

W Try:

numl = float(entryl,get())

num? = float(entry2.get{))

result_label.config(text=f"Sum: {int(numl + num2})}")

W except ValueError:

|  result_label.config(text="Invalid input. Please enter numbers."

L B - RS - T R PR L R

We take in the user input into the first and second boxes using get() function. Next we add the
numbers and update the result label to display the sum. If the user types mething that’s not a
number like letters, etc. an error message is displayed.

3.Thereafter we defined another functiontoclearfields. . /7~ !

11 v def clear_fields(): \
12 entryl.delete(o, tk. EHE[}

13 entry2.de ta{a 'tk END)
14 msuit laHel config(text="Result will be displayed here.")

To clear the contents of the first text entry box, we use the delete command, starting at the
‘position 0" and going all the way to the end, Next, we do the same thing for the second text entry
box, clearing its text as well. Finally, we reset the result label to its default message by
configuring fts textto™...". '
4.Create main window along with the title of the program should be the next step using:

16 root = thk.Tk()

17 root.title("Simple Adder")

5.4As a next step we setup input fields:

| i9 entryl = tk,.Entry(root, width=18)
20 entryl.grid(row=e, column=@, padxns, pad:,rrS}

21
22  entry2 = tk. Entry{rnnt Hidt‘h-m]
23 entryl grid(rmﬂ column=1, padx=5, pady=5)

We create a little text box 12 l:he user to type in. The 'tk.Entry() creates the box itself and we
have set it to be 10 characters wide. Then using 'grid()’ we put.it in the top left corner of our
window (row U ana cowirmi 0 to be specific). We also added a little bit of space around iti.e. 5
pixels on all sides using padx and pady. Similarly for the second text box next to the first one, in
the same row (row 0) but one column over (column 1).
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with open(“abc.txt”, "r") as file:

for \char \in file.read():

|i |\ peint(char, end="")
print("\nFile read successfully")
except| FileNotFoundError:
print(“Error: The file does not exist.”)
except| I0Error:
| print("Error: An issue occurred while reading the file.")

9 | Activity 6 )
Write a program to open the file "abc.txt’ in read-mode. Create another file ‘xyz.txt" and
write the contents of abc.txt by reading character by character.

3.2.8 GUlin Python

Graphical User linterface (GUI) improves the usability aqd al:cesslhﬂitr nf applications as
compared to Command-Line Interface {CLI}systerrrs which rtquihe users to write commands. In
GUI through components like menus, text. ﬂeh:&: buttons etc., users may interact with the
program more smoothly, P!ﬂhnn prm'idesa library for developing GUIs and games namely ‘Tkinter
to handle common qd:lgsiike user input i.e. the steps to be taken when a button is clicked. Tkinter
is a built-in Py‘thm library used to create GUIs. It allows programmers to create interactive

application components, like desktop Applications including word processors, media players and
basic utilities where all their interfaces can be made with Tkinter. Tkinter also can be used for
creating 2D games with simple graphics. Game elements and windows can be created and user
fnputs like keyboard and mouse clicks can be controlled using functions provided by Tkinter.
Options provided by Tkinter, include:

2 The basic components of the interface are called widgets which include checkboxes, buttons,
labels and text boxes. We canorganize and modify widgets to make the layout as desired.

2 Tkinter also is used for event handling like mouse clicks, key presses and window resizing. We
canuse code to create responses to these events for interactive and dynamic applications.

The arrangement of GUI components and the underlying logic are generally kept separate in the
code. -
Simple Number Adder withGUI NN

Before moving on with the code, it is quite hel;&fut to unde-.rsta.nd the steps involved in creating a
GUI using Thinter library, Let us create a simple Adder application which takes in two numbers as
input and when t.he ‘Add’, buttonis pressed, the result gets displayed. Major steps are:

R —
1. F!lr!tﬂf!.ll impwtthe tkinter library in Python code and
create the main application window which will hold att | Z"POTE tkinter as tk
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Lwith open("abe. txtT W'} 4s file:
2| file.write("The quick brown fox jumps over the lazy dog")

ek

4|print("rile created and writtan to successfully!”)

CREre— i
Bt
= L

Read Existing Files T\~

Mext, let's read the contents of an existing file, liké the file ‘abc.txt’ that we just created and
saved. The file "abc.txt" is opened in réad mode ('r’) in the first line of Fig.3.13. An error message
will be displayed if the file is missing. As can be seenin line 2, using a for-loop the whole file is read
character-by-character and printed on the screen without adding a new line after each character.
Lastly, a confirmation message is displayed on line 4 that the file is successfully read, as shown in
the output.

llwith open (“abc,.txt"”, "r") as file:
2| for char in file.read():

3 print (char, end="")

4| print ("\nFile read character by character successfully!")

@- The quick brown fox jumps over the lazy dog .
——/|File read character by character successfully!

EFTOrs May arise while dealing with files and may result in‘abnormal termination of the program.
To avoid this, Try-except’ blocks are used'to-handle possible problems while accessing and
working with files. Typical issues include trying to open a nonexistent file, reading from a file or
running into Issues when '-Jriting data. Alternative actions can be implemented by enclosing file
operations in a“try block and addressing particular exceptions such as FileNotFoundError’,
PermissionError’ or TOError’ in the except block as shown in Fig 3.14.




(with complete path) while the other argument ls the des:f'ed mnde of operation (reading,
writing, appending, etc. !. \CA O LS

D After the file is opened in read rrtnde ils contents can be extracted by using read() function
and the complete contents of the file is obtained as a string.

2 Write mode allows you to add new material or edit already-existing information to the file
using write() function.

2 You may add new data at the end of an already-existing file without erasing its contents, by
using the append mode using the add() technique.

2 The close() function must be used to close a file once you have completed working with it. This
guarantees data integrity and releases system memory that was in use by the file.

Example: Program To Create An Empty File And Write ContentIn It.

For the code in Fig.3.11, in the first (ine a file named ‘abc.txt’ is created (if it already does not
exist) with open() function and returns a file handler. Thereafter, every operatmn uses this file
handler to operate on the file. For example, in the very next. lineasenten ce'is written in the file,
using write() function using ‘new_file’ file hamﬂe:: ln line 4, 11 message for the user is displayed
such that the contents of the file can be chenked hyopenlng it, as shown in the output. Lastly, for
every file that is opened, i!‘r need:, to hgezpﬁclt[y closed before the program terminates, and that
isgenera lly the.iasﬂmpjaf the program.

1 nmr_rilu = open("abo. tat", "w")
Zinew file.write |"The quick brown fox jumps over the lazy dog !11%)
3 :
4/print("File created and written to successfully'")
5/new_file.close()

The quick brown fox jumps over the lazy dog !!! j

Mternatwew, as shuwn in F|g 3.12, we can use the with Iteymurd The heneﬁt of uﬁing 'with
keyword for opening file is that the file does not need to be closed explicitly and specially in case
of an error, it will automatically be closed. For the sake of clarity, as we are writing the same
sentence as of Fig 3.11, but without 'I!!" at the end of the sentence, just to distinguish that new
text has been updated. When executed, the updated output of the same file is shown in the

output.

{'5. Natlonal Book Foundaton SN ﬁ
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Fig 3,10 shows the code how to create a list in a dictionary and initialize-it, such that the list
comprises of all the data related to student in é.!.rﬂ‘j' TOW, Line 7 shows how to extract the
registration number from the  list while line 9 depicts how to select marks from the list.
Furthermore, on line 12 we/insert a new record in the dictionary and print the whole dictionary in

the next line whtuh-.d‘msﬂ all the records in the dictionary. To understand how to access the list .
elements in the dictionary, let's assume that the second subject marks of the record that we just
inserted needs to be updated. In line 19, based on the key being the student’s name, we update -

the marks of the second subject. Lastly, on line 24, using a for loop in terms of the key-value pair
we print all the items of the dictionary.

ﬁ | hcl:hrit:rﬁ) _

Aprimary school has subject teachers such that a teacher teaches only 2 subjects to a class.
Assuming, each class studies 8 subjects in total. Write a program using list as a value in
dictionary, so that ‘class’ becomes the key and respective ‘teachers' are stored as values.

3.2.7 Files in Python 12 CONNE
Importance of Disk /O A ATy

Disk input/output (1/0) is vital far efficient data handling and optimal system performance in
computers. Disk 1/0 bridges between the CPU and HDD for information retrieval, such that
relevant data is passed to the CPU for processing and later is stored back on permanent storage
devices. Almost all computer operations are supported by this continuous data interchange, from
launching of the programs, opening files and save changes made by user,

In Python, files are mainly of two types:

TextFile:

In a text file, data is stored through characters like .txt, .csv, etc. Point to note here is that a
special marker called End Of Line' (EOL) generally \n' is used to highlight completion of a line.
This way, Python knows that a new line is starting after EOL marker.

Binary File:

In a binary file data is stored in combination of 0s and 1s, i.e. binary data. Binary files are not
meant for humans but rather for other programs to read information. Images (having extension
.Jpg, .png), audio (.mp3), video (.mp4) and executable programs (.exe) are all examples of binary
files. 5 A ANVAWANY

File Handling Methods and Operations

Data in files from storage #v_inésﬁ-ﬁf@ﬁht up in RAM, where functions like creation of new file,
reading and updating of already existing file, closing the file, etc. can be performed on the files.
Python has file handling methods that let you work with files and you may interact with files in an
organized manner and create, read, write and modify their contents programmatically, using:

P The open() methed is used to access a file such that it takes in 2 arguments, one is file name

L L 4 (|}
i 5 i
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A dictionary compnses uf?i fdrmump[e H‘EILIEE against a key can be stored in

the dictionary in the o -i-.l\l‘slk—l"Fﬁr example, every record of a student can be stored in the
dictionary. 1|-m*1'he ﬂtudents name will act as the key while the registration number and
marks will B# the values, To store multiple values, a list can be used.

.Lud-nni.?: {_ i o
"Sara”i [“345", 85, %0, 78],

[ ¢ “Jamal®: ["678", 75, 88, 92],
| “madd™: ["$12", 80, 79, 95]
11

|sara_reg_num = :tw:llnl:.l{'lﬂl'] o]

|print (*Skra‘s Reg. No.:@ °,sara_reg_num)

|Jamal marks = students[“Jasal-T(1]"

|Print{"Jamal' o Marks for first subject are: °, jamal marks)

/| students ["Asra] = ["234%, T8, 85, 90]
p:.tnt{utudmtu "\n")

i:::diht name = "Aara”
ject index = F i
new mark = 100 ”'I:L ‘\I kg:ﬁ-:;"nﬂu I!'

if Ftudent nama in students: V_\;n, =
Itnd'intlltwdmt mi

Ftinhi.t'"“" "nhﬁ'u t '|.r|.r|.:| imibiect_index| ‘07
elas:

print (' stud-nl'.l h\ﬁ%

-«|for A t'-r:ltudlnt.iu.mtl

:K;]i ane: (name)”)
o'l e anhr.uucm lmui:lr ", [detaila[0] )}

rint{i'lu.rh [" | "

p:inr.tdlr.ullll] d..u:l.n‘[i!,, ' detailaf3), “1ha")
Sara's Reg. Mo, :'us o 1 |

Jﬂal': ll.tk.l ﬁ;u: irst w ect are:

(‘Sara’': ['345°, 85, 50, 78 ‘Jamal’: ['67B', 75, 88, 921,

’nid': ['912*, B8O, 79, !'5]. ‘Axra’ : ['231', T8, 85, 90}}

sss Marks updated for Azra at indax 2

Hame: Sara
Registration Number: ('345')
Marks: [85 , 90 , TH | |

Name: Jamal
[_W_i Registration Numbexr: {'678'} s
Marks: [75 , 88 , 92 | . raneily
o= \ |'-._1-.1':-1'1I|"-" w
s fwf Ty |
ur.n o |

i III'. .III }_'1 |
. FUJ i'_i.nn nu:u: {'234"}
(WA arks- [78 , 100 , 90 ]

J "N NS - a i el
e S . - -
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Q‘* Activity 3)|

Tailor the code of Fig 3.8, such that for all odd values of the matrix the sign should be inverted
while for all even values multiply it by 2. .
o
|matzin = [
2 [i, 2, 31, _
: [¢, 3, B),
4 7, 6, 9
5]
Giprint ('Matrix is: ', matrix)
7| €far i inm matrix:
& pEint(i)
L
if|trana = [
11 lu;anl'p ret| "'_.I'-'-
iz {o,0,0], | PN AN )
5 9,0, oo O AT TV [ ose careful about the
16|€82 row in rnnqc{i#ﬁ{ﬁbﬁi&” 2 : original matrix and not the
17 for col in t-].lnlut.ﬂ.:]l transpose of the matrix.
L8 B ﬂmlﬂéé row] = matrix[zrow] [cel] *
._L p:lnt{ Irlnupuni of the Matrix is: ', trans)
Z1|fer 4 in trana:
22 PEint (§)
Matrix 40: ([[1, 2, 3], 4 s, ‘ll_ﬁl‘ 8, 9?11
1, 2, 3]
[4;, B, §]
{7, 8, 9]
Transpose of the Matrix is: [[1, 4, 7], [2, 5, B8], [3, 6, 9])
1, 4, 7]
(2, 5, 8] ; .
[3, &, 9] '
[ output | Matrix s: [[1, 2, 3], [4, 5, 6], [7, 8, 8]]
[1, 2, 1]
[4, 5, €]
(7, 8, 9] = aL)
Transpose of the Marrix is:  [{1.-2; 318,13, 8, (7, 8, 9]]
1 2, 3 Ve WY (2
4, 5 61
(7,88

. I ncﬂﬁﬁ#j'

A matrix ‘X' is symmetric matrix, if X = (Transpose of X). Write code to determine whether
a given matrix is symmetric matrix or not.

AP 0 Pt Bl o e ol el o 4 b S e o o R AT [ 7 EEED o e R r— TRy .




3.2.5 Nested List

A nested list is a list of lists such'that the inner lists or sub-lists can further contain list as
elements. Nested list is quite useful in handling complex data like matrices. So, to explore nested
list let's try to create a matrix and print it, First, we define a 3x3 matrix. This is achieved using a
nested-list such that every element of the list is itself a list and contains row-wise data. As shown
in Fig.3.8, we initialized a 3x3 matrix and thereafter on line 6 just by passing the matrix name as
an argument to the print() function, we can get it printed. The first line of the output clearly
distinguishes the multiple lists that exist in the list. Next, we print the matrix on line 8 using a for-
loop. Since, the list has only 3 members, the loop will execute thrice and in every iteration a row
gets printed, hence in the form of a matrix. Lastly, on line 11 we use nested loop, such that the
outer loop index is 'row’ while the inner loop index is "col’. This way, for the first row, all columns
will be printed and then the same will be processed for second and third rows and the whole
matrix gets printed in a single line. To modify the code and get it printed in the form of a matrix, is
left as an activity for you.

Il matrix = [ . : ) . .".

P 3, 2, 31, T\ ~0
3 E"l 5. E]; l--'. . - -I” T -_. -l.
[7, &, 9], =L oy LY RN
i ]_ o~ | '. | et
& prinkt{matrix) .1||
7 .-'.i\.';l :' ' Mo
i for i in marrix: Output
5 princil) ((x, 2, 3), (4, 5, 6], [7, 8, 211
4 (1,2, 3 |
11 for row in range|len(matrix)): (4, 5, 6]
12 for col in range(len({matrix)): (7, 8, 9)
13 print(matrix[row] [eol], end=' il |1, 2, 3, 4,5, 6,7, 8, 9, l

L35 inking  Watrik sing Nested st | R RN

i e B

In this code, a 3x3 matrix is defined, and its transpose is calculated and printed. In line 1 4, the
original matrix is given with numbers. In line 7, the code initializes an empty list to store the
transpose. Lines 9-12 iterate through each column of the original matrix and create rows for the
transpose. In line 13, each new row is appended to the transpose list. Finally, inlines 16-17, the
code prints the transposed matrix. The transpose swaps the rows and ::ulumns n#' the original
matrix. e OO

Thereafter, we extend the program to calculate I;he.,tra'ps_pﬁise'.uf 'ﬂlie 'm&'l:'rin and print it. For this
purpose, on line 10 of Fig.3.9 we initialized another matrix. On line 16, just like in the last
example, we placed a nested lm@ as we imuw how to access the nested list contents one-by-one.

But, while asslgnhgr thepe values to the transpose matrix the rows should be converted into
columns and vice versa. Therefore, note that the indices of the transpose matrix are reversed,

which will result in the element at row 1 and column 2 to be placed at column 1 and row 2, which

was the desired outcome. In lines 17-19, the output reflects successful creation of [ranspose
matrix of the given matrix.

T O




student_test_number = () C j .'_' " N .'I'
while True: 71 A 4
name = input (“Enter :tm:hnt ‘name {nr ‘q' to quit): ")

if name,l rE] —_-' L
break mrﬂ

grade = nwz (input ("Enter Test-Number for [): ".format{name)))
student_test_number[name] = grade

02 =1 B N s Ll M)

=

name = input("Enter student name to view test-number: ")
10{if name in student test number:

11| print(f"{name}'s test-number: [student test number[name]}")
1llelse: :

13| print (f"Student '{name}' not found.™)

Enter student name (or 'q' to quit):
Enter Test-Number for Amir: 950
Enter Student name (or 'q' to quit): Bilal
Enter Test-Number for Bilal: 87 _
Enter Student name (or 'q' to quil:) . \Dilawar
Output | Enter !ut—l—hqr for mw 92-
Enter student name lox' 'q' to quit): Zaid
Enter Test-Number for Zaid: B8
Enter student name (or 'q' to quit):

_ 7| Rater student name to view I:ut-m-hu Bilal
S pilal®s test-number: 87.0

T St Seathan ey v et

Note that, it takes significantly less time to find a value in a dictionary than it does to search a list
in Python. This is the reason because in lists we need to go through each item ndividually in order
tolocate what you're searching for whereas indictionaries using the key-value pair, we can locate
the searching item quickly.

Finding a Value in a Dictionary v/s List

For the sake of better understanding, a program was written where a list and dictionary were
randomly populated with 1 lakh entries. Such that a list of strings of 4-characters was setup while
for every 4-character in the dictionary a corresponding key value was randomly arranged. Next 1
random element was searched in both the programming constructs and their Limes were noted.
The difference of time clearly shows the searching in dictionary is ﬁnsur as compared to the list,
as shown in Fig s ) Sarnpl.'e of pupulated da]:ain di:tinnar:.r and list are shown in first two lines.

——— "._‘" i B PP

Search results ipicl-.tmrﬂ- tz-n145~ '‘dlei')
Search results lmtl. ['aiib*]
Dictionary llirnh time: 1.000166 msec
List search time: 3.000259 msec
l‘.'iﬂlnnnl of time: Dicticnary !“in List Tima: -2.000093 msec

C TRAT DannennlmetuSEmthlcuwrymlt:L _
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students and their respective test numbers from meuserau'e takemn. as shown in Fig.3.6. Lastly,
the student name is asked to be mmhed in' the dictionary and corresponding search result fs
displayed. AL

student grades = | =
"Amir': ,nt
‘Bilal': 85
'Dilawar’: 392

}

for student, grade in student grades.items():
print(£"(student): (grade)”)

WD D i O AN e L P

10| student grades['Zaid'] = 08
studant_grades|['Bilal'] = 87

dal student_grades|'Dilawaz’']

CEART A AR SRR I SRR S R BEE B AR R A LRI L]

print (£7\n Dilawar’s grads: ", ltudlnt gnr.li"p[ *Dilawar']; 'o\n")
elea! {
Pl'iﬂ-t-':"ﬂtﬂdlﬂt _Dillﬂ‘lt I'I-Ut !Qﬂl‘lﬂ ".I.I'I.";'

o

21 p:utu-uq.ﬂn-nt} {qru-}"l
. .
H"”"'::l wcputmml Amir: 90 Output with
Dilavar: 92 L—ne1d Bilal: 85 fine 13
Dilawar: 92

@ Dilawar’'s grade: 92 Student Dilawar not found

.11.;.:’:1 Confirmation Amir: 90 | Confirmation
0 Dilswas: 9 9'::15 Bilal: 8 p::hg

Zaid: 08 Zaid: 88

) Actlmy:)

Extend the program of Fig 3.5 in such a way that, if the seard'ned item is not found in the
dictionary, ask the user if it needs to be added. If user presses 'y for yes, then the key and
respective value (tobe tﬁl:en input) are to be added.
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grades = {&'5"' \92; 78, 92, 85, 95}
pnnt{gtadasl

grades.add (88)

print (grades)

if 92 in grades:

. print("student has 92 among the grades.")

=

= T

{92, B85, 78, 85}
{78, 85, 88, 92, 95}

Student has 92 among tha grades.

3.2.4 Dictionary -
Dictionary Store Key-ValuePalrs .\ 7\
Dictionary is an essential data’ stm::tmah me tha{ h.'used l:o store and arrange data in an
organized way using key-value pairs. su:h that éach key represents a distinct value, i.e. each key
isassociated witha partitplur value: List have index while in dictionary it can be of any data type,

For example, ina phone book where the phone number (value) and the person's name (key) are
associated with each other. By searching for the matching name, we may quickly get the phone
number. Because of this fundamental idea, dictionaries may be used for storing and retrieving
information by associating unique keys with values.

In order for keys to be used for searching, they must be unchangeable types of data like strings,
integers or tuples. Values may store complicated data structures with flexibility since they can be

any data type including texts, integers, lists and even other dictionaries. By design dictionaries

avold duplicate keys such that every key acts as a unique label hence avoiding reshuffling of data. .
Dictionaries maintain an ordered link among keys and their corresponding values, like keeping
track of passwords and usernames, etc.

The Python code in Fig.1.5 shows how to add, create and retrieve entries from a dictionary.
Initially a dictionary is initialized with 3 student records where student name;bqingthe key and
their respective marks are the values associated with the kﬂ‘ﬁ- ermecI:lal:ely after thaton line 7
and 8 using for loop, we print the dictionary. On {iné 10, we add another student Zaid' in the
dictionary, which is added at the end of the list, A similar statement for Bilal' is written, since it is
already in the dictionary, n: *.raluq will bé updated. On line 13, we removed 'Dilawar’ from the
dictionary. For u:onﬂmml;inn in the next 4 lines using conditional statements (if-else) we checked
for Dilawar’ in thefdict'lnnar'_.r Lastly, final dictionary is printed again. Point to note here is that if
we comment line 13, record of Dilawar' will not be deletad. The corresponding outputs of the said
program and after commentingline 13, both are shown for better understanding.

Next, we modify the code such that an empty dictionary is created and thereafter, name of
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1 grades = (85, 92, TB 92 85, 95}
2 print(grades) | '\

3pr:l.nt|'"!‘.trlt grznch "', grades[0])
4 print("Third grade:", grades([2])
54if 92 in grades:

6  print("Student got 92")

7 print (grades.count (92))

8 new_grades = grades + (88, 90)

9 print(new_grades) | Output |

(85, 92, 78, 92, 85, 95)

First grade: 85
Third grade: 78

m:udmt got 92
tas, 92, 78, 92, 85,95, '88. 90)

On line 1 we create a tupla'ﬁ!* iiudéni'gradéa ramely ‘grades’ and initialize it with some sample
grades and print it in Fhe mxx 'line which shows duplicate values as well. However, individual
grades are’ ar.c:esse:l b‘f specifying the index (which starts from 0) on line 3 and 4. To check if a
specific grade exists in the tuple the "in" operator can also be used with tuples as we used in line
5. Additionally, to find the number of occurrences of a grade "count()’ method retumns the
number of times a specific value appears in the tuple as shown in line 7. Line 8 shows that we can
create a new tuple by concatenating existing tuples using the '+ operator.

3.2.3 Sets

Sets in Python are represented using ‘{_,_,_}' and are collections of unique and unordered
elements i.e. a set cannot comprise of duplicate values. Aset will only hold one instance even if
the same value is added to it more than once. Sets can be used to store a list of unique usernames,
product IDs, etc. Using the ‘in’ operator it is quite easy to check whether a particular element
exists in asetornot.

Initially on line 1 a set of student grades is created namely grades and s, :nltlnl!:ed with some
sample grades. Notice that duplicate grades (85 and 92} exist in the initial assigned values. Since
sets only store unigue values, the duplic i-,ltEswill. be wtumatmally removed. Line 2 prints the set
'grades, demonstrating that the du phcqtes have been removed.

Next, we add a newgrptle 10 the'set i.e. 88 on line 3 using the “add()’ method. Line 4 prints the
set again showing the updated values. To check if a specific grade exists in the set, the 'in’
operator is used. Inline 5, if 92 is foundin the set, then a message is printed.
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student_gradas = []le-{__ '.,“"! V78,95, 82]

student_grades E"Eﬂ , 50)

print (“Grades after adding a new geads ", student grades)

student_grades fappend100)
print("Grades aftar adding ancther new gyrads:", student grades)

B ol 3 U e L B e

student_grades.remove (78)

print("Crades aftsr removing a grads:”, student grades)

lowest grade = student grades.pop(2)

print ("Grades aftex removing the grads on indsx 2:", student_grades)

=i = b b
i B3 = = D

if B8 in student grades:

student_grades.femcve(88)

alas:
print ("Gradasdd not found in tha lise™)

et B i A
e -

average grade = [sum|(student _grades) / [len/(student_grades)
print ("Avarage grade:", (average grada}) I e " |

Grades after adding a new grade: [85, 92, 90, 78, 95, 82)]
Grades after adding ancther new grade: [85, 92, 90, 78, 95, 82, 100]
Grades after removing a grade: (85, 92, 90, 95, 82, 100]

Grades after removing the grade on index 2: [85, 92, 95, 82, 100]
Grade 88 not found in the list

Avarage grads: {90.8)

—_
-]

" L

B | Activity 1

Extend the program of Fig.3.2 to search for all odd numbers in the list and remove them. J

Mareover, there are scenarios, where a particular value s not in the list but you intend to remove
it and results in an error. So, a good programming practice is to use conditional (if-else) statement
as we have used in lines 13-16. This way, if the number {5 in the list, it will be deleted otherwise it
won't abnormally terminate the program rather a message is printed that the said number is not
found, or something like this. Lastly, using the sum() and len() functions, we calculated the
average grade of the student without usinganyloop. |\ [\ [

3.2.2Tuples

In Python, tuples are represented using “(_,_,_)’ and are a special type of list having one feature
that they are immutable i.e. Ia tuple’s contents cannot be updated once it has been created. We
can view the objects and their arrangements but we cannot add, remove or rearrange them.
Tuples are used when a set of values must remain in order and unchanging throughout the

program. For example the days of the week ({("Monday”, "Tuesday”, "Wednesday")) or geographical
coordinates (latitude and longitude), etc.

.
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terms, a "Vehicle' may hm attﬁhutes mtl'r as ipeed color, wheels and operations like
accelerate()and hralfe[] o wexpemfy it further for a'Car’ whichis a type of 'Vehicle', sowe do not
need to define the labove stated attributes and operations again because ‘Car’ inherited these
from 'Vehicle' bei ng a derived/sub class and automatically owns these properties and functions of

Vehicle'. However, 'Car' may have its own additional properties like ‘seatingCapacity’ and
operation like openSunroof().

Polymorphism allows objects from various classes to be considered as instances of a common
type, though the implementation of the common type differs among the various elasses in their

own unique way. This allows writing generic code that can deal with a wide variety of objects.
Polymorphism makes it easier to modify object behavior.

For example, the comman type "Shape’can be a triangle, rectangle or circle. Though all three are
shapes but have their own distinct properties and operations like draw, resize, calculate-area,
etc. Polymorphism is useful in such scenarios where a common operation applies for all but
implementation differs based on the type of shape. In context of specific shapes, triangle needs
base and height, rectangle uses length and width while circle requires radius to calculate the
ared. Instead of writing three separate ipedﬁc ca[cmate-afea methods {(which may increase the
more shapes we take inm mmiﬂeratiﬂﬂ}: via polymurphism we can send a simple instruction to
different objects ._.‘.I.K]Zh as dr»awfjrntrself and each object will perform the operation in its own
prescribed way on the basis of type of shape.

3.2 Programming Constructs in Python

3.2.1List

List {5 a basic data structure in Python that holds groups of elements in a sequential manner. This
flexibility allows list to store elements of various data types such as boolean, integers, etc. The
order that things are added is maintained by lists. Index 0 will have the first item inserted, index 1
will have the second, and so on. This arrangement is essential for retrieving elements based on
their location. Different data types can be stored as elements in the same list. List sizes are
dynamic, i.e. elements can be added or removed as required.

In Fig.3.2, let’s utilize the common functions of adding and removing items from the list. Initially,
on line 1 we defined a list namely 'student_grades with 5 elements in it, to store grades of a
student for instance. On line 3, we inserted an additianal grﬂde of 90 inthe list on index 2, using
the insert() function. Alternative to 1nsen any ‘other value is by using the append() function,
which we used in line 5 and inserte-d another value of 100 which was added at the end of the list.
Thereafter, on line 8.the, value of 78 from the list was deleted using remove() function. Another
way to remove _nnzb element from the list is using the pop() function, such that index number
needsto 'be mentioned. This way, we can remove an element from the list either if the element or
its index number is known. :
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properties, such as size, color ;:Ii" -Iﬂl:l.ﬂ'lhél':af\'l‘t-lﬂm‘.; Mi objects have the same basic structure as
defined by the class, apart its own speclﬁc characteristics. Objects in a program interact with one
another to lmitﬁtﬂ real- wurld situations and improve the organization and modularity of the
code.

The ‘Stationaryltem’ class (as shown in table) acts as the stencil for all stationary items in the
bookstore. Individual goods developed by this session include pens, pencils and notebooks. Each
itemn has unique values for attributes such as name, price and color, The methods of the class
allow you to retrieve or change these attributes which allows managing of information about

various stationary items easily.
Class: Stationaryltem -5 L TF
Attributes; ‘ . mjn:t 1: Ared ABC pmdt
name (e.g., Pen’”, "Pencil”, "Hotebook") name: “Pencil”™
price _ {erice 100 )L
color {e.g., "Blue”, "Black”, "Red”, "Green’) TV | color: "Red”
brand (e.g., XYL, "ABC", "DEF") L Wi : brand: “ABC”
uunm«ummm { Muu of the ilem, to adjust the price of the said
g W H?,, orie set_price() to adjust the price

Encapsulation is the process of information hiding by combining data (attributes) and the
methods that operate on the data into a single entity, i.e. a class. The main concept is to keep
together the data and methods that are relevant. Encapsulation does not allow direct access to
some components but via some designated methods provided by the object. This way internal
working of an object is hidden. Encapsulation protects data from unwanted access or changes and
also improves code to be written in modules and easy to read and understand.

For instance, in a bank, the account holder’s name, account number and balance are critical
information. Rather than changing the balance directly, deposit{ameunt) method will add the
amount to the balance while withdraw(amount) method will subtract the said amount from the
balance. Further, get_balance() method will retrieve current balance without changing the
balance figures. This way, critical informationare encapsulated and cannot be mudh‘ied directly.

Abstraction simplifies creating complicated scenarios by showing m'-.l'y the necessary information

and usefulness. It provides only essential infm'rmtwn about the data to others, hiding the
i background details or implementation, ﬂunsfder a vehicle for example, where we are mainly
| concernad with common Teratlbns such as start, stop and accelerate. But the underlying
‘ mechanism of hnwmgtnetjn ms fuel and shifting of gears, etc. are kept hidden.

Inheritance allows you tocreate new classes (subclasses or derived classes) from existing parent
classes. Subclasses inherit the attributes and methods of their parent class, helping in reducing
repetition of codes. This idea promotes the efficient extension of existi ng structures. In general
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3.1.20bject Oriented Programming, | ~\T2 \(GRE

Object Onented Programming (00P) is snfh'ram demlkiwﬂent pamdlgm based on the data and
abjects, which include functions, (methiods) that define the behavior and data (attributes) to
indicate the pmperthsl uf*nhjects These are the program’s building blocks to regenerate the
actual objects and their functionalities, in code. The programs designed using OOP paradigm
represents the physical attributes of the objects from real world and therefore developers have a
more natural understanding of the problem to be solved by devising the program around objects
and their actions.

The main advantage of using OOP paradigm is that the emphasis in problem selving is on objects
and naot the logic. The program reflects real-world objects like car, fruit, etc. This approach
makes it easier to understand the problem, design solution and change the code if needed. OOPis
implemented through classes which allow defining initially the object and their functionalities
and later physical instances are created on spot when need to be used in the program. This is
quite useful for complex systems where developers can map objects and their associations to be
realistic and handle them more efficiently. OOP limits d1rer:t access ta dul:ﬁ for safety and
reliability of data and programs. VN T2\ O

Simpliﬁesedmpi&x s*,rstem h-eaking tlmn into Mnyrmlt 1ncunplexdulms ifnut fmpimented
‘smaller reusable components. thoughtfully.

Hides implementation details, hence improving | At times code 15 harder to understand and debug
code maintainability and security. due to encapsulation.

Establishes hierarchical relationships between Rigid design due to inheritance may reduce
classes. flexibility.

Objects of diffecent types are treated as if they | Polymorphism increases complexity, making code
‘were of the same type. harder to understand and reason about. .
Represents real-world objects and their May not be well-suited for certain problems, such
relationships effectively. as computationally intensive tasks,

Key Concepts L DA TAN ¢ ) g

Aclass is an object creation itencjl ur temp{ate It speciﬁes a mllecnm of methods (functions)
and attributes [varlablesnrprﬂpemes] that its objects will hold. You are creating an instance of a

class when ywnﬂtaph object from it. Although each object has a distinct set of data (attribute
values), they all use the same class-defined methods. You may effectively express and control
complicated data structures and behaviors in your program with this paradigm.

An object is an instance of a class that denotes a physical thing, such a person, a car or a bank
account. Every object has distinct properties (attributes) and behaviors (methods). For instance,
each home (object) constructed from a class that specifies the structure of a house has particular
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3.1 The Pragramming Paradlgm

The term “programming pa adlglni'* descrihes a vital process for creating and organizing computer
program code, ]It helps in the structure of code, program flow and managing of data for
programmers. In other words it can be termed as a particular methodology to use programming
language for problem solving. Although programmers can design their own unique structures and
functions inside a language, these can't be termed as a paradigm, as it is the programming
language that specifies and provides guidelines and functions in terms of what and how to
develop. Thus, a programming language paradigm offers a particular way to arrange various
functionalities in order to accomplish specified objectives. Additionally, it facilitates the
developers with standard tools and implementation techniques that are used commonly for
effective problem-solving which helps developers to focus on the specific task in hand and design
solution effectively. The most commonly used programming languagesinclude Python, Java, SQL,
etc,

3.1.1 Functional Programming

Functional programming is the paradigm of software || "
developgment which was and is followed by maﬁy. esp-emlly. |
for small applications where the code  is dfﬂde:l into
functions based on fun tiunil‘ity. The' developers in
functional pmgramnﬂri‘gl ocls more on ‘what' is to be
achieved rather than how to address the problem. The
solution of the problem in hand is divided Into segments and
each segment is typically addressed in functions. This way,
every step of the solution is mapped in a group of functions as
shown in Fig. 3.1.

B R

-‘—‘

' Sinpler code. I*hteasyl’urbesim Hmhpm:ﬂn LN

' Code is easier to track for logic and debug. May involve with overhead especially whh
handling large data structures.

Functions are easier to test and run. Complex algorithms may be’ harder to express,

uftenrequlrimm;hqr ﬁm
|Naturally supports parallel nm:l t:nm:urrent Reqtﬂres, :qreﬂl,lnndﬂrtg of data sharing and

| programming. e . | [ synchronization for efficient execution.
'Emphasizes on what to con hlhertl'an Nowg May be less efficient in performance-critical
hﬁmemrecutpqm:lq, ok scenarios.

e el
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S0, if the flow is clear how Lo achieve the solution, it becomes easier in functional pregramming.
This way, updating the code for any changes becomes simpler as only that particular functions(s)
need to be modified and whole program does not need to be read and understood




w—[i_} Learning Outcomes —— e

|
At the end of this unit students will be able to:

understand and evaluate applications of various programming paradigms.

use more advanced programming constructs such as data structures (lists etc.), file
handling (disk 10 to write to storage), and databases in Python.

implement complex algorithms that use Lists etc. in Python

determine more advanced te:hnlques {umt. teils breakpu‘mts vmtches] far tesnng i
and debugging theirmdem Pythcm : \GaR\BAS Ry i
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Give answer of the following: - (" .~ "
a) Algorithm | ' M=
b) Efficiency 7o Y

= Time Complexity

2 Space Complexity
c) Clarity
d) Correctness

Problem 4: Checking for Prime Numbers

Problem Statement: Determine if a given integer n is a prime number (i.e., it has no divisors
other than 1 and itself).

Solution: Simple Divisibility Test

Give answer of the following:

a) Algorithm

b) Efficiency \ = S RN |
2 Time Complexity I VG

2 Space Complexity |\~ 1
¢) Clarity a7 LHBUBE

d) Correctness _ | okt

Problem 5: Finding the Average of a List
Problem Statement: Calculate the average value of a list of numbers.
Solution: Summation and Division
Give answer of the following:
a) Algorithm
b) Efficiency
2 Time Complexity
2 Space Complexity

<) Clarity
d) Correctness

6. How can abstraction help a student create a simple tirmtiible aﬁp !I'm.' schaél.?l
7. Ashopkeeper wants to use a program tn qwk:hly find a product in a long list. Which type of
algorithm should they use and i'rhar"

' Give long arﬁweméo the fultwﬂng Extended Response Questions (ERQs).
. Compare and evaluate the efficiency of Bubble Sort and Merge Sort in sorting a list of 1,000
student names. Discuss in terms of time complexity and clanty Which is more suitable and
why?

1. Descﬂbe the difference between Stack and Queue. How does thelrnperatiun affect algorithm
design? Provide one real-life example for each data structure,

3. Explain the importance of tree traversal technigues. tumpaa‘e in-order, pre-order, and post-
order traversal with examples and their use cases.

é: Hational Beok Foundation ﬁ Uit 2: ComputaticnalThisking #Algu:lm_[w&'"'b}




14, What is the time complexity of Linear Search? =
a. 0(1) 1\ b.O(logn) c.0(n) d.0(n*2)
15. During, an inter-school tech competition, students were asked to develop a solution for

managing traffic signals based on traffic density. Which approach best shows their use of
computational thinking?

a. They memorized how traffic lights work in real life.

b. They created a flowchart outlining how traffic signal timing changes with vehicle count.
¢. They guessed a solution based on their intuition.

d. They programmed a random timer for each signal.

% Give short answers to the following Short Response Questions (SRQs).
Problem 1: Finding the Sum of Digits

Problem Statement: Given an integer, calculate the sum nf its dish:s

Solution: Digit Extraction and Eummatfm O\ = AT | { -

Give answer of the fullu*lﬂnr YV WUALG L

a) Algorithm

b) Efficiency. | 7/l

3 Time Eumplexity
2 Space Complexity
<) Clarity
d) Correctness

Problem 2: Finding the Factorial of a Number

Problem Statement: Compute the factorial of a non-negative integer n (i.e., n!).
Solution: Iterative Approach

Give answer of the following:

a) Algorithm

b) Efficiency

2 Time Complexity N
> Space Complexity I o (e i

c) Clarity A A WA )

d) Correctness

Problem 3: thh‘lg the Lnrgeﬁt Humber in a List
Problem Statement: Given a list of integers, find the largest number in the list.

Solution: Linear Scan
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Exercise

E Select the best anMr fnr the ful.lmldng Multiple-Choice Questions (MCQs).
Y

|
Which of thefellowing best deﬂnes a data structure?

a. Amethod of communication b. Away to store and organize data in memory
c. Asystem for internet access d. Agraphical interface design

Which data structure allows dynamic memory allocation and easy insertion/deletion?
‘a. Array b, Stack ¢. Linked List d. Queue

. Inasinglylinked list, each node contains:

a. Dataand address of previous node b. Only data

¢. Dataand address of next node d. Index value and data

The main advantage of a doubly linked list over a singly linked list s:

a. Random access b. Uses less memory

c. Allows traversal in both directions d. Faster arithmetic nperﬁtwrrs

. What type of linked list connects U‘l-l:lﬂltmde be.tk tuthe ﬁrsl;?
a. Doubly linkedlist b Circular linked list ¢ Shgly linked tist d. Linear linked list
. Which uperatiun remPvesthe tapelementfrﬂm astack?

a. Enqueve! V. Dequeue c. Pop d.Top

Which node in a tree does not have any children!

a. Root node b. Leaf node c. Sibling node d. Parent node

Which data structure operates on a Last-In, First-Out (LIFO) principle?

a. Array b. Stack c. Queue d. Tree

Which algorithm is used for sorting data?

a. Quick Sort b. Binary Search c. Depth-First Search  d. EuclideanAlgorithm

10. Whichalgorithm Is an example of a Greedy Algorithm?

a. Bubble Sort b. Huffman Coding ¢, Depth-First Search d. Binary Search

11. What is the space complexity of the Binary Search algorithm?

a.0(1) b. 0(n) c.Oflogn) - d.0(n'2)

12, Which data structure allows random access to elements by index?

a. Stack l’.meue AR c. Array d, Tree

13. A school wants to automate the pru:ess of generating student report cards based on input

marks. Which step ¢ computational thinking would most likely involve identifying how to
separate marks by subject, calculate averages, and assign grades?

a. Decompasition b. Pattern Recognition

¢. Abstraction d. Algorithm Design
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| Summary 1‘

2 Decomposition: Erea I-:ingﬁawn the cumpiex problem into smaller parts, making it easier
to manage and solve. For example, building 2 website involves separate tasks like

. desigmng, coding, backend setup, and testing.
2 Pattern Recognition: Identifying commonalities or trends within a problem or across
8 similar problems. For instance, in data analysis, recognizing user behavior patterns can

help enhance product design.

J Abstraction: Focusing on the essential details of a problem while ignoring unnecessary
ones, simplifying complex systems. For example, creating a user interface mockup
focuses on key interactions without detailing all technical aspects.

3 Algorithm Design: Creating a clear, step-by-step process to solve a problem efficiently,
which is essential in programming. For example, sorting numbers involves using adefined
procedure to arrange them from smallest to largest.

> Correct: Produces the desired result for all valid inputs. \f]

% Clear: Easy to understand and follow. L] "

o Efficient: Optimizes res‘uurces liha menwryaﬁd tlrne

> surtlngﬁlgnmhm?.l Dmamze datain a particular order (e.g., Quick Sort, Bubble Sort).

> Searching Algorithms: Find specific items in data (e.g., Linear Search, Binary Search).

2 Graph Algorithms: Work with nodes and edges (e.g., Dijkstra’s Algorithm, Depth-First
Search).

2 Dynamic Programming: Solves problems by breaking them into smaller subproblems and
storing solutions (e.g., Fibonaccl numbers).
Greedy Algorithms: Make the best choice at each step for overall optimization (e.g.,
Huffman Coding).
Backtracking Algorithms: Explore solutions and backtrack when necessary (e.g., N-
Queens Problem, Sudoku Solver).
Binary Search: Efficient for finding a target value in a sorted array. wfth a time
complexity of O(log n). 3y
Linear Search: Examines each element sequentiatf'f in an ur'ﬁi:rrl:ed aﬁ‘av. wﬂ.ﬁ a time
complexity of O(n). \ . UERIRRS

) Lists and Arrays: Store elements in &mence. ailnwing random access via indices, and
are crucial for opej'a,mms involving iteration and loops.

> Stacks: Follow the Last-In-First-Out (LIFO) principle, commonly used in algorithms like
depth-first search.

e (5) i
5 -

¥ st Lt i e - T - s Wis as oo Bl s [ E—— P R —



Algorithm: e
1. Initialize a counter tq zem. 1
1. lterate trm.qh tad1 character inthe string.
3. For each character, check if it is avowel (i.e., one of 'a), ‘¢, T, 0', 'U).
4, If it is avowel, increment the counter.
After the iteration, the counter will contain the number of vowels.

Efficiency:

Time Complexity: O(n), where n isthe length of the string.

Space Complexity: O(1) as only a counter variable is used.

Clarity: -

The algorithm is simple and clear, involving basic iteration and conditional checks.
Correctness: e = ()0 -
This method correctly counts the number of mels,b?ﬂ&lﬂaﬂﬁﬁ'ééﬁh ﬁhara'tter,
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3. Thesearch is completed when the target: ualue matchesvdr_h an elemeut
4, |f the array ends and nnmatchi,s fuund cm:tudematﬂm target is not in the array.
Time Complexity. | |

The Linear Search Algorithm has the Time Complexity of O(n), because the required number of
operations increase linearly with the size of the input. When the algorithm starts its initial state
is an array of n elements. We check each element in sequence e.g. First element, second element
and so on up to the nth element. For worst case scenario, every single element in the array is
examined before finding the target value (or concluding that it's not in the array).

Space Complexity

The Linear Search Algorithm has the Space Complexity of O(1) - Constant Space. The Linear
search utilizes fixed amount of extra space regardless of the size of the input, It only needs a few
variables tostore the current index and the target value, which does not scale with the size of the
input. Thus, its space complexity is constant.

2,2.4 Case Studies e
Problem 1: Find Greatest Common Divisor (GC0) T\ [\ |
Problem Statement: Given two: In{egers. ﬂn&i their greatfst common divisor (GCD).
Solution: Euchdean Mqurithm '
Algorithm: /" '
1. Take two integersa andbwhereazb.
2. Whileb is not zero:
P Setatob
> btoa%b (the remainder of a divided by b),
3. Whenb becomes zero, a contains the GCD.
Efficiency:
2 Time Complexity: O(log min{a,b))
2 Space Complexity: O(1) as only a few variables are used.
. Clarity:

Y The Euclidean Algorithm is elegnnt and clear, Inwlwing a sirnple lterﬁtlve process to find
the GCD.

Correctness:
2 The algorithim Fh'rectly finds the GCD based on the mathematical properties of division
and remainders.
Problem 2; Count Numbers of Vowels in a String
Problem Statement: For an input string, count the number of vowels in that string.
Solution: Simple Iteration
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Algorithm Steps: O RN

1, Start by examining the number in the cénter of the l'h.it' Vo 1

2. Check to see whether thismfdu:lle m.tmber equals the one we are looking for.

3. If it matches, wehm laéateel the correct number.

4. If the number we are searching for is on the left part of the list. Repeat the process while
ignoring the right side and focusing on the left.

5. If the number we are looking to get is in the list's right half, Ignore the left side and focus on the
right portion, continuing the procedure again.

6. Carryonto filter across the list till we identify the number or figure out that it is not on the list,

Time Complexity

The Binary Search Algorithm has Time Complexity of O(log n). The binary search divides the
search space in half with each step, this halving process means that the number of elements to
search through is reduced exponentially.

When the algorithm starts its initial state is an array of n elements. At each step, we apply the
divide and conquer process. This is done by comparing the turgetv&tue to the middle element of
the array or current search range. This r.:umpaﬁsm helpsm eliminating half of the current search
range (this half could be either half of the currentsea‘ch range.

2 Afterthe firststep, we ."F“f-,' leftwith n/2 elements.
D Afterthe secondstep, we have left withn/4 elements.
P Afterk steps, we have left with n/Zk elements.

The process continues until the number of remaining elements is 1 (or the target is found). The
number of steps required is relative to the logarithm of n because we keep halving the problem
size each time. Specifically, the number of steps is log2(n).

Space Complexity

The Binary Search Algorithm has the space complexity of O(logn) - Logarithmic Space, To track the
current state of recursion, the binary search dependes upon the stack. Each recursive step adds
a new frame to the stack. For worst case scenario, the number of the recursions is relative to the
number of times the problem size can be halved, which is logZ(n). Thus, the Epac.e :nrnplultyr is
logarithmic due to the recursive stack usage. 1A

Example 2: Linear SearchAlgerithm

For Linear search, each element, in the array is examined one by one till the target value is found
orwe reachat I:he end uf the array,

Algorithm Steps:
1. Start at the beginning of the array and examine each element one by one.
2. Compare target value to each element of the array .
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often expressed using Big Dnntannns 1E. B D{nj. G[logn}, D{n*‘l )
Time Complexity. A i

Time complexity. prmﬂdes away tu evaluate efficiency of asolution. This is done by estimating the
time required to solve a problem. While solving a problem, the main outcome of the solution is
algorithm. Therefore, this measures the execution time of an algorithm with respect to the size
of input. The input size refers to problem size and it represents the size of task and amount of
data.

Space Complexity:

Like Time complexity, it evaluates the efficiency of solution but focus on memory used by the
solution, This measures the amount of memory an algorithm uses with respect to the size of input.

When evaluating the efficiency of an algorithm, we often focus on the worst-case scenario, For
instance, we are searching for a specific element in an array by comparing it with each element at
every index, the worst-case situation occurs when the desired element is at the very last index.
Big O notation helps us understand the upper bound of an atiun thm's rupning t time or space usage
relative to the size of the input, pmﬂdlng a way t{:- gauge Its efﬂtienqr in the most challenging
conditions. RANINSE

Common Big 0 Hntatiuns: \(1

<> 0(1) - Cnnstﬁntﬁnje 'l'he-aigunthms running time is constant, regardless of input size. For
example, ﬁndmg a given member in a list involves the same length of time regardless the list
has 10 or 10,000 entries.

2 O(logn) - Logarithmic Time: Algorithm execution time gradually increases with increasing
input size. This is comparable to looking for a word in a dictionary, in which each step reduces
the search space by half.

3 0{n) - Linear Time: The algorithm’s execution time scales up with input sizei.e. if aninput size
doubles, so does the processing time. One example is a basic loop that goes through each entry
in alist,

2 0(n log n) - Linearithmic Time; This time-based complexity combines linear and logarithmic
growth, It is found in effective sorting algorithms such as Merge Sort and Quick Sort, in which
the algorithm separates the problem intosmaller sectionsand processes each one separately.

¥ 0(n"2) - Quadratic Time: Execution time increases dramatically with input size. This is
characteristic of algorithms that use ne:‘.ted[oops and compare every member in a list to every
other part. When the input stze Is doubl.ed\ the time required to finish the algorithm
quadruples. i\
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Example 1 Binary Search Algorithm

Binary search is a search algorithm that locates a target value in a sorted array, It operates by
repeatedly partitioning the search interval.
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! Introduction

Machine Learning isa unjalmﬁd" in which computers learn from existing data to make new decisions.
Acomputer learns from the predefined rules, which are provided at the time of training it. These
algorithms are designed carefully with the help of raw data and then transforming it into useful
rmodels. These models are assessed based on their performance in various environments. During
these assessments, the models learn patterns and improve their performance. After attaining a
certain level of accuracy, these models are able to predict future values based on the past data
patterns. After analyzing the results obtained by such machine learning medels, we can
understand cause and effect relationships in data. In this way, we can use data and computers to
visualize the future results based on existing data

Incoming Mails

spam Fllter

| spam mail to a helding area Non-spam mail
(or to the trash ) to your inbox

We can understand it with the help of an example of Email Spam Filter. A spam filter learns from
past emails’ labels whether they are spam or not. When we mark some email in our inbox as spam
the machine learning model Learns from the keywords used in that email. Next time if we receive
an email that contains similar words, which were used in "prewuuaky marked spam” email, it will
automatically send that email into spam folder. .\ | 7 | . \

4.1 Data Types

Data is a collection of raw facts and fi gures collected from different sources. In data sclence and

machine learming 'data is categorized Into various types. The following table provides a brief
description and example of some data types:

-
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Numerical | It Is mﬂm‘vm data and used 1o mpreml. Marks, Salary, Age

numerical values.
Categorical | It is data which has discrete value. It is further | Mominal: Male, Female, Color Categorical:

divided into Nominal data and Ordinal Data. | Rank, High, Low, Small, Large.
Boolean It has only two possible values Dor 1. True/False, Yes/ ko
Text Data It contains a sequence of characters, Description, Review, Feedback
TimeSeries | It is collected over a long period of time., Stock price, weather data
Image It is represented as a pixel value inthe image. | X-Ray, Ultrasound, Photographs
Audio It i in the form of sound waves. Speech, Music
Structured | It is arganized in the form of rows and columns | Spreadsheet, Database

(tables). ’
Semli It is organized in some specific formats, bul: XML, JSONfites | (C1L1LH
Structured | there s nofixed pattem/schema. A0S VN A
Unstructured | It is without anypredganeﬁ:mctm T " [Videos, Emals, Web Pages.

Introductionto M&chine Learnmg

Before going into the core concepts of machine learning, it is important to understand the
foundational topics that make these systems work. These include understanding how models are
trained, evaluated, and improved using data, as well as learning the key metrics used to measure
the performance of these models. The following are some basic but important concepts about
Machine Learning. These are essential building blocks to understand Machine Learning models

and related topics.

4.1.1 Difference Between Machine Learning and Rule-based Algorithms

Machine learning models learn from data to make decisions. They adapt and improve over time as
they process more data. Whereas rule-based algorithms follow fixed instructions. They do not
change unless we deliberately update them. Machine learning can handle complex problems and
unexpected situations. Rule-based systems are simpler and only work well if the rules are
correct. Machine learning models are flexible and can learn new things. R:ﬂe-hased systems are
consistent but need new rules for diﬂerent prnh!. ems. H.a;hine leaming 1s more dynamic and can

handle a variety of data. i

Both Machine Learning and |Rulm Based algud:hrns have their advantages and limitations, which is

asfollows: o [0

Advantages of Machine Learning:

It can handle complex and unstructured data. It can automatically learn patterns from data
' without any explicit programming. It does not require expert knowledge of human intervention.

Its accuracy depends on the size of the dataset.
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Advantages of Rule-basedAlgorithms; . — | 0\ Y

It does not require large datas:ets 1t e:nn ‘umrh effectively wlth limited data because it depends
upon predefined rules. |Ir5 perfnnnance is consistent with the same set of rules. It requires fewer
resourcesand can be implemented easily,.

Li mltlﬂuns of Machine Learning:
It does not perform well if data is too little, Their decision-making process is complex and cannot

be easily interpreted. It requires significant computational resources. If the model Is too complex
it can lead to overfitting. If training data is biased it can provide wrong results.

Limitations of Rule-basedAlgorithms:

It has limited flexibility, as it is not adaptable to new data which is not anticipated in predefined

rules. It can provide wrong results if data is unstructured or ambiguous. It cannot learn from data.
If too many rules accumulate it can slow down the system.

' "‘i MACHINE |4
QjLEﬂ.thHGi'

4.1.2 Model Building in Machine Learning

Model building in machine learning involves several key steps to develop a system that can learn
from data and make predictions or decisions. At first, data is collected and preprocessed to
ensure it is clean and suitable for analysis. This might 1n1.-nlvt normalizing values, handling
missing data, and encoding l:ategﬂncal variables. After data prepm:essmg, a suitable machine
learning algorithm is chosen based. nn thépmblem at h.‘md ‘whether it's classification, regression,

clustering, or another rm& The nigoriﬂ'lm is then trained on the dataset, adjusting its
parametersto minhiFﬂ errorand fm| prove accuracy,

During training, the model's performance is evaluated using a separate validation set of data to
ensure its accuracy about new unseen data. Once the model s optimized, it is tested on a final
test dataset to assess its effectiveness. If the results are satisfactory, the model can be deployed
for real-world use; otherwise, it may require further improvements in code. Throughout this
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process, every time the model reads data and calculates results, the é!gﬁﬁthrﬁ'lféeﬁsﬁn learning,
Repeated refinement and evaluauun helpin acmevlng a model that performs well and meets the
specific needs of the application. | \

Step-3

Model
building for
selecting
correct ML
Algarithm

Step-4
Evaluate
modal

Data cleaning
and Feature
Enginesring

Key Terms in Model Bulld{ ng u:lng Hachine Learning:

To understand the entire prn:ess of
meodel building using Machine
Learning, some key terms are
necessary to understand. We will
take a real-life problem, so that we
can better understand each term.
We want to develop a model which
can identify or differentiate the
images of dogs, cats and horses. We
must have a reasonable collection
of images of all the three animals.
Now we will learn each key term

o e o i conie |

following:

Feature Engineering: Feature engineenng 'ri thE pmcfss of 5e!.ecl:ing and transforming the most
relevant data features to Iqu}m\fe a model's performance. For example, if you want to predict
that agiven image is of a.ddg. cat or horse, we have tomake a list of common and distinct features
of each animal i.e. size, color, appearance, shape of eyes, ears, hair, nose etc. Our model will
keep data about all possible variation of features of these animals, 5o that asitting horse cannot.

be confused with the image of a big size standing dog.

Data Training Needs

@ Training data @ Testdata
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Test-Train Split: A test-train split divides data into twoparts ifﬂltdiniu%di'u'{ma1n portion) and
test data (smaller portion). In our example we decfded to make a test train split of seventy and
thirty percent. This ratio-should be chosen msely If we provide too much data at the time of
training our mndeL wilI[ werﬁt If we provide too little data for training, then the model will
underfit. <

Model Training; Model training is the key feature in Machine Learning. It helps the model to make
decisions which are more accurate and meaningful. Without proper model training, the machine
is unable to decide about the new data. Supervised Learning, Unsupervised Learning and
Reinforcement Learning are commonly used Machine Learning models.

In supervised learning, the model is trained using labeled data, where the correct output is
provided for each input. A common example of a supervised learning algorithm is Linear
Regression, which is used to predict continuous values such as prices or temperatures.

In unsupervised learning, the data is unlabeled, and the model tries to find patterns or groupings
on its own, An example of this type is K-Means Clustering, which groups similar data points
together, such as in customer segmentation. .

Reinforcement learning involves a model that learns- by ihteract,ﬁ'lg with an enﬂrnnment
receiving feedback in the form of rmqrds or pena!tfes Apnpularalguﬁthm in this category is Q-
Learning, often used in game- plaﬁng nr rdhntir. mﬁgatinn where the model learns to make
decisions to maximize | rewards

Overfitting; 0t happe‘ns ‘-uhe-n a machine learning model learns the training data too well,
including its noise and irrelevant details. This makes the model perform very well on the training
data but poorly on new, unseen data because it's too specific to the training set.

Underfitting: It occurs when a model is too simple and fails to capture the underlying pattemsin
the data. As a result, it performs poorly both on the training data and on new data, as it hasn't
learned enough from the available information.

Model Assessment: A Model assessment evaluates a model’s performance using parameters like
accuracy, precision, and recall. Keeping in view our example, we provide 100 new images of cats,
dogs and horses which were not part of our train and test data. If our model predicts the correct

. results for B0 images and for rest of 20 images it predicts wrong labels, like it gives horse label for
an image of dog then the accuracy of our Machine learning model is 80%.

Accuracy: This is the percentage of total pmdictiuns that ae correct, ft tells how often the
model is right overall. :

hmum 'Cnrrecl Pmdu:linns
"Y Total Predictions

Precision: This measni‘g hnw many of the predictions the model made for a certain class (e.g.,
“positive” cases) are actually correct. It's about the quality of the positive predictions.

True Positives
True Positives + False Positives
T O M
]
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Recall: This tells how well the model identifies all the m:tual pdsitwe cases in the data. It shows
the models ability to find all the relevantfnﬂanﬁs e

w 1= LU ' True Positives
TN NN True Pnslu'-res + False Negatives
True Positive (T PI‘.I: Model predicts“Cat,” and the actual animal is a Cat.
False Positive (FP):  Model predicts"Cat,” but the actual animal is a Dog or Horse.
True Negative (TN):  Model predicts "Not Cat,” and the actual animal is a Dog or Horse.
False Negative (FM): Model predicts "Mot Cat,” but the actual animal is a Cat.

F1 Score: It is the harmonic mean of Precision and Recall. it balances the trade-off between

precision and recall. It is very useful when the dataset is imbalanced, giving a single score that
reflects both precision and recall performance.,

Precision - Recall
Flscore =2+ s
Precision + Recall :
Training Data: Training data is the main dataset used to teach a nmdet to, mﬂlﬁ: pd'ed!-ctiuns or
decisions. In our example we will provide a reasonable number of tm&?suf dogs, cats and horses
from our huge dataset. If we have a tutal of one' hundred thousand i images, then we can provide
sixty to seventy thousand Irnage:i to our ‘Machine LearnTng Model to learn. Each picture will

contain relevant lal:n!lsluﬁ fat, t;lng or horse if we are using supervised learning technique. These
concepts have been already discussed in Grade 11.

Test Data: Test data is a small portion of data that we decide to use for evaluation purpases of our
Machine Learning model. For example, after providing training data when our model is trained,
we can provide unknow images from our dataset and check whether the model provides the right
answer or not. These images will not be given to our model at the stage of training, rather they
will be from that forty or thirty percent of images which were not provided at the time of training.

Machine Learning:

Sample

l

Label dog cat

Human Learning:
We learn through

L

\f Lon;hf Black nose
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4.1,.3 Learning from Data |

In machine leamini, n*odel*s ﬁnli
patterns in'data. The more data
the model has, the better it can
learn. These models improve

cat
their performance based on x
Dog

Machina =t &
Learming Model

_.@zs@_
me || B

. feedback from the data. Learning
from data helps the model make
accurate predictions. Different
algorithms work better with
specific types of data. Learning Cat
involves understanding trends \ /
and patterns in the data. As the
model sees more examples, its
performance improves, Data quality affects how well the rrﬁdal learns.. Fnr éxample. if our
dataset contains very clear images of cats, dogs aﬁdhﬂﬁﬁthe learning of our model will be good.
Continuous learning keeps the model auurule nm.l improves fts accuracy over time. Good data
helps models learn and rna'ke hetta‘pmd.'icﬂms

4.1.4 Algnnthmi #ur Different Data Structures

Selecting appropriate algorithm for Machine Leaming model is very important. There are certain
guidelines which help us to decide which algorithm we should select, There are numerous
algorithms available. It is important to understand which algorithm is more appropriate and
provide desired results. The following are some key concepts to consider while choosing the right
algorithm:

Algorithm selection according to data type:

1. Structured data: It is organized in tables with rows and columns. The structured data is
easily searchable and quantifiable. The examples of structured data are databases,
spreadsheets, and CSY files. Traditional algorithms like regression and classification are .
suitable for this type of data.

2. Unstructured data: it is unorganized data and has no specific structure. It includes text,
images, audio, and video files. The unslu'ul:tured daté lacks a predeﬁned format. The
example of unstructured data are social media puSts emails, and sensor readings. Advanced
algorithms like neural networks mwltahle for this data,

supervised learning Uﬁﬁ llheled data to train models. Unsupervised learning finds patterns in
unlabeled data. Regression algorithms predict continuous values like prices. Classification
algorithms sort data into categories. Clustering algorithms group similar data points together,
Neural networks are used for complex patterns and large data. For example, if the data is a
collection of cat images, then there will be very complex patterns like colors, shapes, textures,
position of the cat, angle of the picture etc. Neural networks can handle this complex pattern
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easily. Similarly, if size of our dataset is very large, for example we take socfal media posts on the
topic of COVID-19, it will have a huge number of posts. Neural networks can be trained on many
posts in parallel by using pn-rerft.rl computers and GPUS. Therefore, these algorithms are suitable
for such tasks. G'lms:ng the right algorithm depends on the data type and problem, Matching
algorithms to data structures is key for effective madeling.

4.2 Data Visualization

We are already familiar with the term data visualization in which we used programming
paradigms and Python programming language to visualize Tips dataset. Data visualization is the
graphical representation of information and data. By using visual elements like charts, graphs,
and maps, data visualization tools provide an accessible way to see and understand trends,
outliers, and patterns in data. Additionally, it provides an excellent way for employees or
business owners to present data to non-technical audiences without confusion.

There are many tools that can help us tumn data into pictures and charts, making it easier to

understand. For example, SQL is a language that helps us get data from databases. Python has

libraries like Matplotlib and Seaborn that create :har':s and graphs ﬂsa speciattool that's great
at creating statistical graphics and visualizations. |

Using these tools, we can creatEcham and graphs that shnw us patterns and trends in the data.
Different tools are better t‘-'.,d fn;_;nfferent tasks and skill levels. The right tocl can help us
present our ﬁnd!ngs Ina c!d! ‘and effective way. Some tools even let us interact with the data,
making it more funto explore. Choosing the right tool depends on what we want to do with the
data. Good visualization tools help us tell a story with the data, making it easier for others to

understand.

KPis E Tables Bar charts Line charts J Donut charts
1 T NOE g2 22 - L 9
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TreeMaps |  BulletCharts |

4.2.1 Data visualization by using Python
The following code can be used to learn how python libraries can be used tovisualize data:




& Datavisusiizationjpmb % @ N AR
QConmnds  + Code +Tew| | =

=

= [IMBABASS - .

. nlm-‘tnlﬁj!ihﬂryml{u!tl;hrtum
E I W wae nuspy to create sod menage srraye (tebles of musbers) 4
import rumpy s np
' {) # Import the 'pyplet’ part of matplotlib and glve 't o short name *plt’
P We ust ‘pyplot’ to meke graphs like scatter plots and lines
= Import matplotlib.pyplot as plt

¥ leport the Liscartegresslon class from sklearn's linesr sode]l sodule

b # W use 1 to credte A machine learning model that can draw a straight 1ine through points
u from sklearn, linear_sodel import LirearBegression
§ 5tep 1 Prepare the data (stedy hoers and marks)
o = ngaerapl| [1). (2 120 [4). [5)0) @ Input: howrs studled
¥ = np.array([ 10, W, 18, 4@, 54]) B Dytput: marks obtained
§ Step 1t Ceonts 384 train the Liness Regresiion modal
nodel = LinearRegeession()
sodel FiT{X, ¥)
8 'Step 3i Predlct the marks baspd on :l:dv hm . AR | [ (e =
y_pred = model predl ctik) =\ VA | By
" Step 4: Plot the q:tn-t ntn;u.m,i m prd;l.ﬂ‘lm Hnt
plt.scatter(X, v, colorr"blua’) |\ — n Plot real data points In blye
plt.plot(X, ,|P‘H'-| mlﬂﬂ'fﬂ'} 0 Plat the prediction line in red
. eltibitie( ' Study Hours vs Rarks') # Title of the graph
L, Alabel( ‘Hours Studied') # Xemuls label
o " plt.ylabel( 'Marks Dotained') # ¥-peis label
plt.show() 0 Show the final graph

After executing the Python code by using google colab, the following willbe the output: -
m Fis B Vew et Bunies Toak bep

O Commands & Code 4 Tem
o PRI TR Y A | o SRR - - = =
=" Bl hmaf ) o on e i Flsal .-qn

8 = Study Hours vs Marks
{3 o
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4.2.2 Data Storytelling. | |

Data storytelling uses visuals to communicate insights from data. It combines charts, graphs, and
narratives to explain findings. A good data story engages the audience and makes data relatable.
it helps in making data-driven decisions by highlighting key points. Clear storytelling simplifies
complex data for better understanding. It shows the impact of the data on real-world issues.
Effective data stories make the information memorable and actionable. They provide context

and meaning to raw data. Data storytelling bridges the gap between data and decision-making. It
turns data into a compelling narrative.

Data Storytelling Example/Case Study

Context: A school wants to improve student attendance.
Data:

P Averageattendance rate; §5%

» Highest attendance rate: 9th grade (90%)

2 Lowest attendance rate: 12thgrade (78%) N £ -,
-}rhverageabﬁemesperstuden;s-§Qay_5- YSLL
Story: O AL

Meet Jameel, a um gradé lstuﬂ‘ent who represents our school’s attendance challenge. Jameel

misses an average of 5 days of school, which puts him at risk of falling behind. But our 9th-grade
students are showing us that it is possible to do better, with an impressive 90% attendance rate.
What if we could identify the factors driving their success and apply them to our 12th-grade
students?

By doing so, we could help Jameel and his fellows to stay on track and do better. Let's wark
together to make attendance a priority and support our students’ success!

Key elements:

1. Relatable character (Jameel)

2. Contextual data (attendance rates, absences)

3. Insight (9th-grade success)

4, Call to action (apply insights to 12th-grade students)

This simple story uses data to paint a picture, evoke empathy; ~and 1r|spire actlnn It's a basic
example, but it llustrates hnw data sturytel.ttng can make cumpl.e: information more engaging
and memorable,

4.2.3 Fnrmulatmg QLJEstiuns and Data Evaluation

Formulating questruns guides data exploration and analysis, Identify relevant data sets to answer
| these questions, Evaluate how well the data addresses the questions posed. It compares new data

| with previous findings to see if they align or not. The questions are used to focus on specific data
fnsights and trends. They are refined after evaluation to ensure the data quality. The good quality
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of questions ensures accurate H:suhs Erfeﬂive quesum !annutatu:-n drives meaningful analysfs.
Good questions lead to better data insights. Data evaluation helps in understanding and
interpretirrgﬁnc{ingﬁ We'can better understand by the following example that how to formulatea
question and evaluate data:

Topic: Analyzing the Impact of School Breakfast Programs on Student Attendance
Formulating Questions:

1. Does participating in a school breakfast program improve student attendance?

2. Which grade levels benefit most from breakfast programs in terms of attendance?

1. Do students from low-income families show greater improvement in attendance compared to
their peers?

Identifying Relevant Data Sets:
1. Student attendance records
1. Breakfast program participation data

1. Demographic data (grade level, famllyr 1n:qrne.
etc.) %

Evaluating Data Quality: | || |\ ||
1. Che:kfornﬁsqimqﬂmdunsfstemdam

2. Ensure attendance records are accurate and up- T
to-date.

1. Verify breakfast program participation data matches student records

This example demonstrates how
formulating questions guides data
exploration and analysis, leading to
meaningful insights and informed
decision-making.

4.2.4 Descriptive Statistics
Techniques

Ther are some descriptive statistical
techniques to summarize and | - |\~ 7}
describe data. The basic techniques | /| [ ||\
Jinclude Mean, Median and Mode, '
Mean is the amgevqlugnfthe data
set. Median is the ‘middle value when
data is ordered. Mode is the most
frequent value in the data. Range
shows the difference between the
highest and lowest values. Standard
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Deviation measures how spread out the values are. Variance is the average of squared differences
from the mean. Percentiles indicate values below which a certain percentage of data falls.
Histograms display the frequency distribution.of data. These techniques help in understanding
and summarizing data effectively. These statistical techniques are frequently usad to get true
insight and makel informed decisions in the Machine Learning Model.

4.3 Hypothesis Formulation and Hypothesis Testing

Hypothesis formulation is the process of making an educated guess or assumption about a
relationship between variables based on existing data or prior knowledge. This assumption, or
hypothesis, is a starting paint for investigating how certain factors might influence an outcome. It
provides a framework for testing and
discovering whether these relationships Hypothesis Formulation
exist in thedata or not.

For example, we formulate a hypothesis:

“Increased study hours lead to better exam

scores for students.” This hypothesis

proposes & cause-and-effect relationship

between study hours (independent

variable) and exam scores idependént
variable). A cause-and- effec.t retatim:l'ﬂph

the connection, between' two events or

factors, where one event (the cause)

directly influences or leads to another event

(the effect). Crment oot
Once a hypothesis is formulated, hypothesis “:r' Ta"
testing is the statistical process of —
determining whether the data supports or

refutes the hypothesis. It is a critical tool used to validate assumptions, model performance, and
patterns in data. There are two key hypotheses in hypothesis testing, Null Hypdthesis and
Alternate Hypothesis,

In hypothesis testing, statistical tools like p-values and significance tests are used to determine
whether to accept or reject the null hypothesis. It allows us to va.!idate whether a certain is
statistically significant or merely due to chance. A NN |

4.3.1 Null and Alternative Hypotheses

Null Hypothesis (Ho): This states that there is no effect or relationship between the variables. It
assumes any obseryed differences are due to random chance.

Alternative Hypothesis (Hi): This suggests there is a significant effect or relationship between
variables. .

The Null Hypothesis assumes no effect or relationship exists. The Alternative Hypathesis suggests

Hypothesis Testing
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an effect or relationship is presun{
Testing aims to confirm or reject the nuli_
hypothesis. The null hypothesis s the
default assumption’ that needs to be
challenged. The alternative hypothesis is
what researchers want to prove. Results |

) help in deciding which hypothesis is

- supported. Both hypotheses guide the

1 research and testing process. Clear
definitions of these hypotheses are
essential for accurate testing. They
provide a framework for analyzing data and drawing conclusions. Effective hypothesis testing
relies on understanding both types. The following example helps to understand the concept
easily:

Example: "Does drinking coffee improve cognitive function in students?”

Null Hypothesis (Ho): Drinking coffee has no effect on. cﬂgﬂtﬂve fmcﬂtm in students (Assumes
any observed differences are due to la,ndqm cllam;e: ) '

Alternative Hypothesis {H1]* nrinidlg mffeeimprwes mgmtwe functionin students. {Suggests a
significant effect or re}atwnslﬂpnxfsts )

Testing:' Hesea‘:‘d\eijs collect data on students' cognitive function with and without coffee
consumptiun

Results: If the data shows a significant improvement in cognitive function with coffee
consumption, the null hypothesis is rejected, and the alternative hypothesis is supported.

Conclusion: Drinking coffee has a positive effect on cognitive function in students.
41. 3 1-1 P‘?EIUE’E

. P-values measure how likely results are due to chance. Alow
P-value means strong evidence against the null hypothesis. A P-Value
high P-value suggests weak evidence and possibly random
results. Understanding P-values helps in interpreting test
results. It ensures that conclusions are based on reliable
evidence. Fore example if we flip a coin ten times and we get
7 time heads and 3 times tale. We mlghl: cunsldbr that tuin Is |
not fair, or it just happened by chance. :

We can take anather e:ampte to find the EﬂE’EtWEI'IE'SE ofa
new fertilizer, We \Hmt to see if it helps plants grow taller. N

We divide the plants into two groups: one group gets the new _

fertilizer, and the other doesn't. After a month, we measured
the height of the plants and found that the fertilized plants grew taller than the others. Now the
question arises , "Did the fertilizer really make a difference, or did the plants grow taller just by

e () BT

N S
[ s - - L i et ok —_ e K e | P
Bt el O ] DO L S S Mo O B | R e ) N e ) b ) () O N D D ()

Probability of olsenation




2]

chance? The P-value helps answer this. Il: telis  you the cﬁn.nl:e thnl: the dlfferen:e in plant height
happened randomly, without the fmili:&r huﬁnn any effect.

If the P-value is small [Llltﬂﬂj GE}. it means it's very unlikely the taller growth happened by chance.

This suggests that the fertilizer probably did help the plants grow taller. If the P-value is large

(like 0.5), it means there's a good chance the difference in height was just random, and the

fertilizer might not have had any real effect. In simple terms, the P-value helps us decide whether

the fertilizer really worked or if the result happened by luck. There are certain formulas or tests _
used tocalculate P-values, which are beyond the scope of this grade yet.

4.3.3 Significance Testing

It is a statistical method used to
determine if a result is due to chance or it
is statistically significant. Statistically Sl
significant means it is likely due to some fewl (ol
real effect or factor. Significance testing -
helps determine if results are meaningful. i

It compares the test statistics with critical | | \_
value. Setting a significant level helps to, | /~—===—=

decide the threshold for lrnpurtan:h = : m,f:i‘:,z‘r‘:‘, ?:-'::.:.nm
Significance testing helps: injmaklng data- * =
driven decistons. It is crucial for validating
research findings. For example, if we
formulate a research question “ Can exercising for six weeks help lower blood pressure?” The null
hypothests is "Exercise doesn't affect blood pressure™ while the alternative hypothesis will be
“Exercise lowers blood pressure”. For statistical experimentation we collect data from the
people who exercised for six weeks and had a reduction in blood pressure of BmmHg. The
significant test will be to check if this result is real or just a coincidence. By applying statistical
formula, the P-Value will be calculated which indicates that there is only 0.5% chance of getting
this result by chance. So, we conclude that since P-Value is very small, that is 0.005 we reject the
null hypothesis and accept the alternate hypothesis. It means that exercising for six weeks likely
lowers blood pressure.

4.3.4 Hypothesis Testing 1
Hypothesis testing evaluates assumptions using statistical memudr. ‘lhe Test Stati:tic measures
how much data deviates from the null h‘fpl:_lﬂ"_ﬂ_:lls.. Hypothesis testing involves certain statistical
procedures and terms. The tefms will be, explained with the help of subsequent example.

Confidence Interval shows the range where the true value likely falls. Type | Error occurs when a
true null hypothesis i5 Im:drecﬂv rejected. Type |l Error happens when a false null hypothesis is
not rejected. Power measures the ability to detect an effect if one exists. Significance Level is the
threshold for determining if results are significant. Sample Size affects the reliability of test
results. Understanding these concepts helps in accurate hypothesis testing. They guide in
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drawing valid conclusions fmm l:lata l-lnw wE wﬂl Expture each term briefly with the help of a
simple example: N

Question: Does drinking cuﬁee improve productivity?
Null Hypothesis (He): Coffee has no effect on productivity.
Alternative Hypothesis (H1): Coffee improves productivity.

. Test Statistic: Measure productivity in a sample of people who drink coffee and those who don't.

Calculate the test statistic (e.g., t-
statistic) to see how much the data
deviates from Ho.
Confidence Interval: Calculate a
95% confidence interval for the
average productivity increase with
coffee consumption. If the interval
is (5, 15), we're 95% confident the
true productivity increase falls
between 5 and 15.

Type | Error: Rejecting le-m it‘ﬁ-_ I' Lo -

ke —
effect}. This occurs when we

conclude coffee improves productivity when it doesn't.

Type llError: Failing to reject Ho whenit's actually false (i.e., coffee does improve productivity).
This occurs when we conclude coffee has no effect when it actually does.

Power: The ability to detect a real productivity increase if coffee actually improves it. A larger
sample size increases power.

Significance Level: Set a = 0.05 as the threshold for determining if results are significant. If p-
value <0.05, we reject Ho.

Sample Size: A larger sample size (e.g., 1000 people) provides more reliable results than a
' smaller sample size (e.g., 10 people).

By understanding these concepts, we can accurately test hyputheses and draw valid conclusions
from data:

2 Hypothesis testing evaluates assumptions uslngstatisti:al rnethuds
> Test statistic measures dewathnfm'n Hu-

% Confidence intew;l_?stl_ml_at&s.tme ra[ues.

2 Type |/1l Errorsioccur from incorrect assumptions.
> Power detects real effects.

< Significance level sets thresholds.

< Sample size iImpacts reliability,
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These concepts help us make informed dei:isim"u baﬁéeﬂ on dataanalysis.

4.3,5Steps of Simple Hypothesis Testing

Simple h}.rpummlstﬂshnglujwnlves a certain sequence of steps. We can list them as follows:
& Westart by fﬂnnulatirrg null and alternative hypotheses.

& Collect data and perform the analysis.

& Calculate the test statistic Irr,.'rm' the data.

3 Compare the test statistic with the critical value to draw conclusions.

2 Determine the P-value to assess significance.

2 Decide whether to reject ornot reject the null hypothesis.

2 Use the results to make data-driven decisions.

2 Interpret the findings in the context of the research question.

2 Report the results clearly with appropriate visuals.

Therefore, hypothesis testing helps in understa ndins basic ﬂata ﬁliﬂﬂn&‘h‘lpﬁ

4.3. ﬁCreatiniDashboarﬁwithmhnn A Y

Adashboard is a visual tool that helpvs to ﬂnderstand data by displaying it in the form of charts,

graphs, tables etc. We -:-:14 create these dashboards by using Python programming language. In
Python Dash is 4 framewaork developed by Plotly to create interactive dashboards. Dash allows us
to build dashboards by combining Python's powerful libraries Plotly for interactive charts and
Dash for building web layaut. The following is a simple code to create a dashboard:
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L Glossary

- Machine learning ml:rdels:"lleﬁrr't"fr'uri data to make decisions.

» Rule based algorithms: follow fixed instructions. They do not change unless we
deliberately update them.

» Model building: is the process of creating a mathematical or computational model that
represents relationships between variables in data to make predictions or gain insights.

* Feature Engineering: Feature engineering is the process of selecting and transforming
the most relevant data features to improve a model’s performance.

> Training Data: Training data is the main dataset used to teach a model to make
predictions or decisions.

> Test Data: Test data is a small portion of data that we decide to use for evaluation
purpoeses of our Machine Learning model. :

> Test-Train Split: A test-train split divides dat,a intu twu pal'u HE I;ra:mlng dﬂtﬂ (rmain
portion)and test data {smallerpnrtmn} ALAL A ]

- Overfitting: It happens whEﬂ a mar.hmlearmn-g rnotlel 1earna the training data too well,
including its noise i!nd|irr‘ela\'aﬂt details. This makes the model perform very well on the
training da_t;hm ly on new, unseen data because it's too specific to the training set.

> Underfitting: It occurs when a model is too simple and fails to capture the underlying
patterns in the data. As a result, it performs poorly both on the training data and on new
data, as it hasn't leared enough from the available information.

Model Assessment: A Model assessment evaluates a model's performance using
parameters like accuracy, precision, and recall.

> Accuracy: This is the percentage of total predictions that are correct, It tells how often
the model is right overall.

~ Precicion: This measures how many of the predictions the model made for a certain class
(e.g., "positive” cases) are actually correct. Its about the quality of the positive

predictions.
Recall: This tells how well the model identifies all the actual ;:k:s:twe cases in the data. It
shows the model's ability to find all the mlwantmstances '

% Structured data: is organized in tahleswlm rows and columns,
% Unstructured data: ifkludes text, images, and more.

> 5uperﬁsed learning :uses labeled data to train models.

> Unsupervised learning: finds patterns in unlabeled data.

» Regression algori.nms: predict continuous values like prices.




Be i

D Classification alga'ithm: sort dal:a mtn tateguﬁe:i Chjstering algorithms group similar
data points tugetrrer 1)

<> Neural nm'-tbth are usedfcr complex patterns and large data.

< Predictive nutmmes forecast future events based on existing data patterns.

> Causality: shows cause-and-effect relationships

2 Model interpretation helps us understand how a model makes decisions. It explains why
the model gives certain predictions.

3 In healthcare; it predicts disease outbreaks and helps diagnose conditions.
3> Infinance: it detects fraudulent transactions to protect accounts.

» Retailers use it to personalize shopping experiences for customers. Transportation
companies optimize delivery routes tosave time.

2 In agriculture, it monitors crop health for better yields,

3 Education systems tailor learning materials to indeual needs Uie cases show how
machine learning can solve practical prnhrlems .,n f

> Entertainment: platforms recommend muvlei n-i* imgs based on user preferences. They
highlight the impact, an:tbeneﬁts uf applg.rlng machine learning.

2> Data stnryteuinq: uﬁ.-s ﬁmls’tn camrnunicate insights from data. It combines charts,
uraphsl and naratives to explain findings.

2 Reading and critiquing data stories helps improve understanding. To get a clear
understanding of the data story look for clarity and accuracy in published visuals.

2 Clarity of Purpose: Agood data story should have a clear goal or message. The first step s
to understand the objective.

3 Data Accuracy and Source Credibility: The accuracy of the data is fundamental. The
sources of the data used in the story should be accurate and credible.

2 Relevance: Relevance means that the data and narrative should be directly connected to
the main topic or issue being discussed.

2 Insight: refers to the deeper understanding that the data story provides beyond just
presenting facts. A good data story should reveal patterns, trends, or mnclusinns that
help the audience learn something new or make better decisions.

= Persuasion: Persuasion is about how well the data mq, mﬂumes r.‘.lr cunﬂmes the
audience to take an action or cmidera parﬁcdarp-ulnt of view

2 Formulating questions; guides ﬁatﬂ explﬂration and analysis. Identify relevant data sets
to answer these tlﬂns Eﬂl.uate how well the data addresses the questions posed.

D Descriptiver's statistical techniques: include Mean, Medfan and Mode. Mean f§ the




average value of the data set. Med;an is 'r.he n'tiu:ld-’.e value when data is ordered. Mode is
the most frequent valuein tha data \\

2 Hypothesis fnrmutntir:h lsl:he IJTDI::ESI of making an educated guess or assumption about '
a relationship between variables based on existing data or prior knowledge.

¥ Null Hypothesis (He): This states that there is no effect or relationship between the n
variables. It assumes any observed differences are due to random chance,

3 Alternative Hypothesis (H1): This suggests there is a significant effect or relationship
betweenvariables.

3 P-values measure how likely results are due to chance. A low P-value means sitrong

evidence against the null hypothesis. A high P-value suggests weak evidence and possibly
random results.

3 Significance Testing: is a statistical method used to determine if a result is due to chance
or it is statistically significant. Statistically significant means it is likely due to some real
effector factor. '

2 Hypothesis testing: evaluates assumptions using statistical miethads, Thdkﬁst Slalislll:
measures how much data deviates from the nutl hfsfputhesii Hybnthesls testing involves
certain statistical pm:edums and ,tefms ALY

< Visuals: help in presenﬁlng theraultsﬂf "hypur.hesm testing. We can use graphs and charts
to show datadistrri-buli‘nns These visuals can fllustrate the test statistics and P-values.
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Exercise RRESEE

E Select the best answer fnr the fﬁilnwing Multiple—ﬂhuice Questions (MCQs).
1. The spam filter.is Pmd ta da which of the following tasks:
. a. lt helps to delete all emails
b. It learns from past emails to identify spam emails
' c. It increases the email storage capacity

d. It mark all the emails to spam

2. Overfitting in a Machine Learning Model leads to:
a. The model performs poorly on training data
b. The model performs well on training data but poorly on new data
c. The model performs equally well on all types of data
d. The model does not generate results at all

3. The feature engineering involves:
a. Collecting raw data S\ ANE O
b. Transforming and selecting re!évant daf& feamres -

c. Testing the model's an:v;uracy

d. Calculating, U‘;Ff :aigmﬁca'ncé uf the model

4. What isiprecision in a Machine Learning Model?
a. The percentage of total correct predictions
b. The measure of how many positive predictions are correct
c. The measure of how well the model identifies all actual positive cases
d. The percentage of training data used

5, How does continuous learning impact a Machine Learning Madel?
a. It reduces the model's accuracy over time
b. It helps the model improve its performance by adapting to new data
c. It makes the model slower to process data
d. It simplifies the model’s decision-making process

6. How does storytelling enhance the mmmunicatf»ﬂn of dﬁla -imightsi'
a. By focusing solely on statistical analysis L .
b. By using visuals and parrative to’ make data n-:-tatahle and engaging

c. By ignoring cumPlex daha patterns.

d. By minifmizing the use of charts and graphs

7. Which of the following statements describe a Null hypothesis?
a. It proposes that there is a significant effect or relationship between variables
b. It assumes that observed differences are due to random chance

__....---------------u------sgg-! -



c. It is the hypothesis that researchers want to ﬂisprwe“' SN , 5 ) -
d. It is a statistical method used to rneasure,- n.rariahii'it‘y |
8. In hypothesis testing P- ‘Ifalue indicates:’
a. The probability that/the hull hypothesis is true
b. The pmhahiirh.r that the results are due to some random chance
¢. The significance level for the test statistics
d. The confidence interval for the hypothesis
9. Why is it important to use visuals effectively in hypotheses testing?
a. To replace the need for statistical analysis
b. To present data in a more understandable manner and enhance communication
¢. To make the data collection process easier
d. To avoid need of a hypothesis formulation
10. In evaluating the credibility of a data story, which factor is least important?
a. Source of data b. Clarity of the visual presen:atinn
¢. The time of day the data was collectEd d. Helfwame to, the topic
11. Amodel shows 98% acn:uracg. hut precismn and reca‘ll are both below 60%, What is the

most likely issue? AL (VWS
amnmmmmmm;”“’ ummmﬁmme
c. The model I ovErﬁtllng d. Labels are missing in training data

12. A retail analyst wants to segment customers to discover hidden shopping patterns without
any labeled categories. Which approach is most appropriate?

a. Logistic regression b. Clustering
¢. Decision trees d. Linear regression

1‘- Give short answers to the following Short Response Questions (SRQs).
cxplain what ‘Feature Engineering’ is and give an example related to image classification.
Describe the difference between 'Overfitting' and ‘Underfitting' in Machine Learning.
What is the purpose of Test Data’ in evaluating a Machine Learning model?
Define ‘Model Assessment’ and list two metrics used for it. G
What is the main goal of 'Data Visualization’ in data arralv_ms?

What is ‘Data Storytelling’ anct .wl'-y is {l; rmpertam.?

How does continuous {E?mmg henefit a Machine Learning model?

Explain the uerm Test- Train Split' and its importance in model traning.

How does the significance level affect hypothesis testing?
1ﬂ Describe how you would identify and mitigate bias in a published data story.
11. What are the key steps in hypothesis testing and why are they important?
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12. Explain the role of 5tandard #e\uaﬁun"’rn unﬁerstanding data variability.

13. How n:an l:ﬁESCrﬂ:li'(é statistics be used to summarize a large data set effectively?

14, How does the concept of statistical significance :uppart or challenge conclusions in
experimental research? Explain with an example.

15. How can data visualization bridge the gap between technical analysis and non-technical
audiences? Explain with a real-world scenario,

" Give long answers to the following Extendéd Response Questions (ERQs).

Discuss the differences between Machine Learning models and Rule-based Algorithms,
including their advantages and limitations.

Explain the process of model building in Machine Learning, including data collection,
preprocessing, training, and evaluation.

3. Compare and contrast Predictive Models' and ‘Causal Mude{s. discmsing tm,!r uses and
limitations,

4. Discuss how formulating good research questloﬁs i‘nﬂuencﬁ me quality of data analysis.
Provide an example of hw a wﬁl ‘eqrhulated question led to meaningful insights in a
study. Yt

5. Examine. the pmdzss uf h‘_ql'pﬂl’.hf."si‘.i formulation and testing in a real-world context. How

do null-and alternative hypotheses guide research and decision-making? Illustrate with a
relevant example.

6. Critique a published data story for its use of clarity and accuracy. Identify any misleading
or biased elements and suggest improvements,

7. Explore the role of p-values in hypothesis testing. How do they help determine the
significance of research findings, and what are their limitations?

8. Analyze the steps of simple hypothesis testing and their importance in validating research
findings. How dugs each step contribute to drawing accurate conclusions?

9. Discuss the challenges in ensuring data accuracy and relevance in a data story. How can
these challenges be addressed to improve the credibility of the data story?

10. Evaluate how feedback can be used to refine data storytelling techniques, Provide
examples of how construciive criticism can Iead to mare -e}‘f&ctfve data presentations.

11. Discuss the challenges in ensuring data’ u:cum-:r and relmnce in a data story. How can
these challenges be addressed to imprwe the credibility of the data story?

12. Evaluate how feedback can be' I.ISEd to refine data storytelling techniques. Provide
exampl.e; of _’_rpwjdunétmtme criticism can lead to more effective data presentations.
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(‘? Activity 1: Feature Englneanrtg E:erc[se ) 3\

m;[ecthre Identify and list rehturm t‘nra gwen dataset. |.e. images of the animals.
1. Divide the smuﬁenuirda small groups depending on the available resources and strength of the class.

2. Helps the students to find some pet datasets from the internet, For example “Cats vs E f E
Dogs" dataset from hittps:/ /www.kaggle. com /c/dogs-vs-cats or Faad
Oxford pet dataset from hittps://www,robots, ox.ac. uk/ -vgg/data/pets/

3. Ask the students to select relevant features that can help classifying images of dogs,
cats and horses.

4. Supervise the students to identify new data and make predictions about the unseen
data based on the information leamed from the dataset.

Outcome: This activity will help students understand how Machine Learning Models
learn data and make predictions about new unseen data.

ﬁ

\ ' J

f’! Activity 2: Data Story Critique., . )

Objective: Students will pracﬂt& mtiql.ﬂhg datthes hy evaluating clarity accuracy Insight and
persuasieun

. Divide !:hestpdmtﬁ ﬂ:im Ln‘au groups depending on the strength of the class.

I Assign or let them choose adata story of their own cholce e.g. economic trends, social media usage,
prices of smartphones, performance of various video games etc.

J. Each group evaluates their assigned story using the critique framework.

4. The group present their story to the class and provide feedback on how the data story can be
improved

Outcom=: This activity will help students develop critical thinking, collaboration, communication and
dataanilyaia.

I’

(m Activity 3: Hypothesis Testing Role Play )

B
Db]tcﬁn*'l'nhelp students simulate hypothesis testing: uq.ing real wﬁﬁdﬂamptﬂ
1, Assign the students various roles like researchers, statisticians, 1ubjecis and create a scenario suchas

“Does increased study hoursimprove grades?™ /

2. Students playing the role of researchers will fumul.ate null hypothesisand alternate hypothesis.
3. Students mmﬂmmle statisticians will analyze data provided by the teacher.
4, Students p!am the role of subjects will help interpret the results and make decisions based on data.
Outcome: This activity will help students to develop the skills of hypothesis formulation, statistical
reasoning and decision making,

{{ Ratlanal Book Founitation
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dashboard

Activity 4: Imp!eqﬂentatmn uf Maﬁhlne Learnmg by designing an interactive

. T Mmmdﬂhm reles like: Data Collectors (gather and clean the sample data), Dashboard
Designers (design how the dashboard will look), Graph Makers (create plots and graphs using Plotly),
App Builders (set up the layout and run the Dash app)

+ | 2. Create a scenario like, The school principal wants a dashboard to track students’ pcrfmncrm
subjectsand attendance trends.

3. Students playing the rote of Data Collectors will organize basic data, such as students' marks and
attendance percentages.

4. Students playing the role of Dashboard Designers will sketch or plan which graphs and filters should be
on the dashboard.

5. Students playing the role of Graph Makers will use Plotly to create charts like bar graphs, line charts,
and pie charts.

6. Students playing the role of App Builders will use Daih tn as,s.e-mp{e W{ng fnto a working
dashboard and runit.

Outcome: This activity will help students dmgeli:p !lgﬂls iq IJ&I:! urgunizatlm, Data visualization, Basic
app development, and Coflaborative P‘l'ﬂll:ﬂ work. They will also experience how real-world data

 dashboards are bullt ny teamsmmmﬂnnethtr R
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Applications of Computer
Science

~ Atthe end of this unit students will be able to:
7 design ideas of applications reievant to Pakistan using loT, Cloud Computing, and

{,feuﬂmtemﬁhh data sharing wid
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5.1 Internet of Things (loT)

loT has big impact m‘-td-dny’s modemn society. In Pakistan it is at an early stages of planning and

implementation. loT technology improves productivity and efficiency in homes,*offices and

industries. Application of loT in government and private sector in Pakistan will enhance our daily

life by allowing us to perform daily activities with convenience and comfort. loT technology

provides enhanced automation, control, comfort and economical use of energy. Therefore, it is
' important touse loT technology in Pakistan.

5.2 Designing loT-based Applications

Today, there are billions of Internet-connected devices all overs the world and the number is
rapidly increasing. loT technology provides interconnectivity between various devices, machines
and people through Internet that has resulted in innovations in many industries and
organizations. Designing an loT application means incorporating loT tecl'nuln-g-,r inlu applil:athns
for specific purposes. 2

The following are examples of loT- based appl,l:;tm N | [ )

5.2.1 loT-based Air Pollutlurl Hnnitm‘lng

Pakistan is facing serious afr ,pﬁ:lluthu in big cities due to industrial emission, vehicle emission,
brick kilns and s-unan‘.’manlJ crop burning, High level of air pollution is causing severe public health
concerns such s respiratory and heart diseases.

loT-based air pollution monitoring system integrated with cloud computing and Blockchain
technologles can provide a solution to the environmental catamity of air pellution. It involves the
following three stages.

1. loT-based Real-time Data Collection using Sensors

Deploy a network of |oT sensors across a region having high level of air pollution to measure

various pollutants like CO, NO2, etc., and environmental conditions such as temperature,
g humidity, etc. The sensors collect data and transmit it to a central network hub using wireless

communication like Wi-Fi. The network hub sends the data to the cloud computing for storage
. and processing.

2, Cloud Platform for Data Storage and Processing

Use cloud platform such as AWS or Google Cloud to receive and store the ma:sme amuunt of data
collected by the IoT sensors. Cloud can also store htstorfcal data for trend analysis and
forecasting. The cloud platform uses analyﬂcs tecmiques mch as machine leamning and data
visualization to analyze and detenuinEM rQuality Indices (AQY) in real-time. When pollution level
exceeds certain levet it generates alerts and notifications. Based on historical data and pollution
patterns, cloud platform can also predict future air quality.

3. Blockchain for Transparency and Security

Create a Blockchain ledger to ensure integrity and authenticity of collected data, Blockchain
technology will make the recorded data tamper-proof and less vulnerable to manipulation.
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Finally, integrate the loT sensors, cloud ._j_ﬁ!atffmn ‘and Blockchain network by defining data
formats, communication mm;ul;_md security measures, Develop user-friendly interface such
as web dashboards. | or mobile apps to visualize air quality data and track trends and receive
alerts. :

5.2.2 loT-based Flood Management

Floods are very common in some regions of Pakistan. Rivers and lakes overflow due to excessive '
rainfall. People lose their lives and there is significant property damage. We nead a plan to )
minimize occurring of floods and damage caused by it by improving forecast, monitoring, and

quick response to it.

Integrating loT, cloud computing and Blockchain technologies can provide a powerful approach to

flood management by real-time monitoring, data analysis and secure information sharing. This
integrated system will allow for proactive flood risk assessment, early warnmgs and efficient
response planning. .

The following is a plan for flood management by making use q! Ilﬂ' ha'.-}l?d mmimnng integrated

with cloud platform and Blockchain techmlngies

1. loT-based Real-time Data Cu#ler.'tlun minﬁm

loT sensors can be den d in ﬂood -prone areas to monitor water levels, rainfall and other
relevant parameters such as temperature, humidity, wind speed, wind direction and water
temperature in real-time. The collected data i transmitted to cloud platform via wireless
communication for analysis and further processing. Real-time data collection and uploading it to
cloud platformis the core of the flood monitoring system,

1. Cloud Computing for Data Storage and Processing

Cloud platform provides a secure platform to store, analyze and process large volumes of flood-
related data. Machine learning algorithms can be used to identify patterns and predict flood risks.
Computer vision and fmage processing technigues can be used to create detailed maps of flood
zones in real-time. When any monitored data exceeds the upper limit, the cloud platform will
send alarm information to the administrator for quick response for timely evacuation and
preparedness. Cloud-based platforms enable better decision-making and cnnrdmatmn among
different agencies.

3. Blockchain for Transparency and Security [ \ :

Blockchain technology can be used for 'sémf#_reﬁal"dtﬁeéping. It can create an immutable and
transparent record of flood- related everits. Blockchain can also be used in tracking the movement
of relief materials, monitoring the progress of recovery efforts and ensuring that aid is delivered
to those whongedit. |

Combining loT, cloud computing and Blockchain for flood management provides proactive
planning leading to better safety and reduced damage.
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5.3 loT Appltcatquns Apphcable tu Pakistan

5.3.1 Applithtmn uf loTinAgriculture

Agriculture is the backbone of Pakistan's economy. As the populations of Pakistan is increasing the
demand for food is also increasing. We need to move from traditional agriculture towards smart
agriculture based on loT. It is essential to reshape our agricultural methods by using loT
' technology.
The following are the benefits of smart agriculture.
=» It allows farmers to have proper knowledge about climate by the use of sensors in loT
devices that observe real-time weather conditions.
2 Data collected by sensors such as temperature, humidity, rainfall and soil condition makes
farming more controlled, precise and efficient.

2> Drones are used for monitoring crop planting, crop heall.']'l and spmmg fertilizer and
pesticides and also help for irrigation. NN .

> loT-based farming wﬂl redu:e proﬂunﬂnnﬂmst an& tnntﬂhute a lot in economical
development. — ; -

[T 1\
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5.3.2 Apphcatmn nf IaTm Smart {Gnd WA Y
With high cost. shortage am:l grm-dn; rﬂqul:remenu of electricity in Pakistan, we need loT-based

smarter snlutims o ize ‘electrical usage and reduce consumer bills. To achieve this
government meél‘s to replace the old traditional grids with smart grids.

The infrastructure of electricity supply consists of transmission lines, transformers, substations
and power grids. Smart grid also uses the same infrastructure but it involves loT devices that can
communicate with each other and with the consumers,
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The following are the benefits of using smart grid. Naalh oy |
2 Itprovides more reliable pnwEr supply management w;mwng better l'aul.t detection.

% It reduces power wastage by: pmmlhn feedback t-: consumers on their electrical usage and
ensures proper ¢ elEcr.ril: ﬂupply

2 It analyses the product{nn of electricity and predicts when power shortage can occur 5o that
power companies can take necessary steps toreduce the chances of it occurring.

3 It can automatically reroute electricity when there is a power failure avoiding blackout of an
entire area.

3 Itallows power companies to quickly restore power after power failure.
3 During peak hours, loT application suggests consumers to reduce power consumption.
3 Itgenerates more accurate bills.

5.3.3 Application of loT in Traffic Management System

Traffic congestions, particularly in big cities in Pakistan are increasing with the ongoing
population growth, Traffic congestions during rush hours cause mare fuel consumption and
wastage of time as well. This demands implementatianufsmmttrafﬁcmanagementmtem that
uses loT technology. o '.I-
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The following are the benefits. nfapphr:al:iﬂn of lnTin u-afﬁc management system.

2 Communication trruugh Iﬂternet computer networks and loT devices enable the
implementation of loT based smart traffic management system.

i 2 Sensors and loT devices installed at traffic lights, roads and highways wirelessly collect real-
time traffic data and send it to traffic control rooms to control traffic.

> It provides efficient traffic management by optimizing traffic flow.
D Reduces traffic congestions, improves overall road safety and reduces risk of accidents,

D loT devices and sensors pravide real-time information about road conditions to drivers and
traffic control room for making better decisions.

D Informs drivers about congested areas and road hazards.

2 Radio Frequency Identification (RFID) tags placed on the cars gain access to gated entrances.
The purpose of using RFID tags is to save time through automation at gated entrances.

D Surveillance cameras can detect and capture 1mages uf tmfﬁr. rules viulatnrs 50 that traffic
authorities can take proper action against l.hem N\ ,u / .

5.3.4 Application of IuTin Healthcnre Indur.ﬂ:r*,lr

loT technology combi with Al are révolutionizing the healthcare industry all over the world,

Advancement in heglthcare has given birth to a new concept called Internet of Medical Things
(loMT). Healthcare is extremely important as heart problems, cancer and many other diseases
are increasing in Pakistan, especially in big cities. There are many hospitals in Pakistan that are
already equipped with loT devices. We need to implement the loT-based healthcare system in all
the hospitals of our country to provide better healthcare service to the community. loT improves
productivity of doctors and medical professionals and provides efficient hospital workflow as
well, It hasmany applications in healthcare industry.

The following are the applications and benefits of loT in healthcare industry.

2 loT combined with Al is transforming the way patients critical data is collected in healthcare
industry. All the data collected is saved in cloud. Here, smart algorithms of machine language
(ML) analyze the data for patterns to diagnose the disease, recommend medication or
additional tests.

2 loT devices can track patients’ blood pressure, heart beat rate, oxygen| lml etc, in real-time.
This information is used by medical prnfes:!‘muls to mnnltnr various health issues for proper
treatment.

2 Wearables equipped wlth !;EﬁS{H'! can be used for remote patient monitoring to provide
medical care while patient is at home. Real-time patient tracking reduces unnecessary
hospital visits and saves time and money.
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Sr.r-ll?l_* Ear Delirli:a, 1’ U .- : H Smart Eyeglasses
Smart Wristbands 0 ‘ Smart Helmets |
Smart Watches O “ Smart Patches
Smart Rings O | Smart Garments
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SmartFootwear [y SO | smartBelts

2 Modern hﬁipitals are m:yped ‘with emart beds with various types of sensors to observe vital
signs of patientsin real- time. These sensors alert the nurse or doctor to urgently attend the
patient if needed.

< One of the recent develupméﬁu in healthcare .{-I'ﬂl.lstr}f is introduction of smart ambulances
fitted with various S.Erﬁdrs, '\ These ambulances provide diagnosis and treatment during
transport to hospital in emergencies. In the past many patients have perished due to lack of
required support system during transport. Ambulances fitted with sensors send critical data of

: patient to healthcare centers so that patient can receive proper treatment while remaining in
‘ the ambulance.
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5.3.5 Application of IoT in Manufactunng Jndus’try

The future of loT combinedtwith Al is
very promising in manufan;turlng
industry. Today, big, transformation :
in going of in maﬂufactunng sector i
with the integration of loT
technology. It is essential to use loT §
in manufacturing in Pakistan as well [
to improve efficiency, productivity §
and safety of workers and reduce
production cost.

The following are the applications P :
and benefits of loT inmanufacturing.

3 It enables automation and optimization of processes involved in manufacturing.

< Largevariety of sensors are used ina network to enable wireless communication between each
other, collect and share data and efficent coordination of productionactivities.

2 Robots are used to enhance accuracy and speedup mam'fav.':"hl.zrh‘lg processes.
2 Itstreamlines workflow in factories with minimal human inter\renﬁan

< Improves pruduct ?uahty‘ usrng robotic systems, sensurs, cameras and Al-based machine
learmng W N

& Im prmres cusmmer satisfaction byreducing defective products.
2 Reduces workplace accidents and injuries caused by manual labor and risky tasks.
& Reduces product cost through automation, operational efficiency and reduction in labor cost.

@ Uil S5 Rprptic et o wl Con

. S e e I e e s W B o Dl | R ] () NN o (o R ¢ R B o O i I PN N



¥ loT combined with Blockchain technology enables efficient 5ﬁp]:eh!dha1n ofpmd ucti

$ Use of loT devices in machines and other. manufacturing edernEnt can reduce energy
consumption which results in pradml:cnst reduction.

5.3.6 Application of ﬁtiTin Homes

Continuous develupments and innovations in loT has enabled the development of smart homes,

Smart homes are residences equipped with loT enabled home appliances connected to a central .
hub. The central hub receives data from sensors and processes it to take decisions. The
appliances can communicate wirelessly with each other and the homeowners. loT enabled

devices in a smart home include TVs, ovens, washing machines, refrigerators, lights, fans, air-
conditioning systems, security cameras, etc. In Pakistan some [T companies are providing

services to transform traditional homes into smart homes.

Weather

Wi-Fi
Alr —
Condlitionin ‘ —
1 =

The following are the benefits of using loT insmart homes.

3 loT provides convenience and efficiency in operation and ccmtrcpt af huﬂ"re dmru:es through
smartphone or web interfaces prnwdmgbetter Hﬂng anvircmmenl

3 Homeowners can remotely -:mtrnl nnd mnn!tur uredewces. when they are away.

2 It reduces energy -:nn;urqptlnn resultmg in reduced electricity bills. For example, sensors can
detect whempr a p-érsuln is in the room or not and automatically turn on or turn off the air-

| conditioning or lights

3 Smart cameras, smart door locks, motions sensors and videos can alert the homeowner in real-
time for security and safety.
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5.3.7 Application of 10T to ControfAir Pollution

Air pollution is one of the higgeal pmblem in dewelnped and developing countries. It is also a
serious issue pa rlin:ular].ﬂ inthe metmpnhtan cities of Pakistan as health problems related with air
pollution are growing at a fast rate. Air pollution is caused by dangerous gases emitted from
industries, vehiclesand homes. It causes heart diseases, lung cancer and eye irritation, It can also
cause allergic reactions near the throat and eye.

loT-based air pollution monitoring system can provide a solution to health problems related with
air pollution. It collects data from various sensors in real-time and processes it for air pollution

forecasts to see the trends and control it, loT technology helps in taking intelligent and quick
response for health and safety of community.

5.3.8 Application uf IuTinNuraIE)lsaster Ma}\agemént

Matural disasters occur in many places and many people loss life. 16T can help in anticipating
disasters and provide important information to emergency responders to effectively manage
them. loT devices play an important role in disaster management and planning to minimize the
impact and protect infrastructure and loss of human life. Natural disasters include earthquakes,
thunderstorm, floods and tandslides due to heavy rains which are very common in Pakistan.
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The following need to be implemeénited to manage disasters,
Real-time data collection and processing
loT devices can collect environmental data that can be analyzed and processed to provide critical

information. This information can help the concerned emergency authorities to take appropriate
decisions according to the environmental conditions.

Monitoring infrastructure

The loT devices embedded with sensors monitor infrastructure such as dams, bridges and
buildings. The data collected from environmental conditions is used in decision-making to
protect the infrastructure and save human life.

Searchand rescue

=

loT technology combined with rescue robots and drones equipped with cameras can help
emergency responders take quick and effective actions in search and recue of human beings after
disasters.

Pakistan National Disaster Management Authority (NDMA)

Pakistan NDMA formulates and enforces national disaster
policies at federal and provincial levels. It collaborates
with various government ministries, Pak Army and United
Nations-based organizations to jointly coordinate efforts
to conduct its disaster management, search and rescue
and wide range of humanitarian operations in Pakistan and|
abroad. A 0 ok
Pakistan NDMA Disaster Algrt Mobile App

Pakistan recently introduced the NDMA mobile application,
designed to provide essential early warnings and advisories
directly to users' devices. Developed by NDMA, this app
aims to empower individuals and communities with vital information to effectively prepare for
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and respond to potential disasters, The NDMA mabile app allows you to stay informed and safe at
your fingertips. /| '

5.4 Blockchain

ABlockchain application fs a decentralized . -+ion developed on Blockchain technology. It is

an innovative approach that relies on distributed ledger (database) of records or transactions
that is shared among many network users. The ledger continuously grows as more records known
as blocks are added. Blocks are chained together using cryptography to enhance security against
data fraud and increase transparency. The use of distributed ledger ensures that once data is

recorded it cannot be changed. This reduces vulnerability Lo cyber attacks. Blockchain provides
reliable solutions across diverse Industries .

5.5 Bluckcham Applicatiuns Applicable to Pakistan

The following are: some'of the areas where Blockchain technology can be implemented in
_ Pakistan."' " =

2.5.1 Application of Blockchain in Voting
Pakistan has faced many issues related with traditional paper ballot system in the past. These




include allegation of rigging and manipulations. The use of
Blockchain technology can [transform voting system by
ensuﬁngsecurityiaﬁd |hlﬂht‘f. Blockchain technology can
help in voting by ensuring accuracy of voting process. The
transparency and immutability of Blockchain can prevent
any fraudulent activities. Voters can have confidence that
their vote is counted and that the results are accurate.
Blockchain can make the voting process more efficient and
reduce costaswell.

3.5.2Application of Blockchain in Healthcare

Most of the hospitals in Pakistan and worldwide face data
security issues in healthcare services. Blockchain
technology can revolutionize the way healthcare data is
stored. Integration of Blockchain technology with
healthcare services can provide increased privacy, |
transparency and accessibility for patient data. Sensitive | |
medical data, diagnostic 1mages. patlent records and-all
the confidential mfnrrnatlﬂn must be protected.
Blockchain ensures' data’ pratection by cryptographic
algorithms and the ability of immutability reducing the
risk of data loss associated with unauthorized access and
breach.

5.5.3 Application of Blockchain in Banking Industry

The digital transformation of banking sector has provided
smooth transactions and personalized services. Online
banking has simplified daily transfers and transactions
reducing frequent trips to banks or ATMs. This digital
revolution in banking sector has many benefits but at the
same time it has exposed banks Lo risks of data breaches
and cyberthreats, These problems are faced all over the [
world in banking sector and in Pakistan as well. Blockchain |
technology integrated with cyber security can provide the ;
solution to these problems. The innovative approach of
Blockchain technology can make operation of banks more secure, transparent, efficient and cost
effective and eliminate financial frauds. -

‘ 5.5.4 Application of Blockchain in Education

Blockchain technology having the capability of distributed ledger, enhanced security and

| transparency of records can be effectively utilized in Pakistan to solve various problems in
education sector.
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The manual system of keeping recordef deife&s diplomas |
and certificates makes verlﬁcat,iun very 'time-consuming
and difficult and can lead to use of fake credentials. The
use of distributed ledger can make record-keeping more
efficient, secure, transparent and also help in eliminating
the use of fake credentials. It can make the verification
processsimple and easy as well.

Blockchain technology can also enhance the security and
transparency of students' academic records,
administrative process and accessibility of records. The
adoption of Blockchain technology will allow students to have complete control over their
academic records and certificates and degrees asit is saved on Blockchain instead of servers of
educational institutions.

5.6 Cloud Computing

Cloud computing refers to the use of hosted services such as s,ervers, data smrage. databases,
networking and software over the Internet, Theae services are maintained by cloud service
provider and are available on demand. t_allows users to save data, files, images, videos and
software on the cloud a acﬁe&sthtsefrbm anywhere with a laptop or desktop computer, mobile
phone or tahletmnuq to Internst.

The fnl[nwing are some areas where cloud computing technology can be used in Pakistan to stay

ahead in today’s digital world. .
o0 o ¥ ¢ ‘
Public services (i) r

5.6.1 Government and Public Sector

Cloud computing offers effective and secure platform to
government and public sector to improve service delivery.
Cloud-based solutions provide easy sturage. access and |

and public agencies to mal‘u: more informed and t '--j
coordinated decisions. It improves citizens interaction
with the government by providing online services to |8
conveniently and efficiently engage with the public.

5.6.2 Banking Industry

Cloud-based solutions minimize the neEﬂ for expensive

n-premise IT infrastructure in bankingnndustry leading to
sigmﬁl:anl cost savings. It has' revolutionized the way
banks operate, maﬂaﬂa data and interact with customers.
It enables banks to provide more personalized and
efficient online services. It also helps in preventing frauds
and cyberattacks.

bl
.:. ;r_}EL.....l:.._.L_.n-q.a-u.a . =

Il
| |
||
i
| |
i
||
it
i
I
IE
]
i
it
It
iE
iR
B



S T T T T T I e e e W— V) R S S _—_wn------l
4 v -I ™ “‘.ﬂ"- n Y-

5.6.3. Education Sector |

Cloudco waig imprnm weratl tnstftut:mal eﬂicien:y
Cloud-b- »d solutions streamhne administrative tasks
such a. student enrolment, grade management and
attendance tracking. The online platform of LMS {Learning
Management System) provides easy access to course
material, assignments, assessments and announcements
and efficient interaction with teachers and administrative
staff. It enables online classes, workshops and training,
saving costs.

5.6.4 Businesses

Cloud computing has revolutionized businesses. It enables
businesses to store their data and applications on the
cloud for easy access from any location. Mobile access to =
data via smartphones and other devices allows staff to |~ | !
keep instantly up-to-date with cmtmneriand co-workers, || ' -

It reduces operational costs as IJUSii"-EﬁSEi d::l not have to
own, manage and maintain on: premise servers. It also
provides more qqs[~§ﬁect¥ve'¢yber security for protecting
data and applications stored on the cloud.

53.6.5 Transport

Cloud-based solutions facilitate intelligent transport
systems that streamline operations, improve
collaboration and enable adoption to new technologies.
Cloud computing applications related with transportation
improve fleet management, route planning and freight
tracking. E-ticketing enhances passengers’ travelling
experience. It allows easy access to data and applications
with mobile devices having Internet connection which
enhances collaboration with partners and customers.
Cloud computing makes transportation more efficient, faster, easler and relisble,

5.6.6 Healthcare

Cloud computing has transformed the ‘health:are sector
with valuable innovations.| Cloud computing in hospitals
makes it easy for doctors to view and share patients’
medical records and update it in real-time. It helps
doctors in providing better treatment based on
comprehensive past history of patients. Telemedicine

platforms enable virtual consultation with patients using
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video conferencing with hentthram pru-ris.‘.‘uers rEfrmtEl}r It provides healthcare to patients unable
to travel to hospitals. IF allaws patients to access their medical reports, lab testing reports and
doctor’s notesinreal-time.

5.6.7 Media and Entertainment

Media and Entertainment companies are i'mwing to the
cloud technology as it provides them platform to deliver
digital contents to their customers in an efficient and
effective way. Cloud provides fast access to movies, songs
and other digital contents from any location with an
Internet connection, It allows Entertainment companies
to deliver things on time and give users what they want.
Media and Entertainment companies are using cloud
platforms such as Netflix, YouTube and Spotify to adopt
cloud technology and fulfill their customers’ demands.

U WP

5.6.8 Software Deve lopment

Cloud computing prnﬂdﬂ; on: demqnd tamputer
resources such as storage | \and. processing power to
software ﬂﬂﬂom.frs 10 develop software, It provides

significant cost savings for software development as it Cloud-based
works on pay-as-you-go basis. Developers can add extra por Software
resources whey they are needed or remeove unused & g» Development

resources to save costs. It allows software developers to
collaborate in real-time from any location using cloud-
based tools such as Dropbox and Google Drive for storage
and file sharing. It speeds up the work involved in the
development of software.

5.7 Neural Networks and Deep Learning

Neural networks and deep leamning have some differences but they are clusel;r related Both of
them are subset of Machine Learning (ML).

Machine learning is a branch of artificial intelligance that teachas r:u-mputers to learn from data
Inputs and experience like humans without direct programming. Machine learning algorithms
enable computers to train on data inputs and analyze it to produce accurate output. It recognizes
patternsinlarge datab_nlsﬂs to bufld models to automate decision-making.

: 5.7 Heural-Heltwurks

Neural networks are simulations of working of human brain, They are based on the functioning of
neurons in the human brain. It is a network of neurons that receive and send information
throughout the network te make predictions and solve complex problems in a humantlike manner.
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Aneuron can be defined as qooihﬁ@tgﬂﬁﬁ}il {init of a neural netwaork.

Neural networks haye layered approach to process information and produce output. Neural
network comprises of the following three layers of neurons or nodes.

2 Input layer: Input layer consists of one or more neurons. Each neuron receives raw data from
the outside world. The raw data can be text, image, video, etc. The input data is passed on to
the hidden layer. Each neuron of input layer represents a feature of input data.

< Hidden layers: There are one or multiple hidden layers which are between the input and

output layers. Number of hidden layers and the number of neurons in each layer depend on the
complexity of prablem.

2 Output layer: This is the final layer that produces the output. The output layer can have a
single neuron or multiple neurons depending on the task. For example, for classifying whether

an email is spam or not, the output layer will have only one neuron. Problems that require
multiple output will have more than one neuron in the output layer. :
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Neurons of input layer receive input and pass it to the hidden layer through the synapse
connection. Synapse is a small gap between the layers of neural network that allows Information
to pass from one layer to the next. AN

Weights A 0 AT LY

Weights represent numerical values associated with the connections between neurons. Weights
determine the influence that one heuron's output has on another neuron's input in the next layer.
Weights act as coefﬁciems that can increase or decrease the importance of specific information.
Weights are zidjds’téd to minimize the difference between network's prediction and the actual
output. The purpose of using weights is to fine-tune the neural network to make accurate

predictions.
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Biases are numerical constants associated with each neuron. Biases are added to neuron's output.

The purpose of biases is to provide adaptability to ensure that the network can learn and make

better predictions. Suppase a neuron processes the brightness of an image pixel. It will only

activate when the pixel's brightness reaches a certain threshold. The bias can allow the neuron to

activate even if brightness is below the threshold. Biases provide flexibility to -neurons to
: activate in various input conditions. This helps in handling complex patterns in input data.

Activation Function

When a neuron receives input values, the activation function determines whether the neuron
should be activated or not. In other words, the function decides if the input to a neuron is
important in predicting the output. The activation function applies mathematical operations to
weights associated with the inputs and outputs a value. If the output value of function reaches a
threshold, the neuron is activated and the output value is passed on to the next hidden layer or
used as final output. Otherwise, the neuron Is deactivated and its value is not passed on.
Activation functions are used in mapping the 1n|:rut valuestod dfﬁimdoutpuﬂm the last layer.

Loss Function. 2 RiVisi(aneceintey
Loss function Getgrmines=mﬁj;pﬁd'a"'ft¢mﬂ network model is in solving a problem. It means how
well a neural ks predicted outputs match with the true outputs during the machine

learning qucass it evaluates the performance of a neural network model and helps in optimizing
it by minimizing the loss. Minimizing the loss means reducing the mistakes on the leaming data.

How a Neural Network is Trained?

Neural network models represent Al algorithms that accept a set of input data and predict output
rather than directly implementing algorithms in programming languages. The neural networks
learn through two processes known as feedforwad propagation and backpropagation.

Hidden layers ' 2
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Feedforward Propagation | |

In feedforward propagation infnrrnatiun is fed in the forward direction. It is passed on from the
input data layer and then through the hidden layers and finally to the output layer. Neurons in
each layer accept input data and process ft using activation function. Based on the output values
of activation function, it is decided whether the output values should be passed on to the neurons
in the next layer or not. Those neurons whose output values are more than a certain threshold
pass on the output value to the neurons in the next layer. Each neuron of a hidden layer receives
input from the previous layer, processes'it in the same way and passes on to the next layer till the
final result is produced by the output layer.

Backpropagation

Backpropagation Involves comparing the output produced by the output layer with the actual
output. Loss function determines how well the network model Is performing by matching the
predicted output with actual output the network fs meant to produce. The loss function fs used to
optimize the performance by minimizing the loss. The weights of the: neurons are modified
working from the output layer through the hidden layers and finally the input layer. The
backpropagation causes the neural network perfurm bette-rbp re:ludng the difference between
the actual output and the predicted output. | |

After the network has been th;ined with varinus sets of input data, it is ready to accept new sets
of data it has neverseen befnre and processes it to predict output.

5.7.2 Real-life Example of Application of Neural Network

The real-life example

7 Area (feet? ¥ .
presented here is about ose) ey ‘ ‘;F___#,_,.-wmmuum
evaluating the price of a ! Weight of bedrooms
house. There are many Bedmors X Hﬂtmm*ﬂ“w;ﬂ*_““
parameters that influence s’

the price of a house. We

are going to consider the | Distancetodty (Km) X, e i
- ~ Weight of distance 1o city

following four parameters —— o stance

only to keep the example T Weight of house age

simple,

> Area (Square feet)

3 Number of bedrooms

+» Distance to city center
(Km) R

P House age

A simple weighted sum model of neural network to predict the price of a house is shown in

Fig.5.30. This neural network model can be trained to predict accurate result following the steps
that have been described earlier.
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5.7.3 Deep Learning and Heural Netwnrks

Neural networks prqhﬁﬁrh fdurrdntwnal huﬂdmg blocks for machine learning whereas deep
learning EmnhES‘IIH the depth of the neural network. Deep learning models employ neural

network architecture. Therefore, they are often called deep neural networks, Without neural
networks there will be no deeplearning.

5.7.4Deep Learning (DL)

Deep learning Al technology has revolutionized the world in solving complex problems. It uses
deep neural networks to enable computers to autonomously extract hidden patterns and features
from huge amount of data sets for making decisions. It provides human-like thinking ability for
developing intelligent systems. Compared to machine learning, deep learning requires vast
amount of data sets, takes more training time and requires high performance computers with
GPU (Graphical Processing Unit). The GPU can process multiple data sets at the same time. Deep

learning algorithms improve their decision making capabilitiesovertime as rnun: sample data is
input in the computer.

5.7.5Applications of Deep Learmng

Deep learning applications : are usedin rnanrmdustnes Many penple are using it in their everyday
life. Following are snrne pnpuiar aﬂplh:atms of Deep Learning.

1. Hat urainnm.natge ﬂru:esslni {NLP)
NLP is an important application of DL. It | . NLP
allows machines to understand human |
language. It can interpret text and speech.

DL-based NLP teaches computers and robots

to provide suitable responses to linguistic
inputs, Some widely used applications of |
NLP are language translators, sentiment |
analysis and customer service chathbots, ~ Fig 531 Natural Language Pr
2. Healthcare = e

5
f Wt

% |
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Natural
Language

Processing

DL-based applications are extensively
used in healthcare sector by medical | |
professionals to achieve higher |
quality of service and provide better—
healthcare to patients. it is used for | '
diagnosis of life-threatening diseases '
such as -:ancgr:qnd'blialhei&ié through
medical imaging. It is also used for
acute disease detection, smart
health monitoring and medical
research.

A3
' Smart Health

¢ Hatianal Book Foundation Unit 3: Applications of Lomputer Soenle
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3. Fraud Detection L
DL can identify fraud and provide protection
against it. For 'example, it can detect
suspicious attempts to login into your
. account and inform you about it. PayPal used
DL-based predictive analytics technology to
detect and prevent fraudulent activity. DL
has the ability to make fraud more
predictable and avoidable.

4, Self-driving Car

Self-driving car is an autonomous
vehicle based on DL technology that §
is capable of sensing its environment
and operates without human
involvement. It uses various sensors
tocalculate distance between nearby
objects. It uses data from cameras,
sensors and geo-mapping that enable |
it to detect traffie lights/ récognize
signs and avoid pedestrians. Self-
driving car can be wvery helpful to
particularly elderly and physically
disabled people for travelling. Tesla
is an example of self-driving car
designed and manufactured by Tesla
Inc.

5. Robotics ]

Robotics is a branch of computer
science and engineering that
involves designing, development,
manufacture and operaticn of a
robot. DL technology is heavily used
for building robots that can perform
specific tasks with Llittle or no
human intervention. A ropat, has
various se.nﬂ?f.ﬁ;;-_t‘fétm'Er'ai.
microphone and itis controlled by a
computer system. Robots are used
in manufacturing industry,
transporting goods in warehouses,

T~
DL and Fraud Deteclion

ey i » e - T i i i
S e = = N B M R o R e ) s et ) ) G G Bl G e s e



hospitality industry, padtag'lng nvedtche. peﬂunning nperatinns. handling hazardous material,
working in extreme lﬂnpermn’e etc. - - - =

6. Entertalnmeﬁt N

DL applications are used in entertainment |
platforms for content personalization, DL- |
based algorithms can analyze vast amount |
of user data such as browsing history, |~
preference, interests and behavior to
provide personalized recommendations.
Companies such as Amazon, YouTube, |
Netflix and Spotify provide personalized | &S
movies, songs and videos to enhance their | =

customers’ experience.

5.7.6 Relationship Between Al, ML, Neural Netw:rk and DL\

Although the relationship between Al, ML. Hel-lrll ﬂem Hﬂd DL-are distinct but they form a
close relationship. AR

P Al fs at the core o uﬁ Eelatinnship used l:o create machines that can simulate human
intelligence, Jr'heré ‘many applications of Al. Some of these are Robetics, Computer Vision
and Virtual Assistants.

2 ML is a subset of Al that focus on the development of algorithms to learn from training data
without explicit programming. Some e s
examples of ML are Email Spam
Filtering, Online Fraud Detection and
Product Recommendation.

» Neural network is a subset of ML, Neural
networks simulate human brain to
develop algorithms that recognize

y pattemns to help in making intelligent
decisions. Examples of application of
neural networks are image recognition,
Stock Market Prediction and Weatl'ur
Forecasting.

2> Deep Learning is a spec‘lﬁi;md frbm uf ML that uses neural networks with multiple hidden
layers. Itis parﬂ:ufarwmed in handllng large datasets. Some of its applications are Language

Translation, Hatural Language Processing, Self-driving Car, Healthcare Diagnostics and playing
strategic games such as Chess.
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5.8 Data Sharing .‘Fnd Prwacy

5.8.1Data 5haring

Data sharing means making the same data available to multiple users, applications and
organizations. Data sharing has many benefits,

Benefits of data sharing

> Data sharing improves efficiency and collaboration within |
an organization, with business partners and with wider |
community. It promotes transparency, research and
enables businesses to offer better services to the society.
For example sharing data in health sector will be helpful in
medical research to provide better healthcare services.
Sharing result data by institutions will reveal their g
academic achievements.

2 Data sharing has significant positive lnﬂuemce unﬂqmsgnn-maka‘ng ah!lmes of policymakers,
managers and teams. Effe:tive decis#un-rmkmﬁ essential for successful organizational
performance. AL

2 Itallows to bu-ihl‘teiatﬁmhn: vnth customers. It improves marketing of products and services
by reaching nut'penple with right offer.

< Datasharing by government plays an important role in formulating public policies and planning
delivery of services. Sharing the right data and collaboration among government agencies
results in improving citizens lives.

5.8.2 DataPrivacy

Data privacy generally means the ability of a person
to control his personal information and get to know
when, how and what personal information is shared
with others. Data privacy applies to sensitive data [REREES DATA
such as Personal Identifiable Information (PIl), ; PRIVACY
Personal Health Information (PHI) and financial [*

information of businesses and organizations. Pli_§
includes information such as names, ID numbers; |1}
email or postal addresses, birthdates and contact- | |
numbers. Sensitive data ahﬂﬂt ﬂ!‘ﬂp’lb’j’ées, l-'\._ Fig. 5.39 Data Privacy .
customers and :.hnrqi;uttl_éh plays an important

role In operations and finances of businesses and organizations.

5.8.3 Data Sharing and Data Privacy Conflicts
With the increased use of Internet over the year, the importance of data privacy has increased as

§
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websites, applications and social media pl.atfnrmr.
collect and store persenal| data about Lsers to
provide services. Drdering food online or
purchasing items. from online stores is very
common for which people share personal
information, Data sharing has many benefits but it
comes with many risks and challenges.
Organization need to identify the risks when
sharing personal data and know who has access to it
and how it is used. Shared data can be exposed to
potential threats such as unauthorized access,
misuse and theft. It is challenging to ensure that
data is shared for the right purpose, particularly
sensitive and confidential data. Unauthorized and illegal access to shared data can result in
invasion of privacy, personal safety risk and it can also damage repulatmn Thu;, we can say that
data sharing and privacy have conflicting requfrements

9.8.4 Misuse of Personal Data’

Misuse of personal information can hnve var;r harmful
consequences for In_qﬁ\rlduals ‘businesses and the
whole society. It 'is of the utmost importance for
individuals, organizations and governments to
maintain ethical standards and follow data protection
regulations when collecting, sharing and processing
personal information. Respecting others privacy rights
when collecting personal information and ensuring
ethical practices contributes to a more trustworthy
and safe digital environment.

5.8.5Safeguard Against Information Misuse

Data protection regulations have been put in place by
governments all around the world. These include
General Data Protection Regulations (GDPR) and the
California Consumer Privacy Act (CCPA). GDPR has
developed rules and regulations how the personal data
of individuals in European Urion (EU) canbe collected,
stored and processed. CCPA regulates that consumers
should know what personal data is collected and gives
consumers control over their personal data such as
right not to disclose or sell it to others. Governments
around the world may pass additional data privacy laws in the future as many people think that
individuals do not have sufficient control over what happens to their personal data.
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5.8.6 Assessment nf Pt;ilices tu Protect Stakehulders Interests in Data
Privacy Conﬂh;ts

The following are the steps to assess data privacy conflicts among stakeholders and find its
practical solutions.

1. Identify the Source of Data Privacy Conflicts

It is important to identify the root causes of data privacy conflicts for addressing these
appropriately.

The following are the sources that can cause data privacy conflicts.

2 Inconsistencies in organization's data governance policies, Data governance refers to how data
is collected, stored and processed and who can have access towhat kind of data.

< Conflicting standards and expectations related with data quality, security and accessibility
among data users and providers. Data quality refers to data accuracy and relinbiut‘_ﬁ

2 Ethicaland social issues related with collection, use or sharing of personal data.

< Different interpretationsof s-rivscy tai-rk la-:k nf ctanwin da!a handling policies or conflicting
interests among stakehaidafs Wy

> Misundesstanding r'mudptaais hﬂing used

<» Different data. pmtecﬁnﬂ laws and regulations in different countries and regions.

2, Negotiate and Compromise to Resolve Conflicts

The following are the important points to resolve conflicts.

S The stakeholders should negotiate trade-offs for their interests and objectives. They should
establish common grounds to seek mutual agreement and compromise.

3 Stakeholders should engage in dialog to understand each party's prierities and limitations.

3 Stakehelders should balance the need for data access and usability with the need for data
protection and encryption.

3 They should balance the need for data completeness and accuracy with the need for data
minimization and anonymization

Data minimization means to limit the collection to personal 1nfurmatiun to what is necessary to

accomplish a specified purpose, ; l

Data anonymization is the process of aheﬁng or rermslng pemmally ‘dentiﬁahie information
from datasets to protect privacy of indiﬂdual.s while enabling fts utilization in software testing
and analytics. For example, alterh\gﬂrremnving the house number from the address of people so

that they are ngt identifiable.
1. Implmnﬂn;the Solutions
The agreed-upon solutions among the stakeholders should be effectively implemented to resolve

data privacy conflicts.
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< A data privacy framewwk shuutd heu adupied "Lhat 1mplernenu all the aspects of data
governance slrateg)r_ | 'RE

2> Data privacy tools shl:h as data encryption, data loss prevention, firewall, etc. should be
appliedto control information that is being shared.

< Data privacy compliance should be monitored.

% Training programs should be conducted to engage employees at all levels in addressing
concerns related with data sharing and gaining their support.

2 Feedback should be taken from all the stakeholders for monitoring effectiveness of
implementation of solutions and identification of areas for improvement.

5.8.7 Developing Data Governance Policies to Mitigate Data Sharing and
Privacy Conflicts

Well-structured data governance policies are essential for handling data in compliance with laws
and regulations. Conflicts in policies can cause confusion, inefﬁcienqarﬂ Eﬂmlﬁiﬂlissues

The following are the steps to develop policies for umall mhhagement of data collection,
availability, usability, htegnt]rand mﬁtﬁﬁ\qnnrganmﬁm.

1. Assess Context - | >
The fullu'winuomt; ﬂqulidbe tnnsidered for assessing context.

2 Assess the context in which the current conflicting policies were developed. Determine
whether any policies are outdated or were developed for specific scenarios that no longer
apply.

2 Identify the reasons behind each policy and find out which aspects are open for revision and
which are non-negotiable due to legal compliance.

2 Determine the best course of action through assessment of the context in which conflicting
policies were developed and what were their intended outcomes.

2 Identify each policy’s objectives and compliance requirements and analyze how they align
with the overall goals of the organization.

¥ Involve the stakeholders to understand their point of view on each policy.

<> Access the risks and benefits associated with each policy rehted with Eactm such as data
privacy and security. A AaraSN

2. Identify the Stakeholders N\ A0 A WY -'

Identify the stakeholders who will be trnpacted by the cmﬁicting policies and who will have the

authority to modify. them. Stakeholders include department heads, IT security teams, legal

advisors and pnyﬁther |Lelevanl: parties, Engage the stakeholders to get their perspective whichis

important for understanding the implications of each policy. This will help in bullding consensus,

developing more balanced policies and make certain that all the issues are addressed and aligned

with the organization'sobjectives.
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3. Evaluate Risks - \

it is critical to assess risks assatiated w'lth Eal:h |.'.I’.'II'IE';I" Evaluate the possibility of risks considering
security of sensitive _quﬁntim consequences of non-compliance with the regulations and
reputational damage. Consult with stakeholders and legal advisors to get their perspective about
risks associated with policies. Document all the decision-making process and clearly
communicate toall the stakeholders to maintain transparency and accountability.

4, Propose Solutions

Propase solutions after analyzing the strength and weaknesses of each conflicting policy. Pay
close attention to compliance requirements and organizational goals. Solutions may involve
suggesting change to one policy, combining elements from two or developing new policy. Ensure
that solutions are specific and actionable. Policies that are not clearly stated may lead to

misunderstanding and confusion
5. Implement Changes

The final step is the implementation of solutions that have been agreedrupon by the
stakeholders. This includes updating documentation and, r.qrmnm:tattng changes in the policies
to all the relevant parties. This may also réquire pmvfdhgtralmng if needed. It is important to
monitor the implementation of changesarh:l‘ nbtaln feadback to improve data governance within
the organizations. ] S

5.8.8 Pnncip[es' -'édﬁbtéd by Organization for Economic Cooperation and

Development (OECD) on Data Sharing and Protection of Privacy

The OECD is an international organization of 37 member countries established in Paris in 1961, It
was established to develop social and economic policies and international standards for better
lives. It focuses on issues such as trade, environment, technology and education. Pakistan is not
member of OECD but has been regularly invited to participate in its meetings.

@) OECD

™ Fg.sa nrgantzgtm for En:nmmcmﬂm and Develbpment Logo
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The following are the pnnnples adapted by E}ECD on data sharing and protection of privacy.

 There should be limits tn how much personal data can be collected.
 Personal data, when collected, should be accurate and related to the purpose it is being used
for.

D The use of personal data should be specified.
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P Data should not be used for purposes nUier ﬂftaﬁ-.ﬁh:diﬁs-iﬁedﬁed.
 Data should be kept secure. || '
> Personaldata collection and usage should not be kept secret from individuals.

D Individuals have a number of rights, including the right to know who has their data, to have
their data communicated to them, to know why a request for their data is denied, and to have
their personal data corrected orerased.

¥ Anyone who collects data should be held accountable for implementing these principles.
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Sum mary

2 Internet of Things, (IuT_I Is'a netwnrh uf phwcal devices having sensors such as smart
phones, EI'TIHE watr:hés smart security systems, smart home appliances, smart TVs and
smart doors, connected through Internet for communication with each other,

P Smart homes are residences equipped with |oT enabled home appliances connected toa
central hub. The central hub receives data from sensors and processes it to take
decisions.

2 The NDMA developed mobile app aims to empower individuals and communities with
vital information to effectively prepare for and respond to potential disasters.

2 Blockchain Is a distributed ledger (database) of records or transactions that is shared
among many network users. The ledger continuously grows as more records known as
blocks are added. Blocks are chained together using cryptography to enhance mcurity
against fraud and increase transparency.

2 Cloud Computing refers to the use of hosted services such as, servers, data stcrage,
databases, networking and software gver the Intﬁnet These ier-rices are maintained by
cloud service providers and areavaﬂablew demand,

2 Machine Learning is a hrarn:h of artiﬂclal intelligence that teaches computers to leam
from data inputs, aﬁdua'-xpeﬁence like humans without direct programming. Machine
learning aigﬁﬁthms enable computers to train on data inputs and analyze it to produce
accurate output.

2 Neural Networks are simulations of working of human brain, They are based on the
fmttinning of neurons in the human brain. It is a network of neurons that receive and

send information throughout the network to make predictions and solve complex
problems in a humanlike manner.

2 Weights represent numerical values associated with the connections between neurons.
Weights determine the influence that one neuron's output has on another neuron's input
in the next layer. Weights act as coefficients that can increase or decrease the
importance of specific information.

< Biases are numerical constants associated with each neuron. Biases are -added to
neuron’s output. The purpose of biases is to pmﬂde adaptabﬂitr tu ensure that the
network can learn and make better predicﬂﬂﬂs

& Activation Function applies mamematlcal nperatiuris"lici we:ghts associated with the
inputs and outputs a value. If the output value of function reaches a threshold, the
neuron is activaied and the output value is passed on to the next hidden layer or used as
final output. |

2 Loss Function determines how good a neural network model is in solving a problem, It
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means how wal;rpeurainan-.inrk 4 predicted outputs match with the true outputs during
the m;chim learning process. It evaluates the performance of a neural network model
and helpsin optimizing it by minimizing the loss.

2 In feedforward propagation information is fed in the forward direction. It is passed on
from the input data layer and then through the hidden layers and finally to the output
layer.

» Backpropagation involves comparing the nutput produced by the output layer with the
actual output. Loss function determines how well the network model is performing by
matching the predicted output with actual output the network is meant to produce. The
loss function is used to optimize the performance by minimizing the loss.

2 Deep Learninguses deep neural networks to enable computers to autonomously extract
hidden patterns and features from huge amount of data sets for making decisions.

2 Data sharing means making the same data avallable tu mu[tlple Hsﬂ}. lppl‘icatmns and
organizations. { 3

1 )
.. I

& Data privacy genera.ily mean_sﬂ'.e ahlhty uf a person to cnnlrnl his personal information
and get to know 'Ml-eq h!:lw and what personal information is shared with others.

> Data En'rqmﬁnbnrefm to how data is collected, stored and processed and who can have
access to what kind of data.

» Data Minimization means to limit the collection to personal information to what is
necessary to accomplish a specified purpose.

D Data Anonymization is the process of altering or removing personally identifiable

information from datasets to protect privacy of individuals while enabling its utilization
in software testing and analytics.

> The Organization for Economical Cooperation and Development (OECD) is an
international organization of 37 member countries established in 1961. It was established
to develop social and economic policies and international standards for better lives. It
focuses on fssues such as trade, environment, technology and education.
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H Select the best anpm.-r fur the fnllmnﬂng Multiple-Choice Questions (MCQs).

10.

Which of the following technologies uses distributed ledger?

a. Cloud computing b. Neural network

c. loT d. Blockchain .
Which of the following Is used for remote patient monitoring?

a. Smart medical bed b. Smart wearables

c. Smart ambulance d. Drone

Which layer feeds the raw data into the neural netwark?

a. Hidden layer b. Input layer

c. Network layer d. Output layer

Which of the following represents numerical values associated with the cunnectiuns between
neurons? = (1N (O

a. Weight o 0b,Bheef\{T\ N (E4

€. Activation function X dl Lﬂﬁif&hﬁ't}bn I

which of the fulluwing ﬁeudes if th& mput taaneuron is im portant in predicting the output?
a.Weight J';-"T AN :_I"-| A b. Biases

c. Activation functinn d. Loss function

Ability of a person to control his personalinformation is known as:

a. Data protection b. Data privacy

c. Data copyright d. Data transfer

Which of the following is used for training robots in performing complex tasks?

a. Artificial intelligence b. Machine learning

c. Neural network d. Deeplearning

Which of the following alters personally identifiable information in datasets to protect data
privacy?

a. Data minimization b. Data anonymization

¢, Machine learning d. Deep laammg

The technology used to enhance security againsl Fraut,:f .and Inf.:rea.se I:ranspa rencyis:

2. loT N et J.'i Cl.uud l:nmwtlng

c. Blockchain N -' A L d. Neural network

Which of the fqu,u-n'ing ful:us on the development of algorithms to leamn from training data?

a, Robotics b. Natural language processing

c. Machine learning d. Cloud servers
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M Giveshon aHblrers o the followingShort Response Questions (SRQs).

Give three reasons how loT can reshape traditional agriculture and improve farming in
Pakistan!?

Describe three benefits of using loT in manufacturing industry.

Describe how 10T can be helpful in controlling air pollution fn Pakistan.

Describe the purpose of National Disaster Management Authority (NDMA) mobile app?
Differentiate between neural network and deep learning.

Briefly describe the applications of deep learning.

Describe three benefits of sharing data.

Briefly describe how personal data can be misused,

What are the benefits of using cloud computing in business sector? _

iﬂ Differentiate between data unnnymizntinn nnd l:lubu mini[ni:nt‘run‘wﬂ!h exa mp‘les

i
.

© PN W AW

Q' Give long answers to the falhmrlhg Eterided Response Questions (ERGS).

1. Mention two appllqatlms m‘ loT w:hnlng]r applicable to Pakistan that are not presented in
the text book. Why they are needed and what improvement they canbring?

r & Mtntinn two applications of Blockchain technology applicable to Pakistan that are not
presented In the text book. Why they are needed and what improvement they can bring?

3. Develop asimple neural netwark model to predict price of a smart mabile phone based on five
specifications such as processor, camera, screen size, battery life, etc.

| 4.  Mention four risks associated with data sharing and privacy in organizations.

5. Briefly explain how data governance policies can be helpful in mitigating data sharing and
privacy conflict.

Mention five reasons due to which data privacy conflicts can arise among stakeholders in
organizations in Pakistan,

Which principles should be adapted for data sharing and protection of privacy in Pakistan? |
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Proyide students v %@w;rmﬂmx'mﬁsmmummngm

he Cambridge Analytica scandal, and ask them to evaluate the situation and
i icceptable compromises. This exercise will allow students
world examples of data sharing and privacy conflicts and

Bvent terrorism, while the other group could argue that this would
Xercise v .___ﬁdl;;;d_&lltstnprmmmﬂuirpﬂhumm
nskills,

=T I
', a5 Well as the Impartance of protecting fndividuals’ privacy rights. This

and privacy conflicts in the news or
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[‘ﬂ Learning Outcomes

At the end of this unit students willbe able to: .~ /7= (L~

- Identify and apply safe practices when mll&bﬂratmgun_'_, . rator online platforms.

- Discuss security threats, anﬂmiligaﬂun m:h as'2FA, blometric verification, and secure
techniq:,resfurtra "Tttingdataetc =

-
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Introduction- [\

In today's digital world, using unhne platfanm; fﬁnr cullabnf‘atlnn requires awareness of cyber
safety practices. It is crucial’ ti;r fdentify ‘and-apply security measures to protect participants’
privacy. Techniques. like pln-fattur authentication, biometric verification, and secure data
transmission arejessent:al Ensuring everyone has equal access toinformation, regardless of their
background, is also important. By working together on these strategies, we can create a safer and
more inclusive online environment for all,

6.1 Security Protocols

Security protocols are vital for protecting
data in today's digital world. They set rules
and procedures to prevent unauthorized
access and tampering. These protocols
ensure confidentiality through encryption, Ef- .
maintain data integrity and verify user (o

identity with authentication methods. Jdi{oljele(o] B
They also control access, secure data
transmission, and ensure compliance with‘
regulations. Additionally, they prulett"-.
against malware, support qila backup and
recovery, reduce risks, and build trust. Security protocols are essential for data protection, risk
management, and regulatory compliance,

6.1.1 Need of Security Protocols:

Security protocols are crucial for keeping data safe in today's digital world. They create rules and
procedures to protect data from unauthorized access, tampering, and interception. Here are

some key reasons why security protocols are important for data protection.

Data Integrity Authentication Access Control

s e s ce— L = & oilf

Protection
Data Backup

and Recovery

! —
Jgcure
Against Malware

Transmission

B and Cyberattacks

Confidentiality:

Security protocols, like encryption, keep data confidential. Encryption changes data inte a
format only accessible by authorized parties with decryption keys, This stops unauthorized
individuals from accessing sensitive information.
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Data Integrity: RARARARAE

Data integrity @nsures that information remains
accurate, consistent, and unaltered during storage,
transmission, and processing. Security protocols like
encryption protect data integrity by preventing
unauthorized changesor fraud,

' Authentication:

! Security protocels use authentication to verify user or
device identities. This ensures that only authorized people
or systems access or send data. Common technigues
include usernames and passwords, multi-factor
authentication, and digital CEI"HﬁCE'bES-EH electronic
dﬂcument used I;q prnvegwnermtp

Access Control:

70y :
Security protocols enable uct&ﬁ cnntl‘ut mechanlsms These
controls decide whe ttr?{ acce&s» ‘change, or send data. It
ensures only, authorized users access data, systems, and
places. It is done through various methods to protect
information and privacy, preventing unauthorized access or
misuse.

Secure Transmission;

Sending data online can be risky because hackers might try
to spy. However, tools like S5L (Secure Sockets Layer)/TLS
{Transport Layer Security) for websites and YPNs (Virtual
private networks) for remote connections encrypt your
data, making it like a secret code that only you and the
intended recipient can understand. This way, even if
hackers try to listen, they I:.mnnl. ma&e sense of the
infnrmathn \ N

Protection Against Malware and
Cyberattacks: R W
Security protocols help prmt_e;_:t‘agaﬁﬁs't' m Iatwa re,
viruses, and cyPerattacks. Security protocolsare
guard against malware and cyberattacks.
Firewalls and anti-malware tools are examples
of security measures that rely on protocols to
function effectively.




Data Backup and Recovery: | K

Data security protocols cover backip and recovery. ﬁ:
Regular backups and secure storage rules make sure
data can be brought back if it's lost, hardware
failure, or there is a cyberattack.

Data Backup & Recovery

6.1.2 Information usage and collection:

The main rules for collecting and using data are being clear, getting permission, and following the
law. Organizations should explain why they collect data, ask for permission when needed, and
protect data well. Breaking these rules can lead to big problems, legally and in how much people
trust them.

Collection:

Collection is the process of gathering information from various sources for analysis and decision-
making. It involves methods like surveys, interviews, sensors, or software to collect data in forms
such as numbers, text, or images.

UHEE: If « I | b ik

Data has many useslike offering services, making products better, chstdmiitng content, and doing
analytics. q AR A

» Tounderstand customer rrgfe'fﬂxasnnd improve productsor services.

& Totrack studgntperfdﬁn ance and enhance learning methods,

3 Tomonitor patient health and develop treatments.

3 TotrainAl models or enhance apps and systems.
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6.2 Risks of Sharing _,P_ﬂva_ﬁg Information

Sharing private information can make identity theft more likely. Identity theft happens when
someone uses your personal details, like your name or credit card info, without permission for
fraud. It can lead to big problems like losing money and harming your reputation. Thieves usually
get personal info through various ways.

Phishing:

Scammers may send fraudulent emails, texts, or messages |
that appear to be from trusted organizations. Scammers ;
asking you to provide personal information like passwords
or financial details.

Data breaches:

When organizations or websites are attacked online, they
might lose customer data, and if. youre one of their
custorners, yuur data’ cu‘ul:j be at risk too. Identity thieves
[might' try to. trick people into giving away personal
\ fnfurrnatiun by pretending to be someone trustworthy.

Lostor 5tulenitams'l N

Physical ItEfl‘lS hke wallets, laptops, or documents containing personal
information can be lost or stolen and then used by identity thieves.

Online scams:

Scammers make fake websites or ads online to fool people into
giving personal information or paying money to the wrong

places.

6.3 Best Practices to Prevent Identity Theft

Be careful about sharing personal information,
especially if asked through email, phone, or social |~ =
media. Use strong, unigue passwords for yuurnnﬁnﬂ .
accounts and consider a passwurﬂ manager l'.nkee;: '
track of them. Enable multi:factor authentication
(MFA) for extra .'.u*:«:urrr‘J Regularly check your
financial statements and credit reports for unusual
activity. Protect physical items with sensitive
information, like IDs, passports, and credit cards.

Learn about comman scams and be cautious with “ |
*

— e -



unfamll!,ar people or organizations. Stayrlng aler:. helps reduce the risk nf identit-,f theft and
pmteatswurpersmalinfnrmatiﬂn W\ AT e WA

6.4 Cyber-atl:acks

Cyberattacks put, both pmple and ﬂrganuatiuns at risk by targeting their security and privacy.
They come in different forms like DDoS

attacks which overwhelm systems with
traffic; ransomware, which encrypts files
and demands a ransom; and spyware, which
secretly gathers information. Viruses,
phishing, and various types of malwaresalso
pose significant threats.

Staying informed and implementing strong
cybersecurity measures can help protect:
against these risks.

6.4.1 Typesofcyber-attacks:

Certainly, there are various types of csrh-'erattacks that, threaien the security and privacy of
individuals and organizations. ) ot

DDoS (Di 5tnbuted Denl?l of, Servfce}ﬁttack

infected cmnputers work together to flood a website or =
system with too much traffic. This overloads the target,
making it slow or completely unavailable to regular users.

. Ransomware:
F‘ﬂ .. "F Ransomware is a type of malicious software that locks or

| =B
_E&m | Eimm || encrypts your files so you cannot access them. The
.\w\\} p attackers then demand money (a ransom) to unlock or
——

Spyware: _ i
Spyware is harmful software  that secretly ‘collects
information about mnmnewiﬂﬁu_t'-;hem'ﬁnwﬁng. Itcan
track what you type, take screenshots, or watch your
online activities, and then send this data to a remote
attacker.
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Viruses:

Viruses are programs. that cop}* iﬁEmmlves and infect a
computer’s files of! sa#tw.are They can spread to other
systems when infected files are shared. Viruses can cause
various problems, such as corrupting data or crashing the
system.

Phishing attacks deceive people into giving away sensitive
details like passwords or credit card numbers by
pretending to be a reliable source, These attacks usually
- | usefake emails, websites, or messages.

Phishing: ‘

Malware {Malicious Software):

Malware refers to harmful software like yin.rsaﬂ sn:n'-"are.
and Trojans, which can dmage-tnnmmm sysla‘nsursteal
information. A B

-'.|-L'|- Y

6.5 Security Methods

Two-Factor Authentication (2FA) and Biometric
Verification improve security by requiring multiple
forms of ID. 2FA needs two separate factors, like a
password and a phone app, to confirm identity. If one
factor is breached, the other still offers protection.
Biometric Verification uses unique physical features,
like fingerprints or face scans, for identification. Itis
convenient and tough to fake but may raise privacy
issues. Using both methods together provides strong
protection for accessing systems and data.

6.5.1 Two-Factor Authentication (2FA):—
Two-factor authenticati {,?.I*ﬁ}."- enhances security by
requiring twu sepa,rai:e' orms of identification to access
asystem, acmuu or app. Itusually combines:
1. Something you know, like a password or PIN.

2. Something you have, such as a smartphone, token, or
smart card.

= e B M Y i wey ' Ay Lo



3. Something you are, like a ﬁngarpnnfi:rfﬁc ljll recngmtmn

This approach ensures Eﬁii 1fnne factor (e.g., a password) is compromised, an attacker would
still need the secand factor to gain access.

5.2 Biometric Verification:

Biometric verification uses a person's unique physicalor _____ e —
behavioral traits to confirm their identity. This includes |
fingerprints, facial features, iris patterns, voice, and
even typing or walking patterns.

To access a system or device, users provide a biometric
sample, such as a fingerprint or face scan. The system
then checks this sample against stored data to see if it | :
matches. Biometric verification is convenient because it "-_ Fig.6.24: I
eliminates the need for passwords or PINs and is hard to ' .
fake. However, it raises privacy concerns due tu the sensatwafnatule iaf' I:npfhefn:."data and how it
isstored and used. 0\ . \\ VLW Y

6.6 Safe Transmlssibﬁ of Data |

Safe data transm;ss:unl Ju'}-irhb.ms securing information as it moves between locations.
Cryptography T'J.i calfucial in this process, converting readable data (plaintext) into an unreadable
format (ciphertext) that only authorized users can decode. This ensures the dala stays private
and unchanged. Common methods include symmetric and asymmetric encryption, and protocols
like SSL/TLS, which protect data in transit and prevent unauthorized access or tampering.

6.6.1 Cryptography:

Cryptography is the practice of securing &
communication and data by transforming it into a
form that only authorized parties can read. It involves TS
key concepts like plaintext (original message), |
ciphertext (encrypted message), encryption
(converting plaintext to ciphertext), decryption 8
(converting ciphertext back to plaintext), and ke-,rs -

(secret parameters for encryption and qiecr:;pmri} T .
Cryptography can be symmetric, l.mnn the same ké;r fnr Ertryptlun and decryption, or

asymmetric, using a pair of kEh'S iput:rllc 'anid ptivale). Yarious ciphers, both simple and modern,
ensure data mtegnty aﬂd Fecur‘ity, 'making cryptography essential for protecting information.

6.6. ITypesuf Cryptngraphy

Symmetric Cryptography:
Symmetric cryptography uses the same key to encrypt and decrypt data. It is fast and efficient,
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ideal for large data vuiume-a 'Fhe hfy musb be seeurety shared as arryme with it can access the
encrypted data. )
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Plain Text Clpher Text

Asymmetric Cryptography:

Asymmetric cryptography, or public-key cryptography, works with two keys -a public one for
encryption and a private one for decryption. This setup enables secure tﬂmmuni:atlun without
sharing a secret key. While slower than symmﬁnc*cryﬁnqéq’aphy. it offers benefits like key
distribution and digital signar,ures fnr autheqtrtat[un W |
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Plain Text

6.6.3 Popular Cipher Methods:
Caesar Cipher:

The Caesar Cipher is a simple encryption method where
each letter is shifted by a fixed number of positions in \
the alphabet. For instance, with a shift of 3, 'A'becomes | I[A] g] c ] D |_§| F IG H

D', 'B' becomes 'E, and so forth, It's ﬂ-haﬁll'.'ﬂ.lb.'nﬁtut!m —
cipher and among the uldest gncrypttm !eqhniquﬂ

1 substitution Cipher:

A substitution cipher encrypts by replacing each letter in the
plaintext with a different letter. This uses a fixed system
called a substitution alphabet. The Caesar Cipher is one type

of substitution cipher, but many other substitution alphabets
can be used.




Transposition Cipher: S PACRAY
Wiccmal - -

rearranging the pos of characters
in the plaintext according to a specific .
system, without changing the E;
characters themselves. Thismeansthe b oo on.,

original text is reordered based on a L-.-.__'_,__ _ . - ion

particular pattern.

—

Vigenére Cipher:

The Vigeneére cipher is a way to hide a message by changing its letters.
It uses a keyword to decide how much to change each letter. Each letter
in the message {s changed based on a matching letter in the keyword,
which is repeated as needed.

6.7 Security Protocols
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Security protocols are rules andfﬁpcedjif‘és'iﬁ-j:m&tt' data and communication on networks.

They keep sensitive information, | uJ‘E*'-'- passwords, private and safe from unauthorized access.
These prutucut_sx_l-ha‘liq f'xéﬁfy ‘User identities and ensure data remains unchanged during
transmission. Examples include HTTPS for secure browsing and SSL/TLS for secure data
exchange,

6.7.1 Types of protocols:
Transport Layer Security (TLS)/Secure Sockets Layer (SSL):

- TLS and its predecessor SSL are
cryptographic protocols used to secure
internet communication, They offer |
encryption and authentication to ensure | |
that data between a cliemt and server is |
confidential and unaltered. TLS is
commonly used in web browsers, email
clients, and many online services.

u.:.rll.l.' b e o £ i -

—\Internet Protocol Security (Ipsec):
IPsec is a set of protocols that secure
Internet Protocol (IP) cormmunication.

0 It is often used for VPMs and helps
establish secure communication

l*} . channels between networks, remote

“ clients, and gateways.
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SSH (Secure Shell): &
SSH is a protocol for seclfe remote access
to servers and network devices. It offers
strong authentication and encrypted
communication, making it essential for
secure system administration.

Secure File Transfer Protocols:

Secure file transfer protocols safeguard
files during transmission across networks.
SFTP (55H File Transfer Protocol) encrypts
data for secure and private transfers, FTPS
(FTP over SSL) utilizes SSL/TLS encryption
to protect files during transfer. Both £
methods ensure files are transmitted

securely, making interception or alteration :Iifﬁr.u{t o -': ooy

HTTPS (Hypertext Transfer Prntucnl Sémre]

HTTPS (Hypertext Trnmfer Prntucnk
Secure) is an_g;b;:nﬂiqd of HTTP used for
secure communication over a computer
network, typically the internet. It encrypts
data exchanged between a web browser
and a website, ensuring that sensitive
information, such as passwords or payment
details, remains confidential and protected
from eavesdropping or tampering.

. 6.8 Troubleshoot Security Problems

Troubleshooting security problems means finding and fixing issues to protect systems and apps. It
is crucial for safeguarding organizational data
and assets. Steps like understanding the setup,
checking logs, and running vulnerability tests
help address security worries. Following-best |
practices such as keeping software updated,
educating users, and ptannhg for: incidents
boosts overall security, gn:} lowers risks.
Remember, isg'tur{ ty'is “an ongoing process
needing constant assessment and adjustment to
tackle changing threats. Here are some simple
steps and good ways to help you find and fix
security issues.,
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11!/ Understand User Document
the Environment Education and Learn
O 0 ©0 0o
|dentify Access Control Regular Regular Testing
the Issue and Permissions Backups and Assessment

-» ldentify the Issue:

Start by clearly defining and understanding the security problem. Gather all available
infermation about the symptoms and the systems or applications 1nvalved

Y

2 Understand the Environment; AL :_.f-_i

Learn about the systems and apps, IIHEhM theyre SEI ‘up, %ﬁal' they need to work, and how
they're linked In the netwﬂ'l-n Thls l-.nqwiedge witl help find weaknesses and ways attackers
might try to getin. 1.\ \

- Access Cﬂnt,ml anl:l Férmissiuns

Check access control lists, user permissions, and roles to ensure that only authorized users
have access to sensitive data and functionalities.

«» User Education:
Teach users and staff about security basics, like not clicking on strange emails or websites,
making strong passwords, and reporting security issues quickly.

» Regular Backups:

|'|.I-"

Regularly back up your data and check that you can restore it properly. This is crucial if you
lose data because of security problems like ransomware attacks.

» Document and Learn:

Write down what happened when you had a problem and what you did to! fix 11 This written
record helps stop similar problems rrum happenmﬂ agaln and mal{es security better,”

» Regular Testing and Assessment: AN j
Continuously assess and test yaursacunh- measures to identify and lighten emerging threats.

6.9 Identifying a tybersecunty Threat

Acommon cybersecurity threat is a phishing attack. This involves tricking people into giving away

sensitive information like passwords or personal data through fake emails, websites, or
messages,
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6.9.1 Various 5trptqgle5 of |dent1fying cybersecurity threats:
Employeﬁﬂ'a'lhing and Awareness for cybersecurity threats:

Regularly train employees about cybersecurity to help
them spot phishing attempts. Encourage them to be
cautious of unexpected emails, especially those asking for
sensitive information or containing suspicious links or
attachments.

| Email Filtering and Anti-Phishing Software:

Use strong email filters to catch and block phishing
emails. Anti-phishing software can scan emails and
spot threats befure_they reach Wﬂyees‘ inboxes.

! f '||I i1
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Sec:uret:ummuniutinn?rutncq[_s‘t st 1‘ LJ
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Use HTTPS for wehsitea ‘and mk‘-rmtid email - e
services to keep cor h:athﬁiecwe Make sure
El'l‘tplﬂf&ﬂﬁh&dﬂ websites and email senders
are genuine before shanng sensitive information.

Blarn

l- e Fie Web Content Filtering:
./ Set up web filters to block access to known
o~ phishing sites and harmful content.

Secm'ity Updates nnd Pntch M.anagerne nt'

Regularly update all software, operating systems, and applications
with the latest security patches. Keeping everything up to date |
reduces the chances of attacks. These itmtegl-es help- tﬁuﬁ-rl I.he risk
of phishing attacks and improve overall csbeméﬁuﬂm Sta; informed
about new threats and a.djult ?mir&ecﬁﬂty measures as needed.

6.10 computétinnal Persper.tives

Computational perspectives involve using computers to solve problems by breaking down
complex tasks into simple steps. This approach helps us create efficient solutions and innovate.
Learning these skills enhances problem-solving and critical thinking, preparing us for future

Careers.
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6.10.1 The significance of EumPUtatiqnal Férspectwe

Computational perspecmes are Hﬁenhal Tor §
students’ future careers. lp lcchnnru_w advances,
computational thinking helps students solve |
complex problems efficiently. It promotes
innovation, critical thinking, and adaptability,
which are crucial in today’s job market. By learning |-
these skills, students can excel in various fields and

stay competitive in a digital world. '

6.11 Computing Applications

The need for collaborations to improve designs of computing applications is essential. When
diverse teams work together, they combine their unique skills, experiences, and perspectives,
leading to more innovative and user-friendly software. Collaboration fosters l:reat'ivity and
ensures that applications meet the needs of a wider audience. It almalinws farreiaufr,e sharing
and mare effective problem-solving, enhancf ng the m‘erati qmﬁw of! thE nnak product,

6.11.1 The Impnrtance nf Cﬁllabﬂranbn in Enhancmg Computing

Application Design J.\ RIS

Collaborations are E‘iﬁéntl‘&l fnr Imprﬂwng the designs of computing applications. By working
together, diverse teams can combine their unique skills, experiences, and perspectives to create
more innovative and user-friendly software. Here's why collaboration is crucial:

Diverse Perspectives:

Collaboration gathers people from diverse backgrounds, which brings a wider range of ideas and
solutions. This diversity results in more creative and effective designs that appeal to a broader
audience.

Enhanced Innovation:

When people from different fields collaborate, they can combine various technologies and
methods, resulting in groundbreaking innovations in computing applications.

User-Centric Design:

Including end-users and stakeholders in the design Process, ensures theﬁna{ pwduct meets their
needs and expectations. Feedback fmrn drffer«ent users ﬁalps create more user-friendly and

accessible applications. AR SRR
Resource Sharing: _ NN | U

Working together fétt us shara resources like what we know, the tools we have, and the money we
can use. Thissharing helps things move faster and makes the final product better.

Problem Solving:
Working together helps teams solve hard problems better. Different ideas and skills make
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problem-solving 5tfanger

6.12 Rescfurc e for Equal Infunnatmn Accessibility
Making things that deal with fairness in accessing information means creating tools or projects to

give everyone equal access to information, no matter who they are or where they live. Here are
some ideas:

Digital Libraries:

Create online libraries offering free access to
educational materials like textbooks and articles.
These libraries should be available to anyone with

internet, helping to reduce the digital gap and
encourage lifelong learning. :

Accessible Learning Platforms:

Create e- lea:ning’ pﬁ.atll'ﬂrms ﬂ'rat cater to people
yelthy thsahiiiiiei; Include tools like screen readers,
\ VA uﬁpﬁﬂﬂs ‘and alternative content formats. Ensure
a | t“the platforms meet various learning needs and
preferences. Make sure everyone can access
4 educational resources equally.

Community Information Centers:

Set up community information centers with " l’
computers, internet, and leaming materials. Focus T Q n?
on underserved communities. These centers

provide access to information, skill development,

and social connections. Empower individuals to FESHgiEais o "__'_:_‘:..:1 nfarmation Center
] engage in the digital era fully.

Maobile Applications:

Create phone apps for important services like
healthcare or job help. These apps should be easy
to use, respectful af different cultures, and in many
languages tohelp everyone.

'

Open Educational Resnurd&s {UER)

Make and. mamrnpeh édiicational resources for free.
These resources can be used, changed, and shared by
anyone. By doing this, we make sure more people can get |
knowledge and help teachers and learmers adapt content |
to what they need.
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Digital Literacy Programs:

internet wisely. They'll reaph to find reliable infn.
use digital tools’ Hafefy, and protect their privacy.

These programs help people think carefully and get £S5
involved online.

Partnerships and Collaborations:

Encourage teamwork between government,
schools, non-profits, and businesses to fix problems
in Information access and make it fair for everyone.
By working together, they can make big plans to
help people who do not have enough access, These
ideas can help everyone get the information they
need for school, work, or anything else, no matter how much money they have or uthe: pmblems
they face. R =l o (D)) L
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6.13 Collaborative Tools ' (\/ |\\ 1))

1oAY

Collaborative tools are snrmare appllcattnns designed to facilitate teamwork and
communication among. indiy duals who may be working remotely or across different locations.

These tools provide features that allow team members to work together on projects, share
information, and communicate effectively. Below is a summary of some well-known collaborative

tools.

Google Drive:
Google Drive is a service for storing and sharing files

online. It lets you save documents, spreadsheets, o GDOQ'E Drive

and presentations in the cloud. You can work
together with others in real-time, editing files
tgetherandseeingchangesastheyhappen. | ENENSESURNSINN

Slack:

Slack is a mEﬁHﬂini app whtre teams can
o cm-nmuniqate m ::hannets based on topics or

| projects. Youcan send direct messages, share files,
1 and connect with other tools and services.

Trello: -
Trello s a tool for managtng projects using boards, lists, and cards. You can make boards for

different projects, add tasks as cards, and move them as they progress. It also lets teams

B
s | b |
WY

collaborate by adding comments, attachments, and due dates., .
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Microsoft Teams:

Microsoft Teams is a collaboration platform
that integrates chat, video meetings, fite'
storage, and application- integration. | lt-
allows users to communicate and
collaborate. in real time, share files and
documents, and work together on
projects.

Zoom:

Zoom fs a video conferencing platform that enables virtual meetings, webinars, and conference

calls. It offers features such as screen sharing, chat, and recording, making it suitable for remote
collaboration and communication.
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= Summary

2 Confidentiality: Seqﬂrity p-mtuculs like encryption, keep data confidential. Encryption
changes -:[ata,mtu a format only accessible by authorized parties with decryption keys.
This stops unauthorized individuals from accessing sensitive information.

> Data Integrity: Security protocols help maintain data integrity by ensuring that data
remains unchanged during storage and transmission.

2 Authentication: Security protocols use authentication to verify user or device identities.
This ensures that only authorized people or systems access or send data.

» Access Control: Security protocols enable access control mechanisms. These controls
decide who can access, change, or send data. It ensures only authorized users access
data, systems, and places.

% Secure Transmission: Sending data online can be risky because hackers might try to spy.
However, tools like “SSL/TLS" for websites and "VPNs" for remote. cunne-::tmnge encrypt
your data, making it like a secret cnde that unly ynu anﬂ the mtenﬂed recipient can
understand. L~

< Data Backup and Ftecmrahr Data ﬁmﬁtyx pratbcnls cover backup and recovery. Regular
backups and secure stprage rules make sure data can be brought back if it's lost due to
hardwarefaiimb!ﬂr aq.ﬁberattack

& Phishing: Scammers may send fraudulent emails, texts, or messages that appear to be
from trusted organizations. Scammers ask you to provide personal information like
passwords or financial details.

7 Data Breaches: When organizations or websites are attacked online, they might lose
customer data, and if you're one of their customers, your data could be at risk too.
Identity thieves might try to trick people into giving away personal information by
pretending to be someone trustworthy.

» Online Scams: Scammers make fake websites or ads online to foel people into giving
personal information or paying money to the wrong places.

> Cyber-attacks: Cyberattacks put both people and organizations at risk I:r}' targehng their
securily and privacy. T O\

> DDoS (Distributed Denial of Service) Attack: ‘A DDDS I-Dmthbul’;ed Denial of Service)
attack is when many 1nfected r:c-mputer:. work togetrier to flood a website or system with
too much traffic. \

2 Ransomware:, Rausnnllwafe is a tyrpe of malicious software that locks or encrypts your
files so '.-'wr_annut access them,

> Spyware: Spyware is harmful software that secretly collects information about someone

without them knowing.
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2 Viruses: Viruses are programs that copy' themselws aﬂd mfecl a computer’s files or
software. They can spread| to Dther sysnalm when infected files are shared.

2 Phishing: Phishing qﬂtacks deceive people into giving away sensitive details like
passwords or credit card numbers by pretending to be a reliable source. These attacks
usually use fake emails, websites, or messages.

2 Malware (Malicious Software): Malware refers to harmful software like viruses,
spyware, and Trojans, which can damage computer systems or steal information.

3 Two-Factor Authentication (2FA): Two-factor authentication (2FA) enhances security by
requiring two separate forms of identification to access a system, account, or app.

+ Biometric Verification: Identification method using unique physical features, like
fingerprintsorfacial recognition, for security purposes.

< Symmetric Cryptography: Encryption method using the same key for bcth encrypnan
and decryption of data, known for its speed and efficiency.

2 Asymmetric Cryptography: Encryption method using & pair nf keys [publlc and private)
for encryption and decwptiun. uﬁering seture cmnmunu:atinn without sharing a secret
key. . ;

> Caesar l.'.ippm iﬂ.n'-'ai'ntieﬁt Eﬂ!:l"ﬂ:ltiﬂn method where each letter in the plaintext is
shifted by afixed number of positions in the alphabet.

2 Substitution Cipher: Encryption method replacing each letter in the plaintext with a
different letter according to a fixed system.

- Transposition Cipher: Encryption method rearranging the positions of characters in the
plaintext without changing the characters themselves.

2 Vigenére Cipher: Encryption technique using a keyword to shift letters in the plaintext,
providing a more complex substitution pattem.

2 Transport Layer Security (TLS): Cryptographic protocol used to secure intemnet
communication, ensuring data confidentiality and integrity.

2 Secure Sockets Layer (SSL): Predecessor to TLS used fur mecu*ing data transmlssim
over the internet.

|.

2 Internet Protocol Security {IPsec] Pr‘i:r'taent suite for securing IP communications by
authenticating and enfrypﬁ ng each P packet.

> Secure Shell [SEH] Protocol providing secure remote access to servers and network
devices, offering strong authentication and encrypted communication.

2 Hypertext Transfer Protocol Secure (HTTPS): Extension of HTTP used for secure

communication over a computer network, encrypting data exchanged between a web
browser and a website.




> Phishing Attack: Cybersectrity threat-involving tricking individuals into giving away
sensitive information through fake emails, websites, or messages.

- Digital Libraries: Online repositories offering free access to educational materials like
textbooks and articles to reduce the digital gap.

2 Accessible Learning Platforms: E-leaming platforms designed to cater to people with
disabilities, including tools like screen readers and captions.

2 Community Information Centers: Centers providing access to computers, the internet,
and learning materials, especially in underserved communities.

> Open Educational Resources (OER): Free, accessible educational materials that can be
used, modified, and shared by anyone.

2 Google Drive: Cloud storage service allowing real-time collaboration on documents,
spreadsheets, and presentations. ;

< Slack; Messaging ap‘fal:llltaling team cumnumcatmn Ihmug]f& c'hmnel.shas.ed on topics

R | |
i

or projects. A .
> Trello; Project managemenunﬂ umng bﬂard& l15ts and cards to organize tasks and
facilitate team collak a[inﬂ

> MicrosuftTenn'ﬁ* Eﬂtiahuratiun platform integrating chat, video meetings, file storage,
and applicatiun integration for real-time teamwork.

< Zoom: Video conferencing platform enabling virtual meetings, webinars, and conference
calls, with features like screen sharing and recording.
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RN o

E' Select the best answer for the following Multiple-Cholce Questions (MCQs).
1. What is the primary purpose of security protocols?
a. Tospeed up data transmission
b. To protect data and prevent unauthorized access
c. To lower the cost of data transmission
d. To improve the appearance of web pages
2. What technique is used by security protocols to maintain confidentiality?

a. Authentication b. Encryption c. Databackup d. Datarecovery
3. Which method ensures data integrity during transmission?

a. Encryption b. Hashing andﬁbgllal signatures :

c. Phishing d.File sharing )i
4. Whichof the following verifies user or devte identily?“

a. Accesscontrol b Eruuypuuﬂ A e, Aur.hen:!cat{on d. Datarecovery

5. What do security pmr.ocals usﬁmtnnernlwm can access or modify data?
a. Aumentlmﬂm [ \ “b, Access control c. Malware protection d. Cryptography
6. What wpe of software protects against malware and viruses?

a. Digital signatures b. Firewalls and anti-malware tools
c. Access control mechanisms d. SSL/TLS
7. Which of the followingis an example of a type of cyberattack mentioned in the text?
a. Authentication b. Ransomware c.Access Control d. Hardware failure
8. What does Two-Factor Authentication (2FA) typically combine?
' a. Apassword and encryption b. Apassword and a secondary form of ID
c. An P address and encryption d. Avirus scan and a firewall

9. What is an example of asymmetric cryptography!?
a. Sharing a common key for encryption
b. Using public and private keys
c. Using the same key for en:rjptimnd mm \
d. Changingdata transmissionspeed o~
10. Which security pmtucnl is CIJ{I'HTI-UI'II‘}' usedtosemre intermet communication?

a. TLS/S5L 7 N c. UDpP d. HTTP
11. Which -:ipher shn‘u each letter by a fixed number in the alphabet?
a. Vigenére cipher b. Transposition cipher c. Caesar cipher d. Substitution cipher
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12. Which security protocal Is dlmm:é;igmgte 't L
a. Ipsec b;SS\UH,,LM'.:HTTF d. FTP
13. What s phishing I” U
a. Atypeo cr'yptinnnmethud

b. Anattack where fakeemails trick users into giving sensitive information
¢. Amethodtosecure data transmission
d. Asecure file transfer pratocol
14. Which best practice can help prevent identity theft?
a. Sharing passwords with trusted individuals b, Using strong, unique passwords
c. Storing atl sensitive information in the cloud d. lgnoring financial statements

15. What does cryptography protect?

a. Physical hardware b. Data and communication
C. Markeling strategies g, System updawf l.’_ﬁ \
16. Which of the following 15 an examp‘[e of ,la\ se::unbr\?{eﬁr yékfd« Mhance user
authentication? 0\ HI"\U '.,';‘ AU,
a. DDoS attack -" 1 fw,ll W{Q\ yware
c. Biometric venﬁcgrL\uq "1.1., H‘x d. Phishing
17. Which of !Hﬂ;@tﬁd J\ aols 1% commonly used Lo suppart onling collaboratian in computing
projects?
a. Photoshop b. Google Drive
c. Excel d. VLC Media Player

“
1.‘ Give short answers to the following Short Response Questions (SRQs).
Why is it important to apply security measures when using online platforms?
What are the main functions of security protocols in today's digital world?
What are the key reasons for using security protocois to protect data?

How can sharing private information lead to identity theft?

What are the benefits and potential privacy issues of biometric verification? _
What does Two-Factor Authentication (2FA) requ}{r-e for u%&f- jﬁfﬁf‘q?,ﬁ_,‘ 3

Name one advantage and one disadvanfage Bnmqttaiw ihcation

What is the primary purpos W@r‘qﬁn i data transmission?

Describe the caesar E‘ﬂ“ 1@, ried.

10. What pmtoeﬁ-ﬂghéed for secure communication over the internet?

11. Why is it important to understand how and when your information is collected and used

online?
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12. Why is cnllaburnth&i important En tha dEﬁlgn of computing technologies, especially when
adudfﬁih!!qﬂltﬁf in access to information?

': Give long answers to the following Extended Response Questions (ERQs).

1. How do security protocols ensure data protection in today's digital world, and what specific
techniques and measures do they employ to maintain confidentiality, and authentication?

2. What are the primary risks associated with sharing private information online, and how can
individuals protect themselves against identity theft!

3. How do different types of cyber-attacks, such as DDoS, ransomware, spyware, viruses, and
phishing, threaten the security and privacy of individuals and organizations?

4. Discuss the process and benefits of Biometric Verification, as well as the privnty concerns
associated with it,

5. Describe how cryptography ensures the safe transmissign l‘,&ﬁ' da:a dfe!:ail‘mg the difference

* between symmetric and asymmetrhemrypﬁuﬁ. \ . /
6. Compare and contrast tﬁq dl!!erent m:\es\ of cryp'tngramlc methods mentioned, including

their use cases an deﬁﬁdqiuy

7. Imagine youare. l6ping a new I'ﬂDhl'.E' application that stores user data. Explain how you
would ensure the security of the data during both storage and transmission.

8. Youare working with a diverse team to develop a new educational website. Describe how you

would use online collaborative tools and communication strategies to ensure all team
members can contribute equally.

= | Activity 1: Mintiy and Apply Safe Practces
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(h’ Activity 2: Discuss Security Threaﬁ-ana Mitigation )

b
Objective: Educate particlpants nn sle-'i:u.rﬂy !.hreats and mitigation strategies,

Materials Needed; /|
Handatts or cﬁgﬂai guides on 2FA, biometric verification, and secure data transmission

Instructions:
Briefly discuss common security threats, including phishing, malware, and data breaches.
Divide participants into groups and assign each group one threat to focus on.
Groups will research mitigation strategies such as 2FA, biometric verification, or secure data
transmission, and present their findings to the class. K

N

(ﬁl Actlvity 3:Collaborate on Strategies for Equity and A:ceﬁ)

r&jm: Develop strategiesto ensure equitable access to information on digital platforms.

Materials Needed: _

“ Whiteboardor online collaborative tool (e.g., Jan‘l:-n-ard] = (o) L i
+ Discuss I:hElnwtam:Eﬂf equitranﬁemala:r.qn tuinimmaihn

2 In small groups, brainstorm strategies to pruﬂ:fe equitable access, such as ensuring all participants

have the necessary tech and skills.-
+ Each gmmmeﬁ‘mmgies and the class discusses how toimplement them invarfous digital

collaboration scenarios.
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Introduction

Research is the process of investigating a 5pedﬁ-c'mestim or topic by systematically gathering,
analyzing, and interpreting mfnrmatdm It is an essential skill for students, asit helps you to solve
problems and answer qui.-itlms effectively. At the core of any research project is the research
question, which serves as a clear, focused, and specific guide for the entire investigation. A well-
defined research question helps narrow down the scope of the research and provides direction.

Examplies

What Is Rmrdﬂ

In today's digital age, the use of digital tools has revolutionized how research is conducted and
presented. These tools allow you to gather and process data more efficiently, while also enabling

you to communicate your findings in creative and engaging ways. Understanding the importance

of these tools is critical for becoming an effective researcher in the modern world, Conducting

research effectively and communicating results are essential skills. A well-crafted artefact not

only addresses a research question but also effectively communicates the results and conclusions

through digital tools. This guide will explore how to perform advanced searches for locating ¢
research information, and how touse digital tools to present results and conclusions. '

7.1 Performing Advanced Searches to Locate Information

Information is available from a variety of sources, including books, academic journals; articles,
websites, and muitimedia platforms. Students need to learn how to identify and use credible
sources of information for their research. Basic search techniques often involve entering simple
keywords into search engines, but advanced searches require more sophisticated methods. For
instance, Boolean operators (AND, OR, NOT) can be used to refine search results. Students can
also use quotation marks m:;darch for exact phrases, apply filters to narrow down by date or type
of source, and utilize #-ademic databases such as Google Scholar and PubMed to access

specialized and peer-reviewed materials.

Fig 7.2 shows how to choose the Advanced Search option on Google home page, after typing your
search string click on Tools Option and Advanced Search Menu will open.
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Fig 7.3 shows the options when you
select the option of advanced
search on Google. (The interface | 5 @ % googlecom/adv. @ 1
may vary depending on the type and
version of your web browser) In the | Advanced Search
“Search for” option you can select
various options like everything if
you are searching for common | Findpages with -

information. You can choose Articles | .. i v =T (@1
if you are searching for articles \ ST A e

G Google Advanced Search X 4+

related toyour search string. "'"""‘""""""'“ 1A

e R ==
All these words: AL (ERSE e
This field is used to ficliide multiple | "=
words that must all appear in the | swsens weg ven. ~

search results. For example, if you
want to search for the string Digital | ypen namow your
Literacy Google will return the | resuistby
Srguage.
gren

results that include both words ¢ imyera z
Digital and Literacy. wny g . =
This exact word or phrase: pe— oy .
' This field is used to include multiple | se e somsn W el -
words or phrases that must all | _ AR :
appear in the search results. For 3 | T
example, if you want to search the | ™™ = S V' S SR
string “Digital Literacy” Google will —— (0 .
return the results that include i [ _ =
complete phrase Digital Literacy |« .~ [0 | et |

ather thn separate orcs o [
the phrase or seumh_s;ﬁqgl-. Mg | LA
double quotes can be used to exactly find the search string)

Any of these words:
This field is used to include any of the words from the search string. For example, if you want to

search for the string Digital Literacy Google will return the results that include some results which
will include the word Digital while some results which contain the word Literacy.
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None of these words: o Danaiv/E

This allows you to exclude specific words from your 'search results. For example, “Digital -

Literacy” will show results that ﬁ;i\rg'-.:'p'r_ﬂ,i_tal?' but not "Literacy”. (Tip: Hyphen - sign can be used
 before the word to exclude the words to be excuded)

Numbers rangé: "

This is useful for finding results within a specific range (e.g., dates, prices). For example, “books
Rs500..Rs1500" will show books priced between Rs.500 toRs. 1500.

Language:
You can filter search results based on language preferences. For example, choose “Urdu” to limit
results to Urdu language content.

Region:

You can limit results to specific countries or regions. Fo r example, you can specify country name
“Pakistan” to only get results from Pakistan based websites. —

Site or domain: A N[B!

Site operator limits the search to a specific websiteordumain Far example, “site: fbise.edu.pk”
will retun. the results from the Federal Board of Intermediate and Secondary Education website

m"lf' o ‘ll

Filetype:
You can search for specific file types like PDFs, Word documents, PowerPoint files, etc. for
example, “filetype: pdf digital literacy” will return only PDF files about digital litracy.

Usage rights:

This option will used to filter results based on usage rights, such as free content which does not

restrict ~opyright policy. For example, to search images if you write “labeled for reuse” it will

return the results/images which you can use for free. '

Intitle:

This option will return the web pages that contains the keywords/search string in the title of
document/page, For example, Intitle: HSSC Result 2025 will return alllthe.wf:ehpalg;e__s that will
contain HSSC Result 2025 in their title. B < (e o :

Practice Examples: . \! (O \J '

Example 1; Searching for articles on machine learning but excluding “deep learning”.

Search: machine learning '-J'ufeeméaming

Example 2: Searching for PDFs about Python programming.

Search: filetype: pdf python programming

Evaluating the credibility of sources is crucial for ensuring that research findings are reliable.
Credible sources include peer-reviewed articles, websites with trusted domains (such as .edu,

- o
ool




.80V, or .org), and up-to-date Inl’un‘nauun from' we[l known authors or institutions. Once the
relevant information is found, students can use citation management tools like Zotero or
Mendeley tao ﬂmnizmthe;r sources and keep track of important references. This will help ensure
that all sources are properly cited in the final research artefact,

7.1.1 Creating the Artefact

To begin creating the artefact, the first step is data

collection by performing advanced searches to locate
credible sources. This involves using search engines,

academic databases, and digital libraries to find
relevant information related to the research question.
Various primary and secondary methods of data ARTEFAC TS
collection have been discussed in detail in previous
grades. You can use any reliable method of data
collection. The reliability and accuracy of the datais a
challenge. Therefore, while collecting n:!aaufta!ur you
should be able to verify a valid source ufdal:a,

7. 1.2 Cnrnmunicatibn uf Enlle-:tid Data

Once the data has been coliected and analyzed, the
next step'is to communicate the findings through
digital tools. There are a wide variety of digital tools
available, each suited to different types of
presentations. For text-heavy reports, tools ke
Microsoft Word, Google Docs, or LaTeX can be used to
write and format research papers. These tools allow
for detailed explanations of findings, along with proper

) referencing and citations. For visual presentations, .
PowerPoint, Google Slides, or Prezi are commonly
used. These platforms enable students to create
visually engaging slideshows that communicate key
points in an organized manner. Data visualization tools like Excel, Google Sheets, and Tableau can

be used to create charts, graphs, ana tables that help lllustrnte trends m'patttn'u in the research
data.

7.1.3 Layout of the Digitalhrtefélct

The artefact must be strmtmed in a logical way to effectively communicate results and

conclusions, Following is a list of some important parts of a digital artefact like a sale report, a
software user manual or a presentation etc.

Introduction
Typically, a digital artefact should start with the section named Introduction, which presents the

e ..—
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research question and objectives, a methodology section explaining ‘how- the resear-:h was
conducted, a results section that presents the datn using, visuals where appropriate, and a
conclusion that summarizes thekeyﬂndings Ehgjl:al tools allow for the inclusion of interactive
elements, multimedia, and qyp-a'ilnlu, alt-of which can enhance the depth and accessibility of
the artefact.

Assume you are designing a digital artefact about the impact of social media on mental health,

The introduction part can contain a brief overview of the task/project. It includes some
background information, and context of the purpose for which you are designing this artefact.

Findings

An important aspect of creating the artefact is ensuring that the findings are communicated

clearly and concisely. Visuals play a key role in this process, as they help ta break down complex

data into more digestible formats. Well-designed graphs, charts, infographics, or videos can

make it easter for an audience to understand the significance of the results. Students must be

careful to ensure that all visuals are clearly labeled, accurate, and relevant to thE data being
presented. Visual aids should complement the research rather than distrar.l: f rom it. .

For example, you collected some data from the audience by using quﬁtmnnaires The data show
different ratios and nature of the impact uf mciat mecﬂq at;f:nrﬂim, to different age groups. You
can organize your findings in tabullr foml \

Result/Conclusion -;.;,lz-l .

Finally, the artefact s must be concluded by providing a clear interpretation of the resultsand their
implications. Conclusions should directly address the research question and provide answers or
insights based on the data collected. It is also important to suggest future research possibilities or
areas where further investigation could be beneficial. For example, if the research focused on the
effects of a school breakfast program on student attendance, the conclusion might highlight
specific grade levels or demographic groups that showed the most improvement and suggest
expanding the study to other variables such as academic performance.

Creating an artefact to answer a research question has several steps. First, you need to formulate
a clear question. Then, you conduct advanced searches to gather reliable data. Next, you use
digital tools to organize and present your findings. Finally, you ensure that your artefact
effectively communicates your results. This process helps you develop research, analytical, and
digital skills. It also enables you to present complex ideas in a clear and engaging way. By
leveraging digital resources and tools, you can ereate 1mpa£:ful arteracu that showcase your

understanding and share yuurcanclmiuns with nmers

7.1.4 Using Digital TnuHs to Eammunicate Results and Conclusions

There are many digitat tools Evailnhle to students for presenting their research. Text-based tools
such as Microsoft Word or Google Docs are useful for writing detailed research reports, while
presentation tools like PowerPoint, Google Slides, or Prezi are ideal for visual presentations,

When dealing with data, tools such as Excel, Google Sheets, or Tableau can be used to create
graphs, charts, and tables that help illustrate key findings. For more visually engaging
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presentations, multimedia |\ |
tools like Canva and\|\
Piktochart gan be used to
create infographics, while -
collaboration tools like =" .

Google Drive, Trello, or m Treu.'o m PfGZl GGOMGDI'IH
Microsoft Teams enable
groups to work together

| efficiently.

Choosing the right digital
tool depends on the nature
| of the research and the
intended audience. For
example, if a research
project involves extensive : i o P 2
numerical data, 1t may be better to use data visualization tools like Excel or Tableau. On the other
hand, for more general presentations, PawerPoint or Google Slides are often more appropriate,
Regardless of the tool used, sttﬂents:r!mld structure their artefact clearly, with sections such as
an introduction, whfcq hrésénré%ﬁe research question and objectives, a methodology section
describing the research process, results with clear visuals like graphs and charts, and a conclusion
which summarizes key findings and suggests future research directions. Proper citation of all
sources is necessary, and digital tools like EasyBib or Zotero can be helpful in generating citations
' instyles suchasAPA, MLA, or Chicago.

Creating effective visuals is an important skill, as graphs, charts, and infographics help to clarify
and emphasize key points in the research. Students should ensure that all visuals are properly
labeled and directly related to their findings. Visuals should enhance the understanding of the
audience, not overwhelm them with unnecessary Information.

7.1.5Creating a Research Artefact

To reinforce the concepts learned, we can create a research artefact. For this project, we will
select a research question of interest, for example, "How does social media affect student
productivity?". You can then apply advanced search techniques to locate credible information on
their topic, organize their findings, and use a digi t_a__lxl:uni tﬂlcfﬁate«alh artefact that communicates
their research. 1 e A

Figure 7.2 shows the process of creating a research artefact. At the first step i.e. initial problem,
identify a problem or research' question. e.g. How can we reduce energy consumption in
commercial .I;tdl'diﬁgs? +u explain the problem, clarify and refine the problem statement. e.g.
- What are the most effective strategies for reducing energy consumption in commercial office
bufldings in urban areas? Now the explicated Problem will be the final problem statement i.e. This

artefact will investigate the effectiveness of retrofitting commercial office buildings with energy-
efficient lighting and HVAC systems.
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In the next step create an outline and define the requiremients for the artefact. i.e. introduction,
literature review, case studies, recammendatims. .conclusion. The requirements can be
Interactive dashboard, 3D model re{erem:e-s, and presentation. In the next step list the
requirements. i.e. v:smuq é.ppfalmg, easy to navigate, accurate, reliable and relevant content.
The technical requirements will be Interactive elements, compatible with multiple devices.

To design and develop the artefact, create the artefact based on the outline and requirements.
i.e. design an Interactive dashboard using power bi, create a 3d model using sketch up, write the
content and references. The final product will be the desired artefact. An interactive dashboard
presenting energy consumption data and 3D models of commercial office buildings. To
demonstrate the artefact, present it to the audience. To evaluate it, assess the effectiveness and
quality of the artefact. Evaluate the artefact based on clarity, organization, and effectiveness of
presentation. The evaluation has identified areas for improvement, such as adding more
interactive elements or clarifying the recommendations.

As part of the activity, students can work in groups to collaboratively research different

questions, gather data, and present their findings using tools such as Goo&"le Slides or Prezi. This

allows them to practice using digital tools, while also fostering teamwork andi:allabnratmn After

completing the artefact, each group will present tMIrwnrhtu the class, receiving peer feedback

on the clarity, organization, andﬁﬂectiwnps! af their presentatinn

Explicated
problem

Initial
problem

Requiremenils

Evaluated
arefact




7.1.6 Reflection and Self-Assessment ||\ |\ |

After completing the research praject,it is important to reflect on the research process. This
reflection allows us to identifychallenges, such as difficulty finding credible sources or presenting
complex data, and to consider how to overcome these challenges. You can also think about what
worked wellin your research and where they might improve in future projects.

In addition to reflecting on the research process, you should also assess your ability to use digital
tools effectively. A self-assessment checkdist can help you evaluate your skills in selecting
appropriate tools, organizing information, and presenting data in a clear and engaging way. This

reflection and self-assessment will help to build confidence and improve research and
presentation skills over time.,
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Summay

i
2 Researchis the process of investigating a specific question or topic by systematically
gathering, analyzing, and interpreting information. It is an essential skill for students, as

ithelps you to solve problems and answer questions effectively.

< Research questions are at the of any research project, whichserves as a clear, focused,
and specific guide for the entire investigation.

< properly cited in the final research artefact.

2 Creating the artefact, involves the first step of data collection by performing advanced
searches to locate credible sources.

< Sources of reliable data include academic databases, and digital libraries to find
relevant information related to the research question. Various primary and SE'Cﬂﬂdﬂrf
methods of data collection have been discussed in detail in prev{ms :rade:'.

< Adigital artefact must be structured ina logical way to el‘fectlfely cummumcate results
and conclusions. Following isa list of some irrqmrl;ant partsof a digital artefact like a sale
report, a software user manuulnra presentatlnnet:

2 Findings An important amect of creatiug the artefact is ensuring that the findings are
communicated ¢learly and concisely. Visuals play a key role in this process, as they help
to break down complex data into more digestible formats.

2 Well-designed graphs, charts, infographics, or videos can make it easier for an
audience to understand the significance of the results,

2 Result/Conclusion Finally, the artefact must be concluded by providing a clear
interpretation of the results and their implications. Conclusions should directly address
the research question and provide answers or insights based on the data collected

> Digital Tools available to students for presenting their research. Text-based tools such as
Microsoft Word or Google Docs are useful for writing detailed research reports, while
presentation tools like PowerPoint, Google Slides, or Prezi are ideal for wisual
presentations.

2 Creating effective visuals is an important skill, as graphs, charts; and infographics help
toclarify and emphasize key points in the research. You 'ihpuli'cl_"gnél.ire that all visuals are
properly labeled and directly related to their findings. Visuals should enhance the
understanding of the audience, not overwhelm them with unnecessary information.
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Exercise Rl

BY selectthebestanswerfor the e following Multiple-Choice Questions (MCQs).

1. Which of the following' advanced search operators would be used to limit the results to a
" specific website domain such as .gov, or .edu

a) Quotation marks (“*_) b) Filetype,
¢) hyphen Operator (-) d) Site Operator
1. What is the primary benefit of using hyphen operators in advanced searches?
a) It narrows down result to academic articles only
b} It ensures you only get peer reviewed sources,
¢) It helps include or excluding specific terms from search results
d) It automatically filters irrelevant websites.

3. Which digital tool fs the best suited for performing large data of complex numerical datain an
interactive format,

“a) Google slides b)Tableau . -~ (#(C
c)Canva =« O A ﬂjﬂdubESparlh'

4, What is theﬁrststepmcreatingﬁnartefacl? R
a)DataAnalysis |1\ | b)Data Collection
c]CmmuMnaﬂuhafFindings d) Verification of sources

5. What is tne purpose of data visualization tools?
a) Tocreate a visually engaging slide show
b) Towrite and format research papers
¢) Toillustrate trends or patterns in research data
d) Toverify valid sources of data
6. What is the most effective way to structure a digital research presentation of clarity!
a) Start with detailed statistics and end with general ideas
b) Use visuals exclusively without any text
c) Begin with the research question, followed by methodology, results, discussion and
conclusion, \
d) Use a random order of topics tokeep the audience engaged

7. Which of the fellowing would be the best ﬁlirat,egf to ﬁnd peer-reviewed journal articles on a
specific research topic? | -

a) Use Boolean oper atur mth afiletype search

b) Limit ymu*sealt to.comsites

) Search for your topic using the OR operator toget broader results
d) Use “quotation marks” and the site .edu operator,

R ———————————T PR 1L 1 1 L



8. How does the precision of a research question influence data collection methods?
a. Itlimits the number o smwcesmd =
b. It directs theselection of relevant, credible data
c. It simplifies data visualization techniques
d. It eliminates the need for secondary sources
9. Why might improper citation damage the effectiveness of a digital artefact?
a. It keeps the artefact short and brief
b. It questions the authenticity and reliability of the research
c. It complicates the artifact’s structure
d. It distracts from the visuals used

"

& Give short answers to the following Short Response Questions (SRQs).
1. Howcan Boolean operators enhance the effectiveness of online search? T
2. Describe one advantage of using the site operator in advancedsearch queres. -
3. How canadigital artefact be designed ot created? WA WUy
4, Listall thestepstocreateanartefact, | 1\
5. Whatisthe importance of layout of digital artefacts?
6. Whyisthe stmcture of a research presentation important when communicating results?
7. What isthe mainbenefit of using infographics topresent research findings?
8. Explainhow advanced search techniques can save time in the research process.
9. What digital tool would you recommend for creating a video summary of research findings?
10. How do infographics simplify complex ideas for a general audience?
11, What is one key difference between static and interactive data visualizations?
12. In what ways can poorly designed visuals distort the intended meaning of research findings in

anartefact?
13. Explain how the alignment between research questions, findings, and conclusions ensures

consistency in a research artefact.

,' Give long answers to the following Extended Response Questions (ERQS).
1. Explain the role of advanced search techniduesin"imﬁ;&dn‘g_'__trre quality of research. Provide
examples of specific uperat_urs,.andhnw.lthgi.r canbe applied toa research topic.
2. Analyze the importance of structuring a research presentation effectively. How do
introduction, Hﬁthqdﬁluw.' results, discussion, and conclusion sections contribute to clear

_ communication?
| 3. How can digital tools be used to engage diverse audiences in understa nding complex research

topics? Give examples of how visuals, videos, and interactive elements contribute to
| audience engagement. ]

B oo (1) )
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4, Explain how advanced 'siz"ati':h operatorslike site: , filetype:, and quotation marks can be used
together to lucate hlgh quality academic sources for a research paper. Provide a step-by-step
example.

[ 5. Evaluate the use of data visualization tools like Tableau and Microsoft Excel in presenting

research findings. How dothese tools help in interpreting and presenting complex datasets?

. 6. How do advanced search techniques improve both the accuracy and efficiency of locating
information online? Discuss the importance of using the right keywords and operators for
specific research tasks.

7. Analyze the benefits of creating an interactive dashboard for communicating research results.
How does this tool differ from traditional static presentations?

B. Propose a strategy for peer-reviewing digital research artefacts in a classroom setting. How
can peer feedback improve both content quality and presentation design?

9. Critically evaluate how the credibility and bias of sources affect the q.ia.'dl'.y of a digital
artefact. How can a researcher minimize biag wnlleselectingswi'ces. Oju

. 4 T T | .'
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(ﬁ Activity 1: Create ‘aﬂ}gnal’* m.‘-cn Artefact using advanced search technique

, Objective; Students u.ﬁﬁ use advanced search techmiques to gather relevant information on a research
i toplcand créatea digital artefact to present their findings using appropriate digital tools.

Outcome: Thisactivity will help students understand how digital research is helpful in cmtkgm
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At the end of thi= unit students will be able to:
. - create aminimum viable product for their business
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'lntrﬂductmn

In today’s digital world, the lnternet ‘makes it easy and affordable for entrepreneurs to test
business ideas. Websites like eBay or personal business sites allow you to quickly see how
customers respond to your products.

One helpful methad is the Lean Start-Up approach. It focuses on building a Minimum Viable
Product (MVP) — the simplest version of your product that still solves a problem for your
customers.

Example:

When Dropbox started, the founders didn’t build the full product. Instead, they made a short
video demo showing how the app would work. Thousands of people joined their waitlist. This
early feedback proved their idea had strong demand.

By testing with real users and improving based on feedback, you can build a successful product
step by step. This keeps your idea customer-focused and cost-effective.

Y

Key Takeaways e oA

< Use online tools to test your business‘ldea
2 Start withanMVP —a 5:mpls;"fersiunnf fﬂ;f,..lf prﬂduct
2 Use customer feedetk to lrnpmve your idea.
2 Focus on #ul\dng a real problem for your users.

i Minimum Viable Product

The most rudimentary, Sufficient pnough for
bore-bores faundation of
the solution passble

8.1 Euiii:li'l'"'ﬁg and Launching the MVP (Minimum Viable Product)
8.1.1 Developingthe MVP

Minimum Viable Product (MVP) is a critical concept in product development, representing the

({ Kational Book Foundat @
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most basic version of your product that' incmdes ésﬁent!al features for address!ng the core
problem or need of your target audience, Heu'are key points to ponder in developing the MVP:

Feature Prioritization: Identl’fy the core features and functionalities that are absolutely
necessary to addrers the primaﬂr problem or need. These features should provide value to early
users.

Simplicity: Keep the MVP as simple and lean as possible. Avoid feature creep and focus on
delivering a streamlined user experience.

Rapid Development: Utilize agile development methedologies to build the MVP quickly. This
allows for flexibility in responding to changing requirements and user feedback.

Testing: Continuously test the MVP with real users to gather feedback and validate assumptions.
Iterate and make improvements based on user insights.

Scalability: While the MVP is minimal, design it in a way that allows for scalability in the future.
Ensure that the architecture and technology choices support future enhancements.

User Onboarding: Pay attention to user onboarding and guidance w‘sthh the.&WP hﬁkﬂ it easy for

users to understand how to use mepmduct eﬂecthrely AT |

O 1O
-
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Rapid
Development

8.1. 2 Launchmg Stratesies and Cnnslderaﬁnns

Launching an MVP (Minimum Viable Product) is about
carefully planning how to introduce your product to the
market and acquire users. Here's how each strategy and \
consideration can be applied with e:anmles to ensure the
success of your MYP: AL

JRY
1.Targetedhu,di_en:e 3

> Strategy: Identify a specific segment of your target
audience that aligns best with your MVP's value |.

proposition. Focus your initial marketing efforts on this
g R
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2> Example: If youre Iapnchin-g-. a ﬁtrﬂsss app designed for new mothers, your targeted audience
would be “wormen wha have recently given birth and are looking for postpartum fitness
mluunns Instead of targeting all women or fitness enthusiasts, focus your marketmg
campaigns on this specific demographic through platforms like Instagram and parenting blogs
that cater to this group. This helps ensure that the product resonates deeply with the users
who are most likely to benefit fromit.

2. Soft Launch

2 Strategy: Consider a soft or limited launch initially to
gather feedback from a smaller user base and make
improvements before a broader release.

2 Example: Airbnb used a soft launch when it first
introduced its platform. They initially offered their
service only in San Francisco, allowing the team to
refine the user experience, handle logistical issues, and:
build trust with both hosts and guests hghrfscalhg*tu &0 RN
other regions. This helped them test their MVP with =
real users without werwhe[mhmgthe}r résources or reputation.

> Apprna:h*ﬁidfl laﬂn:h could involve limiting access to a specific city or group, and in the case
of amobile app, only releasing it to users who sign up for early access or join an invitation list.
This helps iron out bugs, optimize the user experience, and understand user behavior before

scaling up.
3. Beta Testing

< Strategy: Invite a select group of users to participate in
beta testing to uncover potential issues, generate early
user reviews, and gather testimonials,

= Example: Dropbox initially ran a private beta test E
before launching to the public. They invited a small :‘ '3
number of users (mostly tech-savvy individuals) to test :r
the platform and provide feedback. This group was
instrumental in identifying bugs, suggesting £
improvements, and refining the pmﬁuct:fmtum In' Lo '-

exchange, users were prmded mlh extmled free storageasa reward.

2 Approach: You can run a clbsed beth fur a small set of users, offering them early access in
e:change furdetaith feedback. For example, a new e-commerce platform could send invites
to a few hundred users, track their behavior on the site, and get detailed feedback about
navigation, checkout experience, and product offerings.

4. Marketing and Promotion

2 Strategy: Develop a marketing plan that includes strategies for creating awarm_ess.
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generating interest, and’ driving user- acquisition
through d1gltal marhetim ﬂsdhl“ media, and content
marketing. \

2 Example: SEack. a business communication tool,
created awareness by using content marketing early
on. They targeted a niche audience of tech-savvy
companies that could benefit from their real-time
messaging service. They ran targeted ad campaigns on
sites like TechCrunch and offered a freemium model,

which encouraged users to sign up and experience the &

product.

> Approach: Start with digital marketing channels that resonate with your targeted audience.
focus on local SED, social media ads

targeting food lovers, and partnerships with food bloggers to drive interest. Create engaging
content (e.g., how-to guides, blog pust_s and user storles! to gaml‘am nrgan-r-:: interest.

|I ',_ '.- !. e

For example, if you're launching a food delivery app,

5. Feedback Channels V70

D Strategy: Set up clear chaqnﬂs fnr u!.Ers to prmide
feedback within the pr:rdfmt Encourage users to report
fssues, sugg*éit improvements, and share their
experiences.

D Example: Tesla has a built-in feedback system in their
cars where users can report bugs, suggest new
features, and provide feedback directly to the
company. They also engage with users through social
media and forums to understand their needs and
improve their products based on this input.

3 Approach: You can integrate an in-app feedback form or provide an email address for users to

contact your support team. It's important to not just collect feedback but to act on it by
updating the product and informing users of the improvements based on thenr suggestmns

This builds trust and helps inrefining the MVP.

6. Monitoring and Analytics

> Strategy: Implement mbust anaiytn:s tnohs 1o trai:k
user behavior, engagen'enh and ke-y ‘performance
metrics, This data’ vﬂil heélp 'you make informed
decisions and riieastre the MVP's success.

D Example: Spotify uses advanced analytics to track
user behavior, including the types of music played,

skips, and playlist creation. This allows them to
understand user preferences and personalize
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recommendations, which diret;ﬁy al’fe:ts Engagement and retention.

 Approach: Set up analytics tools like Google Analytics, Mixpanel, or Amplitude to track how
users interact with your MVP. Measure important metrics like user retention, conversion rates,
feature usage, and session duration. If your product is an app, track install-to-sign-up
conversion rates and feature adoption to understand how users are engaging with the core
functionality of the MVP.

7. Customer Support

7 Strategy: Provide responsive customer support to
address user questions, issues, and concerns promptly.
A positive support experience can lead to user
retention and referrals.

-» Example: Zappos, the online shoe retailer, is known for
exceptional customer service, They offer free returns
and 24/7 customer support, ensuring that users feel { -~ |/
supported throughout their buying journey. This has: RERY,
built a loyal customer base. that "ul.ues lhe brand's
dedicationtoservice, ' | AN

> Apprnul:h. Offer: mlﬂJ:Ip{e suppurt channeii such as
live chat, email, and a comprehensive FAQ section. Additionally, creating a -_'|:m1i'1'||.m1t',r forum
or leveraging user guides and video tutorials can help users find answers to common issues
without needing to contact support. Addressing problems quickly and positively builds a strong
reputation, especially during the MVP stage when bugs or limitations are inevitable.

Summary of Approach:

Launching an MVP requires a well-thought-out strategy to ensure that you're focusing on the right

audience, fterating based on feedback, and delivering a strong first,impression. By following
v these strategies and examples, you can reduce the risks associated with a new product, build a

loyal user base, and ensure that your MVP can scale effectively once it's ready for a broader
- release.

8.1.3 Collecting User Feedback and Data

Collecting user feedback and data is crudal during the MW pl'me tu dme continuous
improvement:

Feedback Mechanisms: implement varldm feedbach mechanisms within the MVP, such as in-app
surveys, feedback fm,mmmt contact options. Make it easy for users to share their thoughts.

User Interviews: Conduct one-on-one interviews or focus groups with users to gain deeper
insights into their experiences and pain points.

Analytics Tools: Use analytics tools to track user behavior and gather quantitative data. Monitor
user engagement, conversionrates, and other relevant metrics.

o_—




Feedback Analysis: Regularly review and analyze the feedback | @ _
and data collected. Look for patterns and trends that can inform
feature enhmments and nptimizations. @ ®
iterative Dwnlupmunt Based on user feedback and data
analysis, prioritize and implement changes and new features in | Howwouidyoursten?
subsequent iterations of the MVP.

Picka T
Engagement Metrics: Pay attention to user retention rates and *4 ﬁ E’i”iﬂﬁﬁ")

user engagement metrics. These indicators can reveal the MYP's Exiiert
stickiness and user satisfaction.

Tedl 55 Mare abOut Pous axperencs
Feature Validation: Use data and user feedback to validate or -

| el appeccite B multie
pivot on certain features or aspects of the product. Ensure that Mﬁ payments. N
changes align with user needs and preferences.
The MVP launch is just the beginning of your product's journey. By
actively collecting user feedback and data, you can make | L
informed decisions, continuously improve the product, and work | /UL .
towards achieving your long-term product’ goals. This fterative | |
approach is key to creating a successful and user-centric product. .
8.2 lterative Development
8.2.1The Concept of Continuous Improvement

Continuous improvement, often referred to as iterative development, is a fundamental principle
in the product development process. It involves a cyclical approach to refining and enhancing a
product or service over time. The core idea is to never stop looking for ways to make your product
better, more efficient, and mgre aligned with user needs and market trends.

Key aspects of continuous improvement include:

Feedback-Driven: Continuous improvement relies heavily on feedback from users, stakeholders,
and data analysis. It's about actively seeking and listening to input and insights that can inform
changes and refinements. :

Iterative Cycles: Development occurs in iterative cycles or sprints,| m'th each cycle fo:med on
specific improvements or enhancenm The:e cycl.m are typically short and result in frequent
updates or releases. \

Flexibility: Teams must be ?ﬁhptahie and upen to change. The ability to pivot or adjust course
- based on feedback and new information is a hallmark of continuous improvement.

Prioritization: Not all improvements are equal, Prioritization is essential to focus efforts on
changes that have the most significant impact on user satisfaction, usability, or business goals.

Data-Driven Deciston-Making: Decisions regarding improvements should be supported by data
and evidence, rather than assumptions or opinions.
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Data-Driven
Decision-Making

I'_‘_'Il atlyg
Cycles

8.2.2 Using Feedback to Refine and Enhance the Product or Service

Feedback plays a central role in the iterative
development process. Here's how to
effectively use feedback to refine and o I
enhance your product or service: N\ © t &
Gathering Feedback: Actlvelyse-ekfeedhach ' '
from users through varium channélﬁ,'
including in-app fcedtqach forms, surveys,

customer support interactions, and user
testing sessions.

Data Analysis: Analyze user behavior and
engagement data to identify patterns,

trends, and areas where users may be IR

experiencing difficulties or drop-offs.

' Prioritization: Prioritize feedback and improvement ideas based on their potential impact and
alignment with your produat goals. Not all feedback should result in immediate action; some may
P be deferred for future iterations.

Clear Objectives: Define clear objectives for each iteration. What specific improvements or
changes are you aiming to achieve, and how will you measure success? _ IR
Cross-Functional Collaboration: Collaborationamong multidisciplinary teams (designers,
developers, marketers, etc.) is crucial to implement feedback effectively. Different teams can
contribute their expertise ta address various aspects of the product.

User Testing: Continuously conduct user testing with real users to validate proposed
improvements and gather fresh feedback on the changes made.

Communication: Keep stakeholders informed about the progress and outcomes of each iteration.
Transparent communication helps maintain alignment and support for the continuous
improvement process.

e e e e I.!Iﬂ-!
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8.2.3 Scaling and Expanding Based on MVP Success

As your MVP (Minimum Viable Product) gains tracnm and success, the natural progre-ssiun is to
scale and expand. Here's how toda it effectively:

Feature
Expansion

acalizatior netization
Localization Monetizatior

FPerformance i = ' Market Data-Driven
User Suppor E
Catimizatien ol Expansion acaling

Scalability Planning: Ensure that the architecture and infrastructure of your product can handle
increased demand and usage as you scale. Be prepared to invest in server capacity, security
measures, and icalébrilit:.r features,

Feature Expansion: Gradually add new features and functionalities based on user needs,
feedback, and market trends. However, maintain a focus on simplicity and user-centric design,
avoiding feature bloat.

User Acquisition: Develop strategies to acquire more users. This may involve marketing efforts,
partnerships, or referral programs. Consider user acquisition costs and "strategies for retaining
NEw Users.

Localization: If applicable, consider localization for different regions or languages to expand
your user base globally. . \
Monetization: Explore different monetization models such as :ubscﬂptlnns m:l'lufer'lﬂislngJ or in-
app purchases. The choice of monetization should align with your user base and product niche.
Performance Optimization:, Curj'tinﬂuualy monitor and optimize the performance of your
product, ensuring that it rem ains fast, reliable, and user-friendly even as it scales.

User Support: Be prepared to scale your customer support and user assistance capabilities to
handle increased user inquiries and issues.

Market Expansion: If your MVP has succeeded in a specific market or niche, consider expanding to
related markets or niches with similar needs and preferences.
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Data-Driven Scaling: Make scallng der:fsims tmedm data and user behavior, Avold premature
scaling that can straln reﬂ:rurces unniecessarily.
In summary, mﬁinm improvement through iterative development is a core principle in

. product development. [t involves using feedback and data to refine and enhance your product,
! and as your MVP succeeds, you can strategically scale and expand to reach a broader audience

and achieve long-termsuccess.

8.2.4 Evaluation Criteria for Prototypes and MVPs

When evaluating prototypes and Minimum Viable Products (MVPs), it's essential to consider

specific criteria that align with the goals of the projett. Here are some evaluation criteria:

Alignment with User Needs: Assess how well the prototype or MVP addresses the identified

problem or need of the target audience. Does it effectively solve the problem?

Usability: Evaluate the user interface, navigation, and overall user exp-eﬂeruce Is the product
' easy touse, and does it provide a smooth interaction flow?

Functionality: Assess whether the pmd:.m 5.core, featurﬂs arui func:inmliti:s wurlt as intended

Are there any technical issues or bugs? | 1)

Scalability: Consider the putﬂnthl for. sﬂl&l:ﬁllty and future grﬂwth Is the architecture and

infrastructure gesigr.la;ll fo handle increased demand?

Market Fit: Evaluate whether the product aligns with market demands and trends. Does itoffera
| unique value proposition or competitive advantage?

Feedback Incorporation: Assess how well user feedback has been incorporated into the
prototype or MVP. Has feedback-driven improvement been evident?

| Iterative MHpmh Consider the evolution of the product over time. Has it gone through
multiple iterations to enhance its features and user experience?

- Performance Metrics: Use relevant metrics to measure the success of the MVP. For example,
. track userengagement, conversion rates, or user satisfaction scores.

i 8.2.5 Providing Constructive Feedback

Providing constructive feedback s essential for guiding students’ learning and improvement.
Here are tips for offering effective feedback:

I
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Specificity: Be specific about what'
the student did well and what needs '

improvement. "r'agLE qu:iback bs.less ™
helpful.

Balance: Offer a baiance of positive
feedback and areas for impravement.
Acknowledge the student’s strengths
before addressing weaknesses.

Focus on the Work, Not the Student:
Frame feedback in terms of the
project or assignment rather than making it personal. For example, say, "The report lacks
sufficient data analysis,” instead of "You didn't analyze the data well.”

Use the "Feedback Sandwich™: Start with positive feedback, provide constructive criticism, and
end with encouraging remarks or suggestions for improvement. -

CONSTRUCTIVE FEEDBACK '

suggest Actionable Steps: Offer specific su ggestmns or stepﬁh& studmtr:arrtake m address the
identified areas for improvement. o 4 AT AN , /

Encourage Self-Reflection: Prompt. mufer'nts ’tﬂ reﬂﬁ:t on lheir work and what they've learned
from the feedback, Thls e:l[ncodrage:a fetacognition.

Timeliness:, P(qiﬁde féhﬂ'.-ack promptly, ideally soon after the completion of assignments or
assessments, “so it's still relevant to the student.

Open Dialogue: Encourage students to ask questions or seek clarification about the feedback.
Foster adialogue to ensure they understand and can act on the feedback.

Remember that effective feedback is a two-way communication process, and it should ultimately
help students grow and develop their skills in product development.

8.3 Conclusion and Future Directions

8.3.1 Recap of Key Concepts and Skills Learned

in this course on product development, you've gained valuable knowledge and skills essential for
creating successful products and services. Let's recap some of the I-:cy cnnc&pts and skills you've
learned: i .

Product Development Process: You've explored, I,he step*br-step process of product
development, from ideation imd prntutymng to laum:hlhg Minimum Viable Products (MVPs) and
iterative development. 3 Al

Prototyping: You've, leq_r‘}ied-the impurtance of prototyping and how to create low-fidelity and
high-fidelity prototypes to validate your product ideas. _

User Testing: You've discovered the significance of user testing in refining your products,
gathering feedback, and ensuring a user-centric approach,

Iterative Development: You've embraced the concept of continuous improvement, where
==
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feedback and data drive the enhnncernent ui b e

orpadcanrtme. 0o ALY VP

Launching MVPs: Youve explored %t,ratégles . BUILD-MEASURE-LEARN
for launching MVPs|iand ' scaling products T -
based on their success, all while maintaining | | 1
auser-centric focus. : -

Assessment and Evaluation: You've

understood how to assess student progress

and how to evaluate prototypes and MVPs foam
effectively.

8.3.2 Encouragement for Students to Apply These Principles in Real-Life
Projects

As you move forward in your academic and professional journey, remember that the principles
and skills you've learned in product development are highly transferable and \raluable in real-life
projects. Here's some encouragement. = (

Hands-On Experience: Seek opportunities to apply whe:tjruu've lﬁarned in real-world projects or
internships. Praclicalexp-unenu mildeepen your understanding and expertise.

Entrepreueurship yau'rr: nnclined Towards entrepreneurship, consider starting your own
venture, _{qpl_yme iples of product development to bring your ideas to life.

Innovation: Whether you work for a startup or a well-established company, innovation is key. Use

your knowledge of product development to contribute fresh ideas and improvements to existing
products or services.

Problem Solving: Product development skills are problem-solving skills. Apply them to tackle

complex challenges in various domains, from technology and healthcare to education and
beyond.

Collaboration: Collaboration is often essential in product development. Work effectively in -
interdisciplinary teams, leveraging each member’s expertise to create successful products.




8.3.3 Mention of Poteftial Carest Piths Related to Product Development
Product qurﬁmtskilh'dpén doors to a variety of exciting career paths. Here are some
potential directions you might consider:

Product Manager: As a product manager, you'll oversee the development of a product from
concept to launch, making strategic decisions and collaborating with cross-functional teams.
UX/Ul Designer: Focus on user experience and user interface design, creating visually appealing
and user-friendly products.

Software Developer/Engineer: Build and maintain software praducts, coding the features and
functionalities envisioned in the product development process.

Entrepreneur: Start your own company and use product development principles to bring your

innovative ideas to the market.
Business Analyst: Analyze market trends, user data, and feedback to make data drfven decisions
in product development. o2\ ([CUN

Project Manager: Manage the execution of pmduct develaprnernt prnjects ensuring they are
completed on time, within hudget andmeetquahtystandarch

Innovation Consultant: ipmganlznhms identHy opportunities for innovation and guide them
through the pr::dn.rchdmlnpment process.

Marketing Manuner' Develop and execute marketing strategies for products and services,
understanding the product'sunique value proposition.

The field of product development is dynamic and offers a range of opportunities for those who are
passionate about creating impactful and user-centered solutions. Whether you choose a career in
technology, healthcare, entertainment, or any other industry, the principles you've learned here
will serve as a solid foundation for success. Embrace the journey ahead with enthusiasm, and
continue to learn and grow in the exciting world of product development.
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g L Case Studb “

SRR M8 Eees Sustainahle -=chkaging Solution

Background:

A group of students is tasked with developing a Minimum Viable Product (MVP) for a new
business that aims to tackle the growing issue of plastic waste in packaging. The students are
= required to identify a problem related to sustainability, brainstorm pessible solutions, create
an MVP, and present their business solution, Their goal is to launch a product or service that
reduces the environmental impact of packaging while also meeting the needs of consumers
and businesses.

Step 1: Identifying the Problem
Prablem Identification:

The team conducts research on the environmental impact of pla st:c packagmg and identifies

the following issues: 152 =
High Plastic Waste: Over 300 million tons of p.asﬂnarépmdm:ed E'-'EFY?EM with much of it
used in packaging that endiupin l.andﬁll: and oceans.

- Consumer Awarepess; While consumers are increasingly aware of the need for
Eust.aif_qal;fmty;_nﬁnr still struggle to find accessible, affordable, and eco-friendly packaging
alternatives.

Business Pressure: Companies face pressure to meet sustainability goals, but the transition
to green packaging solutions is often expensive or logistically difficult.

Customer Research:

To validate their findings, the team surveys local businesses, consumers, and environmental
experts. They find that consumers prefer sustainable products, but are aften unwilling to pay a
premium for eco-friendly packaging. Businesses express frustration about the high cost of
transitioning to greener alternatives.

Step 2: Creating Business Solutions
Brainstorming and Ideation:

The team holds a brainstorming session to generate salutiﬂns #. few: Heas they consider
include: Al

Compostable Packaging: Pact-aging tﬁat breaks down naturally, such as plant-based
materials like cornsta mﬁnr mmhrum

Reusable Fﬂ:khm Facliaimi that can be returmed and reused, such as glass or metal
containets.

- Eco-friendly Shipping Materials: Alternative shipping materials that are both sustainable

and protective for products, such as biodegradable peanuts or cardboard made from
\_ recycled materials. -
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"?hey cecide to focus on compostable patk&glngmadermm plant-based materials, which t}e?l
believe will be most accessib-’.e toconsumers and businesses alike.

Feasiillty Study: |

The team conducts a feasi bility study and determines that while plant-based materials are an A
effective alternative to plastic, there are challenges related to cost, scalability, and consumer
acceptance. However, they believe they can mitigate these challenges by offering the product
as a more affordable, bulk-purchase solution for small and medium-sized businesses, who are
often the least able to afford expensive eco-friendly packaging,

Value Proposition:

Their value proposition is: "Affordable, compostable packaging solutions for small businesses
that help reduce environmental impact and meet sustainability goals without breaking the
bank.”

Step 3: Building the Minimum Viable Product (MYP)
Core Features: 7
The students focus on developing an MVP th’at Ini:tﬁdl?ﬁ

> l:umpnstahl.e Packaging: Simple, slngte+u*se packag!ng rnade frarn plant-based materials,
such as cornstarch ﬁj’ﬁﬂﬁl‘ﬂﬂt pulp.

% Custom _Iﬂl:andmg 'The ability for businesses to print their logos and designs on the
packaging to enhance brand recognition.

% Bulk Purchase Option: The option for businesses to order in bulk at a lower price point to-
make the solution more affordable.

Prototyping:
The team creates wireframes and mock-ups of the packaging design and how it will lock when
printed with branding. They also prototype a basic website for businesses to place orders.

MVP Development:

The students use a low-code platform to quickly set up an online store where businesses can
place orders for the compostable packaging. They use a third-party supplier to create a small -
batch of the packaging to test with local businesses.

Iterative Feedback:

After launching the MVP, the students wullect feedbal:k frnm tncal sall business owners. They
leam that some businesses want pack&giﬁg withmore varied sizes and shapes, while others are
interested in ensuring mat.eﬁalmuts specific durability standards. They decide toiterate
on the MVP b’,ruffenngl few different sizes and improving the strength of the material.

Step 4: Presenting the Business Solution

Elevator Pitch:

Qhe team crafts an elenl:._:r pitch: "Our sustainable packaging solution helps small husimssey
Linft B- Entrepreneurship in Digtal Aze
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fr;dlu their carbon fnutpnnt by oﬁeﬁng mmpostable packaging that's both eco-friendly md\
cost- effective. By mitd“ng to our, ai‘fmdah{e plant-based packaging, businesses can meet
mstainlhihty gnals anplshmu cunsurners they care about the planet.”

Business Model Canvas:

They use a Business Model Canvas to outline their plan:

7 Key Partners: Suppliers of plant-based materials, local delivery companies.

7 Key Activities: Product sourcing, packaging design, marketing, and customer support.

> Key Resources: Website platform, design tools, and supplier relationships.

7 Value Proposition: Affordable and eco-friendly compostable packaging for small businesses.

* 2% Customer Segments: Small to medium-sized businesses in the food, beauty, and retail
industries. '

> Channels: Online store, social media, and partnerships with enwrunmental Dl'iaﬂlzatiﬂn5+
2> Revenue Streams: Direct sales, subscriptim muéel fut rﬂhla: delivef’i:l?&
Pitch Deck: 1 | A -
The team creates a pitch de::k ﬂrat %rn:llldes
1. F"mhiem*qud En‘Hirmmental impact of plastic packaging.
2. Sokutmn (MVP): Affordable compostable packaging for small businesses.
3. Market Opportunity: Growing demand for sustainable proeducts and packaging.
4. Business Model: Direct-to-business sales with a focus on bulk orders.

5. Go-to-Market Strategy: Marketing through social media, partnerships with eco-
friendlyinfluencers, and offering free samples to local businesses.

6.Financials/Projections: Expected costs, revenue from bulk orders, and long-term
scalability.

Storytelling:

The team tells a compelling story about how their solution came about by combining their
passion for the environment and their desire to help small businesses succeed. They
emphasize the global need for sustainable suiutluns and I_'ldnw mall actions, like switching
packaging, can have a big impac'r. \\ -

Step 5: Practical Experi-m:& Wy

Hands-On Lenmmg, | J '

Students learn by creating the MVP and testing it in the real world with actual businesses. They

face challenges like manufacturing delays and unexpected costs but also gain insight into
customer preferences and the need for continuous product iteration.

Peer Feedback:
k'nw.- students present their pitch to their peers, receiving feedback about potential risks, sucy
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I"ras competition from larger padxaging mmpanies They refine their presentation and value
propaosition | hasetlﬂn theé feedback they receive.

hswssmentnl Learnfng. ‘
The students are evaluated on:
3 Problem Identification: How well they identified a pressing environmental issue and z

understood the needs of their target customers.

» Business Solution: The strength of their solution in addressing the problem, its feasibility,
and its value proposition.

3 MVP Development: The effectiveness of their MVP in solving the problem while keeping it
simple and scalable.

& Presentation: The clarity and pegsuasiveness of their pitch, the rnmpleteness of their
business model, and the professionalismof their final presentaliun e

Conclusion: .'

By the end of the project, the students hwe not unly develaped a viable business solution but
also learned important 1essmr abuut pm-c.’ﬁ,act -development, market research, and the
iterative process of rgﬂning a p‘pﬂmttas&d on user feedback. They now have the skills to

identify problems, | credte innovative, solutions, build an MVP, and present a business idea
Leffectively
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> Lean Start-Up: Process of rapidly developing simple prototypes to test key assumptions
with real customers,
2 Minimum Viable Product (MVP): Simplest version of a product that enables sustainable
business creation.

3 Dropbox: A platform to share photos, documents, and videos across devices, using a video
for initial testing.

P User Testing: Ensures the prototype evolves into a final product that meets user needs and
enhances experience.

 Feature Prioritization: Means to ldentify core features necessary to address primary
problems or needs of target audience.

<> MPY Scalability: Design the MVP for future scalability fnarchir.ecture and technology.

< User Onboarding: Ensure users can Easilyunderstand aml use the prnduc: effectively.

2 TargetedAudience: ldentify speciﬂc sogmeuls tn focus trfltial marketing efforts.

2 Soft Launch; Gather feeq;lhack ffﬂl’l’liﬁl‘l’lﬂllﬁf user base before broader release.

) Beta TE'!ﬂ ni; inﬂtq ielér.t users to uncover potential issues and generate early reviews.
> Marketing and Promotion: Develop a plan to create awareness and drive user acquisition.
2 Monitoring and Analytics: Implement tools to track user behavior and measure success.
2 Customer Support: Provide responsive support to enhance user retention and referrals.
<» Feedback Mechanisms: Use surveys and direct contact options for user feedback.

2 User Iinterviews: Conduct interviews for deeper insights into experiences and pain points.
2 Analytics Tools: Monitor user engagement and relevant metrics for data-driven decisions.
2 Engagement Metrics: Track user retention rates and satisfaction indicators.

2 Continuous Improvement: Refine products iteratively based on user feedback and data
analysis.

2 Iterative Cycles: Develop in short cycles for frequent updates,

< Data-Driven Decisfon-Making: Suppnrt Imprnvemem:s "lH'ith E?’id’EﬁEE rather than
assumptions. \

2 User Acquisition: Develop stratégIEs for al:tra:;tfng and retaining users.
2 Performance Opti mizamn' Monitor pmducl performance to maintain user-friendliness.
P Market Emamiﬁn Consider related markets for broader reach.

2 Principles Application: Apply learned principles in real-world projects and
entrepreneurial ventures.
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Exercise JEAEERS

E Select the best answer for the following Multiple-Choice Questions (MCQs).
1. What is the primary goal/of devetoping a Minimum Viable Product (MVP)?
a. To include & many features as possible
b. To create the most advanced version of the product
c. To address the core problem or need of the target audience with the simplest version g
d. To achieve the highest possible user engagement immediately
2. Which strategy is NOT typically recommended when launching an MVP?
a. Conducting a soft launch to gather initial feedback
b. Expanding the product’s features significantly before launch
c. Using targeted marketing to reach the most relevant audience
d. Inviting a select_group of users for beta testing
3. What role does user feedback play in iterative development?
a. It is used to maintain the product’s original design without changes - (™, )
b. It helps in making decisions about scaling the product . |~ |0
c. It drives continuous improvement and informs necessary changes -
d. It is collected but rarely_,nq&q'f.ur'jma{}illtlg_product enhancements
4. Which of the foquwingjlﬂ HQ_TTa key aspect of continuous improvement in product

development? | 1 -
a. Feedback-driven adjustments b. Long-term, static product design
c. Iterative cycles or sprints d. Data-driven decision-making

5. What should be considered when scaling an MVP to a broader audience?

a. Maintaining the product’s simplicity and avoiding feature bloat
b. Avoiding any changes to the MVP based on user feedback

¢. Investing heavily in new features without assessing user needs 2
d. Ignoring performance optimization and focusing solety on marketing
6. What is a crucial method for collecting user feedback during the MVP phase? .

a. Ignoring user feedback and focusing on internal opinions _
b. Implementing feedback mechanisms like in-app surveys and direct mntact_.?p.tinni
c. Conducting feedback sessions only after a year of product la_Lu:nd} T
d. Using only external market researtn.wiﬂjpu_l__usgr_ input '- (
7. When assessing prototypes and MVPs, what :tite_tion' is used to evaluate how well the
" product addresses user needs?| || | "
a. The complexity of the product’s features
b. The alignnlmht with user needs and effectiveness in solving the problem
c. The number of features included in the prototype
d. The frequency of updates and releases
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What is one of the primary benefits of cﬂndu;hn-g u-ser l;atmg f-:ara protatype or MYP?
a. It delays the product launch to add more features

b. It ensures that the prpe;lm,[._rema!nt static and unchanged

c. It helps validate assumptions and gather feedback to refine the product

d. It avoids the need for future iterations and improvements

In the context of product development, what is meant by “scalability”?

a. The ability to add new features without affecting the existing ones

b. The capability of the product’s infrastructure to handle increased demand
c. The process of reducing the product’s features to simplify it

d. The speed at which the product can be developed initially

What is the purpose of a soft launch in the MVYP launch strategy?

a. To make the product available to everyone immediately

b, To gather feedback from a smaller user base before a broader release

c. To launch the product with all features fully devetnped g e
d. To avoid collecting user feedback altogether - /|
Which of the following best 1lluatratenhq use nf targated markenng fur an MVP?
a. Launching the product wurldw'lda withaut prior research

b. Advertising to all age groups equally

c. Focusing ‘on new mothers for a postpartum fitness app

d. Offering free subscriptions to random users

What is the role of analytics in MVP development?

a. To create advertisements for the product

b. To enhance product design without user input

c. To track user behavior and make informed improvements
d. To reduce the number of users on the platform

%ﬂ Give short answers to the following Short Response Questions (SRQs).

NP w A e

What is the primary purpose of a Minimum Viable Product (MVP) in the lean start up
process! Sl v (0) LY
Name two ke-,r strategies for iaunchmi an MVP eﬂ“ecmﬁly .'I -

How does user feedback contribute tﬂ the iterative dwelopment process?

What is one imqt cnnsadéranm when scaling an MVP to a larger audience?
Describe onie method for collecting user feedback during the MVP phase.

Why is simplicity emphasized when developing an MVP!

How can customer feedback be effectively collected and used during the MYP phase?
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