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Q3. Give detailed answers to the-fu (o
- Discuss different types of expansion e e
What is port? Explain different wpeslo p
; . cables.
Explain different types of ﬁbh:,:, e
Discuss different types of me

1.
Wil

explain basic network components (Sender, Receijver and Medium),
explain modes of communication (simplex, half-duplex ang full-duplex),
describe communication media (Guided and Un-guided).

explain communication devices (Switch, Router and Gateway).

explain network architecture (Client, Server and Peer-to-Peer).

explain network types (LAN, MAN, WAN ang VPN),

explain network topologies (Star, Ring, Bus and Mesh).

identify the Purpose of communication standards.

understand 0g| Model and concepts of its layers.

provide examples of protocols and devices at each layer of 0S| Model,

describe TCP/IP protocol suite used for communication over the
Internet.

tompare the TCP suite with OSI Model,
differentiate between circuit switching and packet Switching.
describe |P addressing schemes (Classes, Masks and Subnets).
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Figure 5.1 Computer Network

. devices or computers. OR, it is the transfer of data between two points either
in analog or digital form via a communication medium.,
A data communication system consists of five basic components.
a. Sender
" b. Message
¢. Medium
d. Protocol

e. Receiver
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Figure 5.2 Basic Network components
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a. Sender

Sender or Transmitter is a device that sends the message. It may be a
computer, workstation, telephone handset or video camera. The transmitter
converts the electrical signal into a form that is suitable for transmission
) through the physical channel or transmission medium. For example, TV

broadcast, there is a specific frequency range for each channel. Hence the
sender (TV broadcast station) must translate the information signal to be sent
into the appropriate frequency range that

matches the frequency assigned to.
the sender. Thus the signals transmitted by multiple channels do not interfere
with another.

b. Message

Mess_gge is the data or information that is to be transmitted. Message can be

number, video, text or any combination of these.

€. Medium

Medium is the ph
destination. |t can
even can be wirel

ysical path that message uses to travel from source to
be fiber optic cable, coaxial cables, twisted pair cable and
ess media. Medium is also called a channel. Telephone
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other electroni systems =/ ) ek oo unication from a central computer to a dumb terminal. The
e diations (wireless medium) Nication can only take place
i tic radiatl
radio can use electromagne

in one direction and it is not possible f

" : p e for
W:m;ezewer to sgnd data back. Another example of simplex transmission
| . : e. data being sent to an electronic notice board such as those found in
d. Receiver ransmitted message- It can be a « lrain stations and airports.

receives

ision set.
t or television g
1 handt'v:medium may not be in proper form to

Receiver is the device which
computer, workstation, telephon K
The data received from the transmissio

N\
appropriate form -
ceiver and it must be converted to approp! f . -
be accepted to the re are five receiving steps in the process o e ditinn
pefore it is received. T_here derstand, Accept, Use, and Give a Feedback. = Sty
communication; i.e. Receive, Ufj 2 1c'ess e e =
Without these steps communication pro S sy e J
successful. b T i
e. Protocol : e i In half-duplex.mode, each station can both transmit and receive data, but not
A protocol is a sat of rules that govems ata oo loatiant, repi;escm W R at the same time. Each end of the communications link acts as sender and
jcati roto
i _ communicating devices. Without a p J
agreement between the- col

receiver. An example of this type of communication is the use of walkie-talkies,

L . where each of the persons communicating must indicate when they have
' _-,_} finished speaking.

devices connected may not able to commu nicate with each other.

Modes of data transmission refer to the methods or ways information is

'. transmitted from one place to another. Following are the different categories of
| data transmission modes which are: ,

a. Simplex, half-duplex and full-duplex

| . Both directions but
b. Synchronous and Asynchronous o A SERIY
Figure 5.4 Half-duplex Mode

a. Simplex, half-duplex and full-duplex * il  Full-Duplex mode
- i. Simplex mode

; g In full-duplex mode, both stations can send and receive the data
In Simplex mode, the communication takes place in only one direction. In this
mode, a node can only send data and cannot receive or

; it can only receivé
data. but cannot send. In this mode. communication s yni.directional, 1"

3lmyftaneously. for example two or more computers connected to a network
d?V'Ct_% such as a switch that provides full duplex activity. It is the fastest bi-
irectional mode of communication. The full-duplex mode is like a two way
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—
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Figure 5.5 Full-duplex Mode

b. Synchronous and Asynchronous

A W S5 ta communicati Wi ' ronous or
other way of classifying data communications flow is as synch

n [ fyi

asynchronous.

i. Synchronous Transmission

In synchronous transmission, large volumes of infon‘nation can be ;razisg::tz&‘:
at a time. In this type of transmission, data is transrmﬂed block-by- ot
word-by-word simultaneously. Each block may conta-.n.several'bwes 0 Els-
In synchronous transmission, & special communication de'.rice. knownl
synchronized clock is required to schedule the transmission of mfor.n'latiﬂl'l-
With synchronous transmission, large blocks of bytes are transmltt.ed_al
- regular intenvals without any start/stop signals. Synchronous transmission
requires that both the sending and receiving devices be synchronized before
data is transmitted. Synchronous transmission requires more expensive
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that need to transmit great

greater speed and accuracy than asynchronoys

transmission is appropriate for computer systems
quantities of data quickly.
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Figure 5.6 Synchronous Transmission

fi. Asynchronous Transmission

In asynchronous transmission, data is transmitted one byte at a ‘time’. This

. type of transmission is most commonly used by microcomputers, The data is

transmitted character-by-character, In asynchronous

transmission does not occur at predetermined or regular inte
synchronized). A sending device can transmit bytes at any

receiving device must be ready to accept them as they arrive. A start bit marks
the beginning of a byte and a stop bit marks the end of the byte. An additional
bit called a parity bit is sometimes included at the end of each byte to allow for
error checking. Asynchronous transmission usually involves communications
in which data can be transmitted intermittently instead of in a

steady stream. It
is s0 named because the timing of the signal is not important. Asynchronous
transmission is relatively slow.

transmission,
vals (i.e., not
time, and the

Direction of flow

{ CIXTTI | E_numu[ﬂ m

/I,‘

Figure 5.7 Asynchronous Transmission

Gaps between
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Gor?mun:g?::: important part of_comarggnquaw .

devices. ‘de communication with & d into two main types:

e pr?“lian media can be classifie
Communical

a. Guided Communication Medla_
bl Unguided Gommunication Media

ication Media _
a. Guided Commun i signals are confined aleng a
in

i hysical ia. Three common types o
i E'lr:rie“:apalﬁ called bounded media.
. narrow path. The

bDundEd media are: )
? i, Twisted Pair Cable
ii. Coaxial Cable

ji. Fiber Optic Cable |
i i le . _
i. Twisted Pair Cab . e
| I* Pair Cable is formed of two insulated mppar. wires twlstefm ﬁ? .
Tmsteifl aa:a twisted with each other to minimize mterference; e
e i fewer bandwidihs tha
; i i Twisted wire pairs have fewe
| twisted pairs cable.
ble or optical fiber cable. ‘ .
| ﬁ'uere are two types of twisted pair cables; shielded and unshielded.

Unshielded Twisted Pair (UTP) Cable:

UTP is the most commonly used networking wire. It is inexpensive, f'.ex;t:i

and light, thus making it very easy to work with. The quality of UTP may o

from telephone-grade wire to extremely high-speed cable. The cable has '0 -
Y pairs of wires inside the jacket, The unshielded twisted pair provides

: of
bandwidth of 100 Kbps (Cat 1) to 1000 Mbps (Cat 7).The standard connec!
for unshielded twisted pair cabling is an RJ-45 connector,
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Shielded Twisted Pair (STP) Cable

The difference between the UTP and
wrappe

155 Mbps. It costs more than UTP,

Conductor

Cable Jacket
Cable Jacket ~ Msulation / Conductar INSulation
' =

\
P

—

b
Drain Wira Foil Shield
Figure 5.8 (a) Unshiclded Twisted Pair Cable

Figure 5.8 (b) Shielded Twistod Pair Cable
fi. Coaxial Cable (Coax)

A Coaxial Cable (Coax) has a central core conductor

of solid or stranded wire
(usually copper) enclosed in an

insulating sheath, which is,
an outer conductor of metal foil, braid, or a combination of
metallic wrapping is a second conductor
against noise. This outer

in turn, encased in
the two. The outer
to complete the circuit and shield
conductor is also enclosed in an insulating sheath,
and the whole cable is protected by a plastic cover.

Because coaxial cables have very litile distortion and are less prone to
interference, they have low error rates. Although coaxial cabling

is difficult to
install, it is highly resistant to signal interference. In addition,

it can support

cable.
Braided shiold Foil s1hluld

-

'.. Center Conductor

Outor Jacket Dilaloctric
Figure 5.8 Coaxial Cable
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- Unguided Communication Media
ili. Optical Fiber Cable d or ﬁﬁer of glass called the Unguided media also called Wireless media transports signals without using
ol nsists of a very narrow stran of glass called Cladding. * @y physical conductor between the Wo devices communicating. Signals are
An optical fiber -zusurrgu“ ded by 2 concentric Iaye;r lastic jacket. It transmits normally broadeast through the air and thus are available to anyone who has
re. The core i . ing of P S ’ the devi ivi ;
?I'?'le cladding is covered by a protective ooge "g;c signals. This eliminates the Th clovice capable of oorng Lo ) .
; in the form of light rather than electrol - uses total intemal reflection & commonly used wireless transmission media are:
signals |nf lectrical interference. The Fiber optio usf IFEO—— i.  Radio waves
lem of ele rpia & !
f:;]uide light signals through channel. A ?::sd;fef‘eﬂce in the density of the ii. Micro waves
by a cladding of less dense glass or pila:tti*-;-n oving through the core. No light iil.  Infrared waves
. ses the beam of light mov ; s
two materials cau because of this reflective cladding. i. RADIO WAVES
escapes the glass core beca ular. Now a days, telephone,
Thie: Rbak-oplic: cable 15 becommg Jome P 2° 2

i ir existi s with fiber
Internet and television companies are replacing their existing cable

i igabytes
optic cables. Fiber optic cable has bandwidth more than 2 Gbps (Gigabyt

Radio wave distributes radio signals through the air over
per Second).

long distances such
as between cities, regions, and countries, and short distances such as within
;n office or home. Radio waves are normally multi-directional. When an
Cladding ; antenna transmits radio waves, they are propagated i
Jacket multi-directional characteristics of

n all directions. The
: multicasting, i
Core :

and televisions are examples of multicasting.

. AN - Rad v i -
Figure 5.10 {a) Fiber Oplic Cable LT A H
.‘ ¢ = " |'|
: Cladding ; 3 ii.
&nﬂf:'/\ / \c:"/ ; i . Micro wave is a wireless t
. X %1 5 gt

frequency than radio way
network media. Micro wa

Figure 5.11 Radio wave Transmission
MICRO WAVES

ransmission technology that travels at high

es and provides high throughput as a wireless

Ve transmission requires the sender to be in line of
r =)

Figure 5,1p (b) Fiber Optic Mechnnism
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unidirectional, in which the nnas are usually ins
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ow . : i tower

; ot i i ar:opaga!ion is line-of-sight then::;ore ow .is
il i ves p : gt ,

towers or buildings. Mlcﬁ,\:ﬁed e s S

with mounted antennas’ ne to cmmy, of each © Mobile

telephone companies use microwave technolog

Microwave Link

i Glosest potential refiectar
" to the e of sight path

Receiving CIblh

Figure 5.12 Microwave transmission

For long distance communication Satellite Microwave technology is used. A
communications satellite is a device that receives microwave signals from an
earth-based station, amplifieg i

_ the signals, ang broadcasts the signals back
over a wide area to any number of earth-
transmission is used 1o transmit sig

based stations. Satellite micro wave

nals throughoyt the world,
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Figure 5.13 Satellite Transmission System
iii. Infrared

Infrared is a shori-distance wireless transmi

ssion medium that sends signals
using infrared light waves.

Infrared frequencies are just below visible light.
These high frequencies allow high speed data transmis
similar to the use of a remote contro

affected by objects obstructing sender or receiver.

Infrared is used in devices such as the mouse, wireless keyboard and printers,
With infrared, Computers can transfer files and other digital data bi-

directionally. Infrared adapters are installed in many laptops, handheld
personal devices and mobile phones. .

sion. This technology is
I for a TV. Infrared transmission can be

B

Figure 5,14 Infrared
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- unication between the Computersg
m

: ‘ oo ion devices,
Communication devices are used fo sl

i communi
or other devices. The following are some imPF'rta"t
a. Switch
b. Router
c. Gateway

i itch is also called layer 2 device because it QPBfaizsv?:eziLsa;:
location. Smtc':h is als St unmteillg.]ent e
A do:s ::;;.i swilches appear nearly identical to network hub:s
LRSS it .repﬁatem. "a contains more inteligence than a hub I::ec.auss_t it
b“'f_ . fin*C“ g\Emlzualn:.l Jnla‘ke hubs, network switches are capable of ma.;:.:ectfng
;1 tts;ancsk:::i;a thz;' are received determining the source and destination

a

device of each packet and forwarding them.

Router

Switch

Hub

Clients

Unit "tark -‘;':|r7:|m:mi[_.-|;u.,l-. anud ”-"-u::m!
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foute for the packets to destination,

A router normally connects LANs and WANs in the Internet with the help of
routing table, For example a router €an be used tg distribute one Internet
connection to many computers in a University or College LAN,

IS connected, Generally, tongestion on connected networks is avoided by
keeping local traffic confined to the network on which it originates, except
when the packets are destined for another network. The gateway has the
responsibility of acting as the switch that allows such packets to go from one
network to another,

Gataways are very intelligent devices. A Gateway can transiate information

* between different network data formats Or network architectures. It can

application layer, pyt can operate at the network or session layer of th.e 0sl
model. Gateways will start at the lower level and strip information until jt gets

e L]
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a. Client/Server Network Architecture

toward the hardware layer of the O ? Eﬁl " . Serveris a powerfyl computer that provides centralized administration of the
:ﬁw St . network and serves up the resources that are available on the network, such
-ﬂ"‘"[" ' i " asprinters and fils, o
| L]
| i
S Client on the other hand is a network device that participates in a client/server
A 1T Gateway

relationship by fequesting a service from a server. It may be a computer that

allows a user or users to log on to the network and take advantage of the
. resources available on the network,

The client/server Architecture is particularly recommended for networks

. féquiring a high degree of reliability. The term ClienVserver refers to the
W concept of sharing the work involved in Processing data between the client
n [

. Computer and the server computer,

‘_S‘ lf‘ @. I@_ The client begins the exchange by requesting data from the server. The server
- i o .

e résponds by sending one or more streams of data to the client. In addition to
b the actual data transfer, this exchange may also require control information,
Gatew: :
PRI RO Caloy - -. such as user authentication ang the identification of a data file to be
- — (S PR STy :
3 -'«}'f"ﬂa P '_‘Efﬁf"@'- . transferred.
.3-.5.;3:5% Fir- SSEEESSEIGIER, T L .
A computer network is a collection of computers and devices mterconnBGl:: . -
by communications channels that facilitate communications among users a i Xample:
"~ allow users 1o share resources and data, Network Architecture is the comple! |
e . framework of any computer network. It refers to the logical and structll_"a employees use 3 company e-mail server to send, receive and store e-mail,
g £ g ivity, : ot
l B il layout of lI;e nehvork.l consisting of the f'ljclrcfwam. softwal'_E. CO““?;;;: ' The e-mail client on an employee computer issues a request to the e-mail
ri = commumcta T oA thodo of transmission, Suoh.as wired or . Server for any unread mail. The server responds by sending the requested e-
! i s follorwngamsuwe rearant network architectures, ' mail to the client, Data transfer from a client to a server is referred to as an
it | : 5 Cllen{Server Network A’mi‘e“}!’ﬂ upload and data from a Server to a client as a download.
b. Peerto Pegr Network Amhiteciur_e
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b. Peer-

to-Peer Network Architectyre
In Peer-to-peer networking there are no dedicated
the computers. Peers je,
network. Peer-to-peer netwo

In a Peer-to-peer network, all computers have e
known as Peers. They all have th
available on the network. Peer-

small to medium local area ne
‘ J Figure 5.17 Client/Server Network

qual status and therefore
2 same abilities to use the resources
to-peer networks are designed primarily for

: : Peer network. A peer comput
i) Advantages of a client/server network -

Centralized Resources: Server is the centre of the network and it can The only YoKS iR for el
. . Ce } |
i Mmanage resources that are common to all users.

e installing an
at supports peer-to-paer networking and then
rough some medium,

* Improved security: Server provides better security to network users.
I - ]
1. Scalable network: It is possible to remove or add clients without

. B — gy
| affecting the operation of the network and without the need for major e <

. changes. P \ ]

. af

{08 . * Flexibility: New technology can be easily integrated into the system. _ |
l B Interoperability: All components (client/network/server) work together. _ Hn -.;,
B Disadvantages of » client/server networi n / 1!
1 * Expensive: Requires high initial investment in dedicated server. ! ) \ X |
| } . G
b * Maintenance: Large networks will require a staff to ensure efficien
§ Operation ang maintenange,

1
- 5
* Dependence; When server d0es down, operations will cease acros Flgure 5.18 Pear-to-peer Network

the network. :

: : |
— .
: . B
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- etwork
Advantages of a peer-to-peer I gedicated server.

\'{ » Setup: An operating sx?sle:l ::S:f;r_! o-peer operations.
i anfigure I pet

' only need to be reconfigu -

31' i to-peer network

l:. Disadvantages of a peer-

\

| storage for files and applications.

Eu « Decentralization: No centra he security available as on a

« Less Secure: Does not provide
client/server network

Ne .
a. Local Area Network (LAN) -
b. Metropolitan Area Network (MAN)
¢. Wide Area Network (WAN). .

d. Virtual Private Network (VPN)
a. LAN (Local Area Network)

LAN (Local Area Network) is a network that connects cump.nuters af'm.d de:c:::
in a limited geographical area like"home; school, and office building. Ea

computer or device on the network is called a node. LANs are most likely o be
based on Ethernet technology. A LAN is useful for sharing resources like fi.les,
printers, games or other applications. A L.;’IN can be wired or wireless.‘h wired
LAN requires Ethernet cable to physically connect all computers on the

L ——

e
R

R

| waves to communicate.

:" Data transfer speeds over a local area network can reach up to 10 Mbps (such

as for an Ethemet network) and 1 Gbps (as with FODI or'Gigabit Ethernet). A
3 local area network can reach ag many as 100, or even 1000, users.

= l/
l";f .%

T

( a
* Less inital expense: NonesCi0" ) already in place may -

network to a central device called a switch or hub, A wireless LAN uses radio =

e :’F"_‘ ;
B it
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A local area network's linkages usually are ag

complished with either
telephone, coaxial, o fiber-optic cables,

There are two basic reasons for developing a LAN: -IS-
* Information sharing: This refers to having users who access the same
data fil

s, exchange information via ele
Internet for information. The m
improved decision making,
than resource sharing.

Resource sharing: It refers to on
(e.g., a printer)
network. The ma

clronic mail, or search the
ain benefit of information sharing is
which makes it generally more important

2 computer sharing a hardware device
Or a software package with other computers on the
in benefit of resource sharing is cost savings,

Server hub or switch

———

= —ﬂ I workstation

Wireless Access Point (WAP)

workstation

Flgure 5.18 Lecal Area Network

b. MAN (Metropolitan Area Network)

A metropolitan area network is a computer network that usually spans a city or
in a large metropolitan area. MAN usually interconnects a number of local area

networks (LANs) using a high-capacity backbone technology. MAN might be
owned and managed by a single organization.

=

-

-
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Metropolitan Area Network connects multiple geugr'aphlcally nearbynl';m:: <
one another (over an area of up to a few dozen kilometers). Recent u

S

MAN technology has been the rapid development of cellular phone systems.

=
a8 8248

Figure 5.20 Metropolitan Area Network

- €. WAN (Wide Area Networks)

WAN (Wide Area Network) covers large distance for communication between
computers. ts nodes may span. cities, states, or even countries. It
interconnects many LANs and MANs. WAN uses fiber optics, microwaves and
satellites technology for communication. For example, nationwide ATM
(Automated Teller Machines) used in banking represent a common application
of a wide area network.
The most weil-known WAN is the Internet, which may cover the entire globe.
Most WANSs (like the Internet) are not owned by any one organization but
-rather exist under collective or distributed owne rship and management,

Country A

Wide Area i\letﬂork

Country B
of ANZ Company Led

Figure 5.21 Wida Area Netweork

d. VPN (Virtual Private Networl)
A virtual private network (VPN)
telecommunication infrastruc%ure, suc
owned by a service provider to provid
secure access to their organization's
contrasted with an expensive system
u_?ed by one organization, The goal
with the same Capabilities, but at am
A VPN works by using the share

Privacy through security procedures,
Large
VPN

is a network that uses a public
h as the Internet or a private network
& remote offices or individyal users with
network. A virtual private network can be
of owned or leased lines that can only be

of a VPN is to provide the organization
uch lower cost,

d public infrastructure while maintaining

Corporations, educational institutions, and government agencies use -
t

'~ technology to enable remote users to securely connect to a private
network. In order t

Bt 0 gain access to the private network, a user must be
henticateq using a unique identification and a password.
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Network Topology refers to the physical layout and connectivity of computers
in a network. Network topologies are categorized into the following four basic

.o‘!‘-'F
e (N

Figure 5.23 Star Topalogy

Advantages of a Star Topolegy

types. *
* Centralized man i
. agement. It helps in monitoring the n
l % 8y * Easy to install and configure, : e
H - * No disruptions to the i
| o o : . B network when connecting or removing devices.
aults and to remove parts.

i d. Mesh )
' a. Star Topology

Failure of one node or link doesn't affect the rest of network.

Disadvantages of a Star Topology '
* Requires more cable than a Bus topology. ‘A

If the hub, switch, or concentrator fail s, nodes attached become disable.

More expensive than linear bus topologies because of the cost of the 4 “‘
hubs, | I

In a star topology all the nodes (server, workstations, peripherals) on the
network are connected directly to a centralized connectivity device called a
hub, switch, or router. Each computer is connected with its own cable to a port
on the hub. Data on a star network passes through the hub, switch, or router
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b. Ring Topology .
In a ring topology, every node is logically connected to two othar prf-:ce n“ui
and succeeding nodes fa:m.'ning a ring. Traffic flows through the entire ring unti

it reaches its destination. .

Data packets travel in a single direction around the ring from one na_twor!‘
device to the next. Each network device acts as a repeater, meaning it
regenerates the signal the packets they receive and then send them on to the
next computer in the ring.

Ring Topology

Figure 5.24 Ring Tepology

Advantages of Ring Topology

= Even when the load on the network increases, its performance is better
than that of Bus topology.

= There is no need for network server to control the connectivity between
workstations. _

* Additional components do not affect the pedformance of network.

» Each computer has equal access to resources.

Disadvantages of Ring Topology

» Each packet of data must pass through all the computers between
source and destination. This makes it slower than Star topology.

* Ifone workstation or port goes down, the entire network gets affected.

Unit- 5 Network Communication and F'rlomis_
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" Bus network typically
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* Network is |
components.
Ring topologies can be difficult to troubleshoot,
* Adding or removing compute
the operation of the network.

ighly dependent on the wire which connects different

rs from this type of topology can disrupt

¢. Bus Topology

In the bus topology, each node (computer, server or peripheral device) is
attached to a single common cable. This topology lype is considered a passive
topology because the computers on a bus just sit and listen. When they "hear"
data on the wire that belongs to them, they accept that data. When they are
ready to transmit, they make sure no one else on the bus is transmitting and
then they send their packets of information on the network.

Uses coaxial networking cable hooked in to each
computer using a T-connector. Each end of the network is terminated using a

terminator specific to a cable.
5 Bus Topology

Figure 5.25 Bus Topology

Advantages of a Bus Topology

= Bus topology costs very less.
» Easy to connect a computer or peripheral 1o a linear bus.

e
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device in the network is con e pansion and modification in topology can be done without disrupting

; ents 10
; i Kbone environm other nodes. ;
nly used In bac Py }
etwork

nected to every other device.
in a full mesh, every

: i esh is commo
v realy, & parial ciiical servers and 0
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o other jopologies- Coemputer Q\FF
Requires ess cable length ma“h 4 RO 3
L] d bu y
\tis easy to setuP ki Jsedin small " cor:-'fu]m - Computar
L]
Linear Bus network 8 o ; I H
. logy
i ivantage s of 2 Bus Top® (2 broak in the main cable. Loose e |
Disa if there : '
. down if entire network. o
. Entire network Shumcﬁo s may also affect the of nodes that can be — -g 2
and detached conne ble length and number : —
iy 2 jimiton uentfﬂ‘ ca Computer Computer
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connected. i< required 10 dump signals. Use © ; % E
jnation 15 — /|
. Proper term! o G . Computer i
ml.lst- il tmubleshﬂﬂl iaul'i at |l“.dW’-dU J Figura 5.26 Mesh Tapclogy
Itis difficult ’ln_datﬂﬂt s ith oW yraffic. @ Advantages of Mesh topoicgy
.. . ihis not suitable for netwo  Data can be transmitted from different devices simultaneously. This
) topology can withstand high traffic.
. d.MeshTopology - & node, computer and offer : :
rk topology each of the network node, ¢ Even if one of the components fails there is always an alternative link
In a mesh netwo with one another. present. So data transfer doesn't get affected.
bDisadvantages of Mesh topolo
provide fault-tolerant connections betwash ent on a mesh ¢ . 4 Ep'
: e each of the previous topologies, messages s ) e There are high char]ces of redundancy in many of the network
devices. Unlike e corfi coure 1 destination . connections.

network can take any of several possible paths f

This type of topology is very axperishl.re as the L il
connections, thus it is not mostly used in computer networks. It 1S 4

5 . i
used_in wireless networks. Flooding or routing technique 1S used

topology.

re are many re:ciu'i'lda_rlt . Overall‘cost of this network is too high as compared to other network
topologies.
e Setup and maintenance of this topology is very difficult. Even
administration of the network is challenging. y

AT
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» 5.2 DATA GOMMUNIGATION STANDARDS

also called Network protocols, are set of rules

Data communication standards,
that coordinate the exchange of ipformatinn in Computer networks.

5.2.1 Purpose of Communication Standards
Communication Stam:lards provide guidelines (also called rules or protocols) to
manufacturers, vendors, government agencies, and other service providers to
- ensure the kind of interconnectivity of networks for communication. These
l standards define how computers identify one another on a network, the form
that the data should take in during transmission, and how this information is
processed once it reaches its final destination. Some examples of
communication standards are TCP/IP (for UNIX, Windows NT, Windows 95
and other platforms), IPX (for Novell NetWare), DECnet (for networking Digital
Equipment Corp. computers), AppleTalk (for Macintosh computers), and
NetBIOS/NetBEUI (for LAN Manager and Windows NT networks).

a;_;_:é'.z-- Open System Interconnection (OSl) Model

R

0S| Model is developed by International Standards Organization (ISO), which
.' is a multinational body dedicated to worldwide agreements on International
Standards. An 0S| model covers all aspects of Network Communication. It is
an Open System because it allows two different systems to communicate over
their primary network.
The OSI| model deals with the following:
« How a device on a network transmits its data and how it knows when
and where to send.
+ How a node on a network receives its data and how it know where to
search,
» How nodes using different languages cornmunicate with each other.
« How nodes on a network are physically connected to each other.

{152 ——NoTFORSALE—
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* Physical Layer
« Data Link Layer
* Network Layer

- * Transport Layer
* Session Layer
e Presentation Layer
*  Application Layer

Prerscal Link

) Figure 5.27 0S| Model Layers
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-
Layer 1: PHYSICAL LAYER -0 /-

) } The physical layer, the lowest layer of the 08! model, is concemed with the

{ransmission and reception of the unstructured raw bit stream over & phy‘sacal
medium. It describes the electricalioptical, mechanical, and functional

5 iriterfaces to the physical medium, and carries the signals for all of the higher
~

layers. It provides the following functions.
« Defines physical means of sending data over ne
medium.

twork devices.

Defines the characteristics of the physical

he physical megi_ium is managed

« Transmission and receipt of data from t :

at this layer.
« |nterfaces between network medium and devices.

« Defines optical, electrical and mechanical characteristics.

Conversion of the raw bit stream into electrical impulse, light or radio

signal.
« Manages the encoding and decoding of data.

« Determines. whether the encoded bits will be transmitted by baseband

|
f{ (digital) or broadband (analog) signaling. e
!

Layer 2: DATA LINK LAYER
The data link layer provides reliable transmission of data across a physical

link. Data link layer is used by hubs and switches for their-operation. The data

link layer is concemed with physical addressing, network topology, physical

link management, error notification, ordered delivery of frames, and flow
 control.

The data link layer provides:

« Segmentation c':-f_upper layer datagrams into frames in sizes that can be

handled by the communications hardware.

I3~:|m|::d:_j"mT y g_//h Y
= Sclfhcex1 u

— Unit-
=S il bjt%tw-:;m Communicalion an,

. d Priocols ‘

Bit Orderi
ng. The ¢ = i
frames before trar-.s&:wt‘s.]l ".nk layer organizes the patter of data bits int
and startbis, z FSS[OF‘I. The frame formatting issues such- ':1 o
©f, parity and other function A |
s are also handled, I

Laf;,rer 3: NETWoRk LAYER t
This layer allows the data calle
network to another, This layer
logical address) sg that device
multiple netwoy
determination.

d packets or d ram ]
atag 1o go from on i
ep
also has its own add nisieal

ressing scheme (network
N ;
% consequen"can t_:c-mmunma'.e with other devices across |
y, t!'lis layer is alsg responsible for path |

el

The network layer establishes the mulgg

across switching points, which are typical
example of this layer is the |p

etween the sender and receiver !

ly routers. The most ubiau: 3
: ubigquit
protocal in TCR/IP. 1t i

functions. provides the following
e Translates logi . = 8
- Managementg;il;ddre.ss.es' or names, into physical addresses, VY i
nectivity and routing between hosts or networks, LH_

= Determines how data are transferred between network devices

Routes packets according to unique network device addresses

Provides flow and ¢ :
ongestion control
depletion to prevent network

* Responsible for addressing,

resource
—a

determining routes for sending and

BN

managing network problems such as itchi y
| and routines. packet switching, data congestion JH
Layer 4: TRANSPORT LAYER \ £

As ] ¥ - .
its name implies, it handles the transparent transport of data segments

" be » /
sem‘eEﬂ I'I'etwom devices. It is responsible for flow control, errdr control, -data R
. gmentation, and communication reliability. r

Th
sae' transport layer ensures that messages are delivered error-free, in |
Thﬁuenoe, and with no losses or duplications. ;
e transport layer provides the following functions. \g’
B
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ession) layer above it, splits the
the smaller units down to the
at the destination station

« Accepts a message from the (s
message into smaller units, and passes
network layer. The transport layer
reassembles the message.

« Manages reliable end-to-end message delivery with acknowledgments

in network.
« Tells the transmitting station
available. #
« Provides reliable and sequential packet delivery through error recovery

and flow control mechanisms. . . .
« Provides connectionless oriented packet delivery.

1o "back-off* when no message buffers are

Layer5: SESSION LAYER
The session layer sets up, coordinates, and terminates conversations,
exchanges, and. dialogues between the applications running on different
stations.-It provides: o
.. Séssion establishment, maintenance and termination: allows two
application processes (on different machines) to establish, use and
terminate a connection, called a session. .
« Session support: performs the functions that allow these processes to
communicate over the network, performing security, name recognition,

logging.
It also marks significant parts of the transmitted data with checkpoints to allow
fast recovery in the event of a connection failure.

in most modern Internet applications, the session, presentation and application .

 layers are usually combined inside the application itself, thus, web browser
performs all functions of the session, presentation and application layers.

Compuler Sclgnce-m
.____._.———-—'_-’—'__'__"‘—-—._
- - o =T e
Layer 6: PHESENTATIQN LAY "
The prefentaﬁc:-n la o

Yer converts ; )
: P[esemaﬂ?&@rmm ® Anoihe Incoming and: outgoin
window with the new| r {for example, from g tid g data from one
' stream into a
popup

Y arrived 1
called as the syntax jayg, , B xt).‘ The presentation layer | 2
The presentation layer i N be vieweq as the trangjay yer is sometimes
= es the § ; ator for th
e Character code trang|agi Ollowing functions, Ll

« Data compression: re

+ Data encryption: encrypt g
¢ Password encryption,

« Specifies architeclure-indepéndent dat
Layer 7: APPLICATION LAYER
The application layer serves as the user
p.rooesses to access network serviges, Th
displaying data and images to the user

a transfer format,

interface for users and application

€ application layer is responsible for

; : inah -
provides an interface with the presentation Iayeum:n
|

»appfication-specific. This layer performs the followi
* Resource sharing k
* Remote file access

Network management

Directory services

fecognizable format. 1t
verything at this layer is
functions.

The fU" . — S e
ow
Bava - INg are some common network devices and protocols and where
€ implemented in the OSI model.
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OBl LAYER DEVIGES PROTOCOLS

SNMP, SMTP, FTP, TELNET,
HTTP, NGP, SMB, ApplaTalk,
FTAM, X.400.%.500, DAPDNS

NCP, AFP, TOI, XDR, 551,150
8623 TLS, PAP, X.220

NelBIOS, ASP, ADSP, ZIP, 180
8327, X.225, SAP, SOP

NoIBEUI, TCP, SPX, NWiink,
upP, RTP, SCTP, TPO, TP,
TP2, TP3, TP4, OSPF, BPX, RIP,
ATP, NBP, AEP, RTMP

1P, IPX, Niflink, NolBEUI, ICMP,
IPsec, ARP, RIP, BGP, X.26
{PLP), CLNP, DOP, IGRP

l Foutara, layar 3 (or IP) switches.

Bridges and swiiches, Etharnal %.25 (LAPB., Token Bus, IEEE
Incarparates both this lnyer and the 802.3 framling, Etnarmet ||

Physical layer. framing, LocaiTalk, TekonTatk,
EtherTalk, Apple Romaote Accoss,
PPP, HOLC, Q.821

Hubs, repeatars, network adaplors, ¥.25 (X.21bin), EINTIA-232,
Paralial SCSI buses. Varlous physical- EIA/TIA-448, EIA-530, G.703
layers Ethamat incorparates both this

A layor and the data-link layer. Tokon ring,
FDDI, and IEEE B02.11.

Communications between computers on a network is done through protocol
suits. The most widely used and most widely available protocol suite is TCP/IP
protocol suite. TCP/IP is an industry standard suite of protocols designed far
local and wide area networks. It was developed by the United States

pepartment of Defeng, (DoD) Ag

969 for a research Vanced R
1 sharing projq esearch Projagis Agoncy (ARPA) |
n

Interney was built on tha

foundation of the origin ARPANET.

are:
a. TCP/IP Architecture
b. TCP/IP PORTS
c. TCP/IP Applications

a. TCP/IP Architecture

TCP/IP protocol sui ;
depicts SZH’IE fu;:t::] ‘:_0"513113 of a layered architecture where each layer
Bl i ality which can be carried out by a protocol. Each

ore than one protocol options to ca ity o
the layer adheres to.
That

Iy oul the responsibility |
0 ty that
S named from two of the most important protocols in it,

is Transmissi
N crlmssmn Control Protocol and Internet Protocal TCPAP is
sidered to be a 4 la '
yer system. The TCP/IP
into the following four layers R R AR

ADDlicatic-n Layer
Transport Layer
Internet Layer

Nelwork ACCE'SS Layer
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Figure 5.28 The architecture of the TCP/IP protocol suite

All application data, whether it is an e-mail, a file, an instant meésage, a video
or voice call, is divided into data segments and encapsulated in Transport
Layer PDU's (TCP or UDP segments). The Transport Layer PDU's (Protocol
data Unit) are then encapsulated in Internet Layer's Internet Protocol packets.
The Internet Protocol packets are then divided into frames at the Network
Access layer and transmitted across the physical media (copper wires, fiber
aptic cables or the air) to the next station in the network. Figure 5.28 shows

the architecture of the TCP/IP protocol suite.

Application Layer '
This is the top layer of TCP/IP protocol suite. This layer includes applications
or processes that use ftransport layer protocols to deliver the data fo

destination computers.

Transport Layer .
The Transport Layer provides the means for the transport of data
across the Internet. The Transport Layer is concerned with host-to-
communication. Transmission Control Protocol provides reliable,

segments
host

connection”

_— —
—

"The Network Access Layer provides

| ; e sk
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oriented transpop of da
that use Internet Protoe

Internet Layer

la between two endpoints

ol to communicate, (sockets) on two computers

this layer is IP,

Network Access Layer

. : ) access to the Physical netw
is transmitted and received acrogg the physical network in ne:.rkc:rl-:h :GS::;

layer. This layer combines the Ph
ysical a i
data between devices on the same netwnrir:ditnaa!:: ll:: n i e

data between the network and other devices

b. TCP/IP PORTS

Every computer or device on
: the Intemet must haye i
a un
a:::‘gn:ad lo it called ﬂ'l(‘é IP address. This P address is used to rai:?geni:; reT:f:
:::1 ) icutarTT.lnmputer out of the millions of other computers connected to the
emet. The information sent gver th
2 e Intemet to a particul i
e ‘ ar computer is
s anzt::ru:glg TCP or UDP ports, There are a total of 65,535 TCP Ports
AR .5?5 UDP ports. The Intemet Assigned Numbers Authority
§ responsible for assigning TCP and UDP port numbers to specific

uses,

For i .
+OF Instance, port 23 is used for telnet services, HTTP uses port BO for

rovi i i
Eem;d;ng web Prowsmg Service and FTP servers use TCP ports 20 and 21 to
nd receive information. There are some ports that are assigned, some’

"eserved and man i :
u . N
Programs. ¥ unassigned which may be utilized by application
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The port numbers are divided into three ranges:
«' The Well Known Ports.

« The Registered Ports.
« The Dynamic and/or Private Ports.

 WELL KNOWN PORT NUMBERS e
Well-known ports (0-1023) aré used for the major Internet applications, such
as Web and e-mail. For example, all port 80 packets (HTTP packets) are

directed to and processed by a Web ;awar.
REGISTERED PORT NUMBERS

Registered ports are assigned to applications
such as Skype and BitTorrent. The Registered Ports are in

49151,

DYNAMIC PORT NUMBERS

The Dynamic and/or Private Ports are those in the range 49152-65535. These
ports are not used by any defined application.

c. TCP/IP Applications

All modem operating systems support TCP/IP, and most large
networks rely on TCP/IP for much of their traffic. A technology used for
connecting dissimilar systems. Many TCP/IP application protocols were
designed to access and transfer data between dissimilar systems. These
protocols include HTTP, FTP, and Telnet. TCP/IP provides a robust, scalable,
cross-platform client/server framework. L
The TCP/IP is used by the following applications.

« Web browsers (Intemet Explorer, Firefox, Safari, Opera ete.)-

¢ Web Servers

that are mostly vendor specific,
the range 1024-

private

« File Servers
« Terminal Servers . B}

computer Scienee.y|
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¢ Online games

File T i
i. ransfer applications (WS-FTP et
e Microsoft Windoys Update E

* Anti-Virus applications

e ison of TCP/I}
TCP/IP and OSI Model can —
characteristics.

SIMILARITIES

be co *
Mpared keeping in view the following

“The main similarities between the two models include the foi
& following:

. 'I"hey share similar archi
tecture. - Both of
the models share a si
similar

architecture. This can be i

constructed with Iayers.be R R
They share a common application layer: - Both of the models share
cn.:mmon “application layer”. However in practice inis layer includez
different services depending upon each model.

Bot‘h models have comparable transport and network layers: - This can
be illustrated by the fact that whatever functions are performed between
the presentation and network layer of the OS| model similar functions
are performed at the Transport layer 6f the TCP/IP model.

Knowledge of both models is required by networking professionals.
Both models assume that packets are switched. Basically this means
that individual packets may take differing paths in order to reach the
same destination.

* Both the models are based on the concept of stack of independent
protocols.
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DIFFERENCES _ , . . m
- . S . !
The main differences between the o models are as f'f’“"‘” . o . ; M
« TCP/IP combines the presentation and session layer issues into its : n i
] 5 s
* application layer. | _ jml
< 0Sl is a reference model and TCP/IP is an implementation of OSI == S
: ransport | 1
model. : ] F —[ i {H“H“'Hﬂﬁt]'i’raﬁspmt
« TCP/IP Protocols are consideged to be standard arm.md m:hlch 'ﬂr'IB 3 | Network l. ........
internet has developed. The 0S| model however is a ‘generic, L Internet
protocol-independent standard." , 2 |DataLlink | ] o
. combines the 0S| data lnk and physical layers into the | [ ag—— "
TCP/P : 1 [omaa
' H
network access layer. i LA e ardware
' c ol TCP/IP Model

TCP/IP appears to be simpler model and this is mainly due to the fact

Figure 5.29 0S| Model Versus TCP Model

that it has fewer layers.
" The OSI model consists of 7 architectural layers whereas the TCP/IP

Kl

only has 4 layers.
In the TCP/IP model of the Internet, protocols-are deliberately not as

rigidly designed into strict layers as the 0SI model.

Ecket* switf.:hing is a network cnmmunicaiion method in which the data get
. ransmitted in blocks, regardless of type and content, called packets based on

« The TCP/IP protocol suite comes prior to the OSI model. ISO first
introduce the idea of TCP/IP suite. After some time the idea of osl i tr:;:,s destination address in each packet. When received, packets are
se i
model comes into existence. So the TCP/IP suite is older than OSI switchfmblad in the _PTDPE-I' sequence to make up the message. In this kind of
model. e ing, the media capacity is used optimally, and the response time is
r.
» The TCP/IP suite is based on protocols whereas the OSI model is e -
" layer based model. Ircuit Switching
Circuit switching is a scheme in which the network sets up a dedicated point-

: to-poi .
: ft’bmnt connection between nodes and terminals before the communication
slarts, just like the nodes were already connected.

5 .
= = l —_
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Difference between Circuit and Pa
= | Circuit switching

T
amically. | Fixed bandwidth allc

| [packe tswitching
i1 Bandwidth is allocated dyn
May be more economical as not
needed dedicated circuit.

The packet needs to be re-

in this method.,

transmitted every time when it gets
lost, damaged before it is received l

cket switching

‘ Costs more far hardware.

S —————

e e

| Once connection is established,
F communication is fast and almost

errorless.

It can be used for telephony, DSL
4 |services and other data
transmission services.

J telephony systems.

the network and audio and video

|
[ [is best used for sending data overl R -
l

|

i

|

|

|

! This concept is mainly used in 1
|

|

| of audio signals and not suitable

This type of switching is
conneclion oriented and may be i
|

> signals can also be sent over the
network in the form of packets. | o data Transmissian
! 6 Itis usually a connection less
service. o
connectionless also.
The Intemet being the most

common example.

circuit switching network is the

telephone system,PBX.

An Internet Protocol address (IP address) is a number that is used to identify a

|

o 4-?"‘('(&7 s

:E:;mﬁt:?;:le a G'Om!)utgr. a printer, etc. on the network. Each device on
i o hosi?:tjes : a;:tque P addres§ to communicate with other network
s ma computer) s a device that sends or receives

etwork. Network devices transmit the data across the

netv._'_ork. These devices include hubs,

-

switches and routers. On a LAN, each

E 1

-+ octet ranges from 0 to 255 in decimal. o 00000000

gcomputer Science-x|
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. n :
be able 1o communicate with eacf, oth 1P address within the same network to
er

.

d it is a perman -7 static [P agg i
o : ent Internet addrass, A dynami g
address that is assigned each time i IP address is temporary
a

) Co
Internet. The address is made up of a2 MPUter or device accesses the
n

pits are broken into four octets (1 octet =
decimal and separated by a period (dot)
expressed in dotted decimal format (e.g

8 bits). Each octet is represented in
- For this reason, an |p address is
172.16.81.100). The value in each

: 11111111 in binary.
The following IP address is an example which shows P o
represented in both binary and decimal formats an IP address

- . 19 (deci
00001010.00000001.00010111.00010011 ((b;t:r";? ;

Thes
€ oclets can be broken down to provide an addressing scheme that can
_Support/accommodate large and small networks.

a. Classes of IP Addresses

. Giv ]
€n an IP address, its class can be determined from the three high-order

bits. Fj :

S. Figure 5.30 shows the significance in the three high order bits and the
s ;
Th"'gﬂ of addresses that fall into each class.

ere are five different classes of an IP address, from A to E.
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FLI”gure 5.30 Classes of |P Addresses

Class A

Class A is used for the large networks and is implamented“by large companies

with many network devices. Binary address jor the class A starts with 0. Its
range is between 1 to 126 and the default subnet mask of this class is
255.0.0.0. lts Network part consists of 1 octet and Host part consists of 3

octets. An example of the class Ais 100.10.11.1.

bits 0 7-8 15-16 23-24 31
gmmmmmmmmmmmm B pmmm e fmmmm————— +
| NWetwork | Host I
| Part | Part = |
e fmm e fmmmmm fmmmmmmm +
1 Octet - 3 Octets
Class B

Class B addresses scheme is.used for the medium sized networks. The binary
\ address for the class B starts with 10. The range of the IP address in the class
B is between 128 to 191 and the default subnet mask of this class B i8
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255.255.0.0. |t N = — ==
elwork A
part con
of 2 octets. An gyq Sists of 2
m Octets g
Ple of the class B aqgregs | ” ' Host part aiso consists
1$150.101.110.12
0
pits O
o ———— IL-S
S ST 15-1g
| e 23-24
Netwary e ! .
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___________ Bare
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; The binary address for the class C
{n the class C is between 192 10 223 and
IS 255,255,255, |is Network part consists

address is 210.190.100. 150
ks 0 7-8 .

g SRS 23-24
| Network R :
. Bart I Host
______ T | Parc .
30ctets 7 S e T
S 1 Octet c i

Class D js f i
i or special use for multicasting. The binary addresses for the c|
with s
£ 1110 and the IP address ranges from 224 to 239. An exampl
ass D IP address is 230.150.110.11 . P

a cfass E

Class E ; :
- E is under experimental research. The binary address can start with
4 , .
M nd the decimal can be in range from 240 to 255. An example of the
SE IP address is 245.101.110.110
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P address. Like the IP

e network portion of an |
cimal number. Usually all hosts within
a 32-bit combination used

b. Subnet Masks

Subnet Mask indicates th
address, the subnet mask is a dotted-de

a LAN use the same subnet mask. Subn :
hich portion of an address refers to the subnet and which part
t subnet masks for usable IP

et mask is

to describe w
refers to the host. Figure 5.31 shows defaul
classes of IP addresses.

addresses that are mapped to the first three
SS A (1-126 S e -
i ( ) 255.0.0.0 -

Default subnet mask = .
Slbnets/Hosts T

[ Networtk | [ Host | [ Host | | Host
255 . 0o . 0 : 0

CLASS B (128-191)

Default subnet mask = 255.255.0.0

S UBROTSIHEEEE

r Hntwnﬂ ITM.H | Host J | Host l

255 . 255 . 0 . O

CLASS C (192-223)
Default subnet mask = 255.255.255.0

[Network | [Network | [Network | [ Host |
255 . 256 . 255 . O

Figure 5.31 Subnei Masks
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= Sender or Transmitta, :
Mitter jg 5 device that sends th,
€ Message,

+ Message is the g i
ata or Information that is 1o e co)
MMmunicated.

o Medium is the physical path 1
destination.

+ A protocol i
S a set of rules thay 8overns data commuyni
unications,
Yald o‘:b"}

* In Simplex mode i
» the Communication takes Place in only d
one direction,

¢ In half-duplex mod
e, 2
; ®ach station can transmit ang reces
same time. it and receive data, but not at th
. e

"‘ l.lp

* In synchronouys i
tr
o ansmission, large volumes of information can b i
Ck or word-by-word simultaneously A

.a | E.A

v i GUidEd medi . h n
. a are the physical li i i i
i Y links in which signals are confined ﬂ|0ng a narrow

* Unguided megi
sy media also called Wireless media transports signals without usin
I
| Cal conductor between the two devices communicating. W
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ission medium distributes radio signals through the air
P petween cities, regions and countries, and short

« Radio wave wirele
over long distances such as

distances such as within an office or home. |
reless transmission technology that travels at high frequency

¢ Mo ymeiban ess network media.

than radio waves and provide throughput as a wirel
« Infrared is a short-distance wireless transmission medium that sends _stgnals using

infrared light waves.
is a device that connects network nodes to a central

= A network switch or hub

location.

« Router is a device that forwards data packets across different networks,
puter running software that allows

e A gateway Is a hardware device or & com
communication between networks with dissimilar network protocols  or

architectures.
e -Server is a powerful computer that provides centralized administration of the
network and serves up the resources, such as printers and files, etc.

e Client is a network device that participates in a client/server relationship by
requesting a service from a server. '

e |n peer-to-peer networking there are no dedicated servers or hierarchy among thg

computers.
= LAN (Local Area Network) is a network that connects computers and devices in a
limited geographical area like home, school, and office building, ete.

» A metropolitan area network is a computer network that usually spans a city or in @

large metropolitan area.

i

Computer s'—“iﬂnca it

-fing. Traffic flows through the entire ring

Al

L - RN S

B el

WAN (Wide pq,, D - nm
computers, T ——

Network TGPG]O
9y refers 1
a network, the physical (ayoy and connectivity
Wity of computers in

des (serve q
" Workstations, Peripheralg, etc.) on the

network are connec, :
PR ed directly tg 4 centralizeq connectiily 4
' ] evice called a hub,

In a ring topology, eve i
Ty node jg logically connected to two other nodes, fi
es, forming a

until it reaches its destination.

In the bus topology,
common cable.

each no
de {compuler, Server, peripheral &tc.) attaches 1o a

In a mesh net
wo
b . "k topology, each of the network node, co
Ces, are interconnected with one another, i

Applicati,
Pplication layer serves as the user interface for users and application processes

to access network services.
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g and outgol
a text stream

F -
v Prese
j format to another (for example,

newly arrived text).
s Session layer sets up, coordinate
dialogues between the applications run

er handles the transparent

ntation layer converts incomint into a popup window with the

from

nd terminates conversations, exchanges, and
s, 8

ning on different stations.

ransport of data segmenis between

e Transport lay
network devices.

Network layer allows the data called packets or datagram 10 90 froen ené: phiysica
. e

network to another.

« Data link layer provides reliable transmission of data across @ physical link.
Physical layer is concerned with the transmission and reception of the unstructured

O\ raw bit stream over a physical medium.

5" « TCP/IP is an industry standard suite of protocols designed for local and wide area

networks.
n method in which the data get

- » Packet switching is a network communicatio
ntent, called packets based on the

/’I transmitted in btcrcl'fs, regardless of type and co
destination address in each packet.

e Circuit switching is a scheme In which the network sets up a dedicated point-to-

.point connection between nodes and terminals before the communication starts,
just like the nodes were already connected.

e An Internet Protocol address (IP address) is a number that is used to identify a
device, for example a computer, a printer, etc. on the network.

e Subnet Mask indicates the network portion of an IP address.
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(_EXERCISE )

Q1.
Select the best choice for the following MCQs.

i

iii.

A collecti
1on of two or more connected computers to share the resources
and data is called a

A. Route
C. Path

B. Network
T . D. Medium

_ Mmunication mode data can be sent and received in both
directions but not at the same time?
A. Simplex

C. Half-duplex

B. Full-duplex
D. Duplex
————_is the data or information that is to be communicated

over the netwark, Gerdd
il A. Message B. Sender
i C. Medium D. Receiver
v. __ isasetofrules that governs data communications.
A. Message B. Sender
C. Medium D. Protocol
v. In mode, both stations can send and receive the data
simuitanenusly.
| |! A. Simplex B. Full-duplex
| - C. Half-duplex D. Duplex
N V. In which type of transmission data is transmitted one byte at a ‘time’.
| A. Simplex B. Synchronous
i C. Asynchronous D. Duplex A el
|
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TR : i wires twisted
vii Cable is formed of two insulated copper
h = -
:gz::a:ai B. Fiber Optic
A i :
C.CATS D. Twisted Pair
viii. Which of the following network devices is used to forward data packets
across different networks?
A. Switch B. Router
B. Gateway D. Modem
ix. In networking there are no dedicated servers or
hierarchy among the computers.
A. Peer-to-Peer B. Server
C. LAN -~ D.WAN
X works by using the shared public infrastructure while
maintaining privacy through security procedures.‘
A. LAN B. WAN
C. VPN D. MAN
" xi. Which of the following topology is most expensive to implement?
A. Star topology B. Bus topology
C. Ring topology D. Mesh topology
xii. How many layers does the OSI model consist of?
A 4 B.5
B. 8 D.7
xiii. ~Which layer of OSI Model decides which physical path-way the data

should take to reach the destination?

A. Data link layer
C. Network layer

B. Transport layer
D. Session layer

E

XV,

e —————— e = -

viii.

i.
i.
iii.

= =
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Xiv.

Q?. Give short answers to the fol|
I.

ii.
iii.
iv.
| V.
' wi.
vii.
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Which layer performs security,
functiong?

A- Transport jayer
C. Networg layer

name recognition, logging and similar

B. Presentation layer
D. Session layer

In
—————— topology, each node {com
' puter, server, peripheral
elc.) attaches 1o 5 common cable. i
A. Star
C. Ring g' I;:eh
. -]

owing questions.
unication with the help of a diagram.

' : S and asynchronous transmission
Differentiate between guided and unguided media.

Diﬁergntiate between LAN ang WAN,
What is OSI Model?
Compare TCP/IP Model with 08| Model.

Dl.ﬁerentia!e between circuit switched and packet switched networks
Briefly describe. IP Addressing, ‘

Sllmw all the modes of data comm
Differentiate between synchronou

Q.S. Give detailed answers to the following questions.

Explain various modes of data communication.

What is guided media? Explain different types of quided media.
Explain Radio wave and Microwave communications.

Write notes an switch, router and gateway.

Explain in detail Client/Server and Peer-to-Peer networks.
Define network topology and explain its types.

Describe the seven layers of OS| Model.

What is TCP/IP? Explain TCP/IP Protocol Suite.




