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“Legal and Ethical
Aspects of
Computing System

Q.1. What are "Terms of Use"? Explain their importance with examples from Pakistani digital services.

Ans. Terms of Use (also knawn as Terms and Conditions or Terms of Service) are legal agreements that explain
how a product or service can be used. They are made by the provider (such as an app, website, or company) and
must be agreed upon by the user. The main purpose of Terms of Use is to create a clear and fair relationship
between the user and the provider by explaining the rules, responsibilities, and rights of both sides.

For example, when someone shops online on a platform like Daraz in Pakistan, the Terms of Use may
include rules about how to pay, return products, and how delivery will happen. These terms help users know what
to expect and what is expected from them.

Importance of Terms of Use:
1. Protection of Rights i
These terms protect the user by explaining their rights. This maysinclude the right to privacy, correct
services, and complaint procedures.
Example: On Foodpanda, if the order is wrong or delayed, the Terms explain what the user can do.
2. Clarity and Transparency
Terms of Use give clear information about how the service works, what is allowed, and what is not
allowed. This prevents confusion and helps users make better choices.
Example: In mobile payment apps, Terms of Use mention limits on transactions and how to report fraud.

3. Legal Safeguards for Companies

These terms protect businesses from misuse and legal problems. They set rules that users must follow.
Example: An online learning platform in Pakistan may clearly say that students cannot share paid
content, which protects their business.

Q.2. Explain the common clauses found in Terms of Use and describe how they protect both the service
provider and the user.

Ans.  The Terms of Use usually have several common clauses that protect both the service provider and the user.
These clauses include:
1. User Obligations
These rules explain what the user must do, like giving correct information and not misusing the service.
Example; Careem requires a valid phone number and asks users to use it only. for transport.
Protection: Users stay safe and services run smoothly. Companies avoid misuse.
2. Limitations of Liability
This clause means the company is not fully resporisible if something goes wrong beyond their control.
Example: If a banking app is not working for some time, the bank is not responsible for the delay.
Protection: Businesses avoid lawsuits; users understand possible risks.
3, Privacy and Data Use
These clauses explain how the company collects, uses, and protects personal data.
Example: WhatsApp shows how it stores messages and protects user privacy.
Protection: Users feel secure; companies follow data laws.
4. Intellectual Property Rights
These clauses protect the company’s content, like logos, articles, or software.
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Example: A Pakistani news website may stop people from copying articles without permission.
- Pratection:.Companies keep their content safe; users understand copyright rules.
5. Termination of Service Eia - SRR RS &
This explains when a company can stop someone from using the service.
Example: Facebook can suspend accounts that spread hate or fake news.
Protection: Platforms stay clean and safe; users know the rules.

Q.3.  What can happen if someone breaks the Terms of Use? Give one example.

Ans.  Legal Consequences:
If someone breaks the Terms of Use, they can face legal action. They might have to pay a fine, get sued,
or be banned from using the service.
Example:
¢ Using unlicensed software in Pakistan is illegal and can lead to court cases and security threats for
both users'and companies.
* If you use software without buying it properly, you can get in trouble for software piracy. Also, if
someone cheats while using a payment app like PayPak, they can be fined or even face criminal charges.

Q.4.  What are the ethical considerations and personal rights in Terms of Use, and why are they important?

Ans.  Ethical considerations in Terms of Use mean that companies must be
fair, honest, and clear with their users. They should make sure the Terms of Use
are easy to understand and do not hide important information or misuse fraduently update their Terms of
personal data. Use. It's a good practice to

For example, if you join an online course in Pakistan, the Terms of Use review them periodically to stay
should clearly explain: informed about any changes.

» Whether you will get a certificate after completing the course,

¢ How your personal information (like your name or phone number) will be used and protected,

 Ifthere are any hidden fees or extra charges. :

Users also have important rights in the Terms-of Use, such as:

o The right to privacy,

» The right to know how their data is being used,

» The rightto withdraw or delete their personal information.

According to Pakistan’s Personal Data Protection Bill, users of local websites have the right to access,
correct, ordelete their personal data like phone numbers or addresses. : .

These ethical considerations are important because companies have the responsibility to make sure users
fully understand what they agree to. It'is wrong to trick users with confusing or hidden terms, such as saying a
course is free but charging money later. Being honest and transparent builds trust and protects users’ rights.

Do You Know?
Some online platforms

Q.5. What are privacy and security threats in the digital world? Explain their types and describe the
techniques used to prevent these threats, with relevant examples.

Ans.  In today’s digital world, privacy and security threats are serious

problems that affect both individuals and organizations. These threats can harm G: You Know?

our personal data, financial information, and overall online safety. Over 90% of phishing attacks
Understanding these threats helps us stay protected and make safe decisions are carried out through email.

when using the internet. These scams often look like
Types of Security Threats: . legitimate  communications
There are five major types of security threats: from trusted ~organizations,
1. Spam: making it crucial to verify the

source before clicking on any
links or providing personal
information.

Spam refers to unwanted messages received through emails or
mobile pRones. These messages can be annoying and waste your
time: Sometimes, they try to trick you into giving away personal
information or money.
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Example: Receiving repeated promotional messages from unknown numbers.
2. Spyware:

Spyware is harmful software that secretly watches and records your activities without your
permission. It can track your activities without your knowledge or permission.

Example: Installing a free app from an unreliable source might bring spyware that tracks your browsing
history.

3. Cookies:
Cookies are small files that websites save on your device to remember things like your login details or
preferences. While cookies can make browsing easier, they can also track your online activities.

Example: An online shopping site may save your login information through cookies, but they can also
track your activity to show targeted ads.

4. Phishing:

Phishing is a scam in which someone pretends to be a trusted organization to steal your personal
information.

Example: Getting an email that looks like it's from your bank, asking you to click a linkand enter your
account details e.g. passwords etc.

5. Pharming:

Pharming is a trick where users are sent to a fake website without realizing it. This fake site looks like
the real one but is designed to steal your information.

Example: If you want to access your online banking account, a hacker might redirect youto a fake site

that looks just like your bank’s website. If you enter your login details, the scammer will collect them.
Security Threat Prevention Techniques: fT el

1 Y

Effective online security involves
using multiple strategies like spam
1. Spam Filters: filters, antivirus software, and
careful cookie management to
cover various threat types.

Combining different  security
Example: Promotional emails go directly to the spam foldersothat | techniques provides better

you only see useful messages. protection against online threats.
2. Antivirus Software:

Antivirus programs detect and remove harmful software such as spyware.

To protect yourself from these threats, the following tools and
practices are useful:

Spam filters automatically block or move unwanted messages to a
separate folder.

Example: When downloading a file, antivirus software checks for viruses and prevents damage to your
computer.

3. Cookie Management:
This means allowing only useful cookies and deleting unwanted cookies to protect your privacy.
Example: Keep cookies from your favorite website but delete others that track your usage.

4. Recognizing Phishing: ’
Users must learn to identify fake messages or emails and avoid sharing personal information.
Example: Don't click on links in messages that say things like "Your account is blocked —log in now!"
Always double-check with the official website.

5. Guarding Against Pharming:
Always check if a website is secure before entering personal data.

Example: Before typing your password, make sure the website starts with "https://" and has a small
padlock icon near the web address.
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Q.6.  What is the digital divide? Explain its major causes and impacts on society. Also discuss the steps being
taken to bridge this gap, with examples from Pakistan.

Ans. Introduction:

The digital divide refers to the gap between individuals, communities, or regions that have access to
modern Information and Communication Technology (ICT) or digital tools, and those who do not. This divideis a
major issue because it creates unequal opportunities in education, employment, healthcare, and social
participation. In Pakistan and many other countries, this digital gap affects large segments of the population,
especially in rural and underdeveloped areas.

Causes of the Digital Divide:
There are several important reasons behind the existence of the digital divide. These include;
1. Economic Barrier
One of the major cause of the digital divide is poverty. Many individuals and families, especially in
countries like Pakistan, cannot afford computers, smartphones, or internet services. This financial
limitation prevents them from accessing digital technology.

2. Geographical Barriers

There is a significant difference in internet access between urban and rural areas. In many remote
and underdeveloped regions, the infrastructure needed for internet and ICT is either weak or
completely missing. As a result, people living in such areas remain disconnected from digital services.

3. Educational Barriers

Lack of digital literacy is another key factor. Even if devices and internet are available, some people
do not know how to use them due to lack of proper education or training in technology. This lack of
skills limits their ability to benefit from digital tools.

4. Social Barriers

Social factors such as age, gender, and disability also contribute to the digital divide. For example,
elderly people may find it difficult to use modern devices. In some areas, women face cultural
restrictions that stop them from using technology freely. Similarly, people with disabilities may not
have access to specially designed digital tools.

Impacts of the Digital Divide:

The digital divide has serious effects on individuals and saciety. It often increases existing inequalities and
creates new ones.
Educational Inequality:

Students need the internet and digital devices for modern learning. Those without access fall behind in
their studies.

Example: During the COVID-19 pandemic, many students in Pakistan could not attend online classes
because they did not have internet or smartphones. This worsened the gap between students from different
economic backgrounds.

Economic Differences: ‘

Many jobs today require basic computer and internet skills. People without digital access struggle to find
or apply for jobs. 4

Example: In Pakistan, online job portals and digital banking are mostly used in cities. People in rural areas
are often left out, which increases the economic gap.

Social and Cjvic Participation:

Because of the digital divide, people without internet cannot use social media, get news, or use
government services online. This stops them from joining in social and political activities like others who have
internet access.

Example: In Pakistan, e-government services are easier to use in cities, People in rural areas often cannot
access these services or take part in government-related processes.

Health Disparities (Differences):

The digital divide causes differences in health access because many people without internet cannot use
digital health services like education, appointment booking, or telemedicine. This leaves them with fewer health
resources compared to those with internet access.
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Example: In rural Pakistan, many communities cannot access reliable health information online or take
part in virtual medical consultations.
Digital Literacy Gap:
A lack of digital access leads to a lack of digital skills. People who are not familiar with computers and the
internet fall further behind in education, jobs, and social life.
Example: In Pakistan, those without access to ICT miss out on the chance to learn and practice important
digital skills, leaving them less prepared for modern life.
Bridging the Digital Divide:
Bridging the digital divide means giving equal access to technology and the internet to everyone. This is
important to ensure equal chances for learning, working, and participating in society.
Here are some ways to bridge this gap: (
1. Government Initiatives: Do You Know?
The government can build the necessary infrastructure in areasthat | The Government of Pakistan
et sevies. e i
Example: Thg Govern_ment of Pakista-n has launched several rural 888, Incliding the
projects to improve internet access in rural areas, such as | iovoduction” of  mobile
expanding mobile broadband services to remote regions. broadband services in remote
2. Educational Programs: regions. J
Schools and community centers can teach people how to use
digital tools. Training programs can help improve digital literacy for all age groups.
3. Public-Private Partnerships:
Collaboration between the government, private companies, and non-profit organizations can help
reduce the cost of devices and internet services, making them more affordable for everyone.

Class Activity

Think about your own community. Are there people who may not have access to the internet or digital
devices? What can be done to help them? Write a short paragraph on how your school or community
can help bridge the digital divide.

Ans. In my community, some people don’t have access to the internet or digital devices, especially those who
are poor or live in remote areas. To help them, my school or community could offer free classes to teach
them how to use technology. We could also collect old computers and donate them to those who need
them. Local businesses could help by offering cheaper devices, and the school could provide computer
labs for everyone to use. This way, more people can have the tools they need to learn and work online.

Q.7. Explain the impact of computing on-individuals and society. Discuss both the positive and negative
effects of computing technologies, giving relevant examples from Pakistan.

Ans. Computing has changed the way people live, work, and communicate f
in today’s world. It has brought many important benefits as well as some Do You '.("°“’?
problems to individuals and society. Computing technology has
Positive impacté enabled “Internet in a Box”
P i ; projects that provide offline
¢ Increased Access to Information educational  resources. In
o The internet makes a huge amount of information available to | Pakistan, such initiatives have
everyone. brought digital learning to
o Example: Online platforms like Coursera and edX help students | remove areas without internet
in remote areas take courses from top universities. access, demonstrating how
e Improved Communication technology -~ can,  bridge
o Computing makes communication faster and easier globally. educational gaps in
: g4k F underserved regions.
o Social media like Facebook and X (Twitter) connect people and

spread important messages.
o In Pakistan, social media helped raise awareness about the 2014 Peshawar school attack, showing
unity and support. -
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» Economic Growth and Job Creation
o New job opportunities and industries have developed due to computing.
o E-commerce sites like Daraz help small Pakistani businesses reach customers nationwide and
internationally.
Negative Impacts:
* Digital Divide

o Many people, especially in rural Pakistan; do not have access to reliable internet or compunng
devices.
o This creates unequal chances in education and jobs,
* Spread of Misinformation
o False information spreads rapidly on social media.
o Example: During the COVID-19 pandemic, fake news about the virus and vaccines caused
confusion and fear.
o This shows the need for digital literacy to help people check facts.
* Privacy Concerns
o Computing systems collect large amounts of personal data.
o Without strong laws, this data can be misused.
o Example: Data leaks from NADRA in Pakistan highlight the need for better data protection.

Q.8. What is digital citizenship? Explain responsible digital behavior and ethical use of information. Give
examples.

Ans.  Digital citizenship means understanding how to behave responsibly and ethically when using digital'
technologies and the internet. It involves actions that ensure a positive, safe, and respectful online experience for
everyone. Practicing good digital citizenship helps protect yourself and others and supports a safe and inclusive
digital environment.
Example: In Pakistan, students should communicate respectfully on social media, avoid bullying and
spreading false information, and protect their online privacy:
Importance of Digital Citizenship:
* Digital citizenship teaches us to use technology responsibly, respectfully, and ethically.
» Creating strong passwords, avoiding scams, and sharing data wisely helps protect everyone online.
* Respecting copyrights and avoiding plagiarism promotes fairness.
* Being aware of cybersecurity keeps us safe. '
» Working together using digital tools and sharing ideas improves problem-solving.
* Ensuring digital content is accessible allows all people, mcIudlng those with disabilities, to benefit from
technology.
These good habits help create a safer, more respectful, and inclusive digital world for all.
How to Practice Responsible Digital Behavior:
Using technology in ways that are respectful and safe, including:
1. Using Strong Passwords: Create passwords that are hard to guess.
Example: Instead of using simple password like “password123,” use a mix of letters, numbers, and
symbols like P@ssw0rd!2023.
2. Avoiding Phishing Scams: Don’t click suspicious links or emails asking for personal info.
Example: If you get an email claiming to be from a bank asking for account details, check if it's real
before responding.
. How to Use Information Ethically:
Handling information fairly and lawfully:
* Responsible Data Sharing: Share personal data only when necessary and with trusted sources.

Example: Pakistani students should provide personal info-only on secure and verified scholarship
websites.
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s Respecting Copyri'ght: Do not copy someone else’s wark without permission. Always give credit to the
original creator.
Exarmnple: When writing a research paper, students should not copy text from online articles without
citing the source.

¢ Avoiding Plagiarism: Always mention the source of any quotes or ideas used in assignments. Properly
credit original authors for their ideas or text.
Example: If a student in Pakistan uses an idea from a book, they should clearly state where it came
from.

Q.9. What is cybersecurity awareness, and how can individuals protect themselves from online threats?

Ans. Cybersecurity Awareness:
Cybersecurity awareness means understanding and using practices to
stay safe from online dangers. It helps individuals protect their personal
information and avoid harm from threats like phishing scams and malware.
Understanding how to protect yourself from online threats:
¢ Follow safe internet practices to avoid risks.
& Report cyber crimes to NR3C-FIA at https://www.ni3c.gov.pk.
Recognizing Threats:
1. Phishing Stams:
These are fake messages or emails that pretend to be from trusted sources to steal sensitive
information.
Example : Be careful of emails claiming to be from a bank or company asking for personal details like
passwords or account numbers.
2. Malware : :
This is harmful software that can damage your computer or steal your data.
Example : Avoid downloading apps or files from unknown websites and keep your antivirus software
updated to stay protected.
Protecting Personal Information:
1. Using Privacy Settings :
Adjust settings on social media to control who can see your information.
Example : Set your Facebook profile to private so only your friends can see your posts.

2. Being Cautious with Public Information :
Do not share personal details like your home address or phone number online.
Example : Avoid posting sensitive information on public forums or social media platforms where
anyone can see it.

Do You Know?

A Cyber Crime can be reported
at  NR3C-FIA available at
https://www.nrc.gov.pk

Q.10. What is collaborative problem solving, and how can individuals work together with others and
technology to solve prablems? '

Ans. Collaborative Problem Solving:
Working together with others to solve problems and achieve shared goals. in the digital world, this also
means using technology to complete tasks more quickly and accurately.
« Human-Machine Collaboration: Cooperation between humans and digital tools or software. People
can use software and digital tools to make tasks easier.
o Using Digital Tools: Software like spreadsheets, presentation software, and calculators help
organize and analyze data.
Example: Students in Pakistan often use Excel or Google Sheets during group assignments to
handle data.
o Combining Human Thinking and Machine Speed: Machines process data’ fast; humans make
decisions and explain results. By combining human skills with machine capabilities, better results
can be achieved.
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Example: Students use data analysis tools for science projects and then write reports based on
their understanding,
e Teamwork and Knowledge Sharing:

Working together on assignments allows everyone to contribute their expertise.

o Group Assignments: Students divide tasks and help each other complete projects.
Example: In a science project, one student researches, another collects data, and another
prepares the presentation:

o Sharing ldeas and Learning Together: Exchanging ideas and knowledge with others helps improve
learning.
Example: Pakistani students often form study groups or WhatsApp groups to share notes and
solve questions before exams.

Q.11. What does creating accessible digital content mean, and how can it be achieved?

Ans. Creating Accessible Digital Content:
Creating accessible digital content means designing content that everyone, including people with
disabilities, can use easily. This ensures that no one is left out and makes digital content more inclusive.
» Design for Accessibility: Use clear and large fonts that are easy to read.
Example: Choose simple fonts like Arial or Times New Roman instead of fancy or decorative styles.
* Alternative Text for Images: Add short descriptions to images so visually impaired users understand them.
Example: Include descriptive text for charts or graphs in a report so screen readers can explain them
to users.
User Feedback:
1. Surveysand Forms:
Collect feedback from users to improve digital content.,
Example : After creating a website, ask users to share their opinions and make changes based on their
suggestions.
2. Direct Communication :
Talk directly to users to understand their needs and preferences.
Example : Ask classmates for feedback on a presentation and use their input to make it better.
In 2020, Pakistan introduced the Personal Data Protection Bill to protect citizens’ personal data by
requiring explicit consent before collecting data and mandating secure storage.

Q.12. Explain how critical thinking skills contribute to responsible information utilization. Provide examples
of how these skills can be applied in real-life scenarios.

Ans.  Critical thinking refers to the ability to analyze, evaluate, and make logical decisions based on facts,
reasoning, and evidence. It plays an important role in helping individuals use information responsibly and
ethically, especially in today’s digital world where we are exposed to large amounts of data.
Contribution of Critical Thinking to Responsible Information Utilization:
1. Evaluating Sources of Information:
Critical thinking enables students to judge the reliability and authenticity of information. Instead of
believing everything they read or see online, they can ask questions such as:
o Is the source trustworthy?
o Is the information supported by facts or research?
o Whois the author and what is their purpose?
Example: A student searching for information for a'science project verifies that the content is from a
government or educational website rather than an unknown blog.
2. Avoiding Misinformation and Fake News:
With critical thinking, learners can identify fake or misleading news by checking multiple sources,
cross-referencing facts, and avoiding emotional or biased content.
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Example: Before sharing a health tip on WhatsApp, a student checks whether it is confirmed by
reliable sources like the WHO or Pakistan’s Ministry of Health,

3. Making Informed Decisions:
Critical thinkers weigh the pros and cons before making decisions. This helps in making responsible
choices, especially when dealing with sensitive or persenal data.
Example: While signing up for an online service, a student reads the privacy policy to understand how
their data will be used,

4. Respecting Intellectual Property:
Critical thinking also encourages respect for others’ work by promoting the ethical use of information.
It reminds students to cite sources and avoid plagiarism in their assignments.
Example: While preparing a report, a student includes proper references for any statistics or
quotations used from online journals.

5. Problem-Solving and Reflection:
Critical thinkers reflect on tie autcomes of their actions and find better ways to approach problems in
the future. They are more likely to learn from mistakes and improve their research and analysis skills.
Example: After réalizing they used incorrect information in a previous assignment, a student takes care
to use verified sources the next time.
In conclusion, critical thinking is essential for the responsible use of information. It helps students and
digital users to become careful, thoughtful, and ethical in their choices. By applying these skills in real-
life situations—like researching for projects, sharing news, or protecting personal data—students can
become responsible digital citizens and contribute to 2 more informed and respectful society.

Q.13. Discuss the importance of collaborative problem solving in a digital environment and provide examples
of how human-machine collaboration can enhance this process.

Ans.  Collaborative problem solving refers to the process of working together in teams or groups to find
solutions to complex problems. In the digital environment, this process becomes more effective and efficient
through the use of technology and communication tools,
Importance of Collaborative Problem Solving in a Digital Environment:
1. Promotes Teamwork and Communication:
Working together helps individuals share ideas, divide tasks, and communicate more clearly using
digital tools like email, messaging apps, and video calls, '
Example: Students in different cities of Pakistan can use Zoom or Google Meet to work on a joint class
project without being physically together.
2. Enhances Learning and Creativity:
Collaboration allows people to learn from one ancther and generate more creative solutions by
combining different skills and perspectives.
Example: In a science fair, one student handles research, another designs the model, and a third
presents the findings using a digital slideshow.
3. Efficient Use of Time and Resources:
Digital collaboration tools like Google Docs or Microsoft Teams help team members work on the same
document in real-time, saving time and increasing productivity. )
Example: A group of students prepares a class presentation using Google Slides, where everyone can
edit and comment simultaneously.
4. Builds Problem-Solving and Critical Thinking Skills:
When students work together, they learn to solve problems by discussing, analyzing, and making
joint decisions, which improves their overall thinking abilities.
Human-Machine Collaboration in Problem Solving:
Human-machine collaboration refers to the teamwork between humans and digital tools (like computers,
apps, or software) to solve problems more effectively.
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1. Using Software Tools for Analysis:
Machines can quickly perform tasks like calculations, data sorting, and pattern recognition, while
humans interpret the results and make decisions. :
Example: Students use Microsoft Excel to analyze data from a survey and then write a report based
on the results.

2. Improving Accuracy and Speed:
Machines can process large amounts of data much faster than humans, helping teams solve problems
more efficiently.
Example: A group working on a business simulation uses an accounting software to manage financial
records and make faster decisions.

3. Combining Human Judgment with Technology:
While machines provide data and analysis, humans contribute with creativity, ethics, and decision-
making. :
Example: During a computer science project, students use coding tools to build a mobile app and apply
their thinking to design the user interface in a way that’s user-friendly.

(D> Exercise KL

- MULTIPLE CHOICE QUESTIONS -

1. Option typically included in common Terms of Use clauses:

a) User obligations , b) Privacy and data use
c) Product advertising d) Termination of service
2. The purpose of the "Limitations of Liability" clause in Terms of Use:
a) Ensures full company responsibility b) Limits company's liability
¢) Provides user rights for damages d) Guarantees constant service availability
3. The type of harmful software that secretly monitors user activity: !
a) Spam b) Cookies
c) Spyware d) Pharming
4. The threat involving user redirection to fake websites:
a) Phishing b) Spam
c) Spyware d) Pharming
5. The impact of the digitaldivide on education:
" a) Improves learning for all b) No educational impact
¢) Creates inequality in digital resource access d) Replaces traditional teaching methods
6. The reason forunderstanding bias during information evaluation:
a) lgnoring other viewpoints b) Recognizing the source's agenda
c) Validating all sources equally d) Avoiding evaluation altogether
7. The positive societal impact of computing systems:
a) Spread-of misinformation b) Improved information accessibility
c) Heightened privacy concerns d) Widened technology gap
8. The practice considered ethical when using information:
a) Copying content without permission b) Respecting copyright and avoiding plagiarism
¢) lgnoring source attribution d) Using unverified information
9. Which of the following is NOT responsible digital behavior?
a) Using secure websites b) Spreading false info online
c) Respecting online privacy d) Reporting suspicious activity
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Correct Option '
a) User obligations

b) Limits company's liahility
¢) Spyware

d) Pharming

¢) Creates inequality in digital resource access
b) Recognizing the source's agenda

b) Improved information accessibility

b) Respecting copyright and avoiding plagiarism
b) Spreading false information online

SHORT ANSWER QUESTIONS

Why is it important for users to understand Terms of Use?

Understanding Terms of Use is important because:

1. It protects user rights such as privacy, service access, and complaint procedures.

2. It provides clarity about what services are offered, what is allowed, and what is not.

3. It prevents misunderstandings and builds trust between the user and the service provider.
Example:

When using platforms like Daraz or Foodpanda, knowing the Terms of Use helps users understand
payment rules, return policies, and how to report issues.

Differentiate between phishing and pharming.

Ans.

Q.2.
Ans.

Phishing Pharming

Phishing is an online scam where attackers send fake

personal information.

emails or messages to trick users into giving their

Pharming is a cyberattack where users are sent to a
fake website without their knowledge.

fraudulent message.

It requires the user to click on a fake link or open a

it does not need any action from the usér; they are
taken to the fake site secretly.

Example: A fake email pretending to be from a bank,
asking for login details.

Q.3.
Ans.

Example: Typing your bank’s website address but

being taken to a fake page.

Identify two impacts of the digital divide on social and civic participation.

Two impacts of the digital divide on social and civic participation are:

1. People without internet access cannot use social media or follow online news, which limits their
ability to stay informed and connected with society.

2. They.cannot access e-government services, making it difficult for them to participate in government
activities or use public services effectively.

What are the key steps involved in evaluating information sources?

The key steps to evaluate information sources are: =

1. Check the source’s credibility — see who created the information and if they are trustworthy.

2. Verify accuracy — confirm the facts with other reliable sources. i

3. Assess relevance — make sure the information fits your needs and topic.

These steps help ensure the information is reliable and useful.

How does responsible data sharing contribute to ethical use of information?

s Responsible data sharing means sharing personal or sensitive information only when necessary and
with trusted sources. :

Q4.
Ans.

Q.5.
Ans.,
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* It helps protect privacy and prevents misuse of data. FRs
® Itisanimportant part of ethical use of information, ensuring data is handled fairly and fawfully.
*  This practice respects the rights of others and promotes trust online. t

e Example: Pakistani students should “provide personal information only on secure and verified
websites, such as official scholarship portals.

LONG QUESTIONS | ||

Q.1.  Explain the common clauses found in Terms of Use and describe how they protect both. the service"

provider and the user.

See answer of chapter Q#2 : g’ 3

Explain the concept of bridging the digital divide and discuss the roles of government initiatives in

addressing this issue. Provide relevant examples from Pakistan. ‘

. See answer of chaptef question % 6 ‘ ‘

Explain how critical thinking skills contribuite. to responsible information utilization. Provide examples

of how these skills can be applied in real-life scenarios,

Ans.  See answer of chapter question # 12 :

Q4.  Discuss the importance of collaborative problem solving in a digital environment and provide examples
of how human-machine collaboration can enhance this process. v ‘

Ans.  See answer of chapter question #13

=  EXTRA SLO BASED QUESTIONS j |

Q.1.  What are phishing attacks and'why is it important to verify email sources?
Ans.  Phishing attacks are scams usually carried out through email, where fake messages appear to come from
trusted organizations. Itis important to verify the source because such emails may trick users into clicking
. harmful links or sharing personal information, leading to data theft or financial loss.
Q2. What steps has the Government of Pakistan taken to improve internet access in rural areas?
Ans. - The Government of Pakistan has launched several initiatives to increase internet access in rural areas,
including introducing mobile broadband services in remote regions.
Q.3, ' 'What are Terms of Use and why are they important? _
Ans. -~ Terms of Use are legal rules that users must agree to before using a website, app, or service, They are
“important because: ' \
e They explain what users canand cannot do. y
® They protect both the user’s and company’s rights.
e They build trust by creating clarity and transparency.
Example: Daraz’s terms explain payment, delivery, and return rules.
Q4.  How do Terms of Use protect the rights of users? '
Ans, e Theystate the user’s right to service and privacy.
: ®» They guide what to do'if a problem occurs.
® Theyallow users to seek helpor refinds. e
Example: Foodpanda explains user rights if food is late or wrong.
Q.5. 'What is the importance of Terms of Use for businesses?
Ans.  ®  They set rules that users must follow.
® They protect business content and services.
® They help avoid legal problems from misuse,
Example: An online course may stop users from copying lessons.
Q.6.  Write any two common clauses in Terms of Use with examples. b
Ans. e User Obligations — Users must follow platform rules (e.g., Careem requires valid phone numbers).

| et
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e Privacy Policy — Explains how user data is used and prbtected' (e.g., WhatsApp ensures message
privacy). : :
These clauses protect both users and the service provider.
Q.7. What are ethical considerations in Terms of Use?
Ans. *® Termsshould be simple, fair, and honest.
s  They must not hide charges or cheat users.
e They should clearly explain services.
Example: An online course must mention if a certificate is given and how data is handled.
Q.8. How do Terms of Use protect personal rights?
Ans. ® They give users control over their data.
« They allow data correction or deletion.
e They ensure privacy and informed consent.
Example: Under Pakistan’s law, users can ask websites to delete their data.
Q.9. Whatis meant by privacy and security threats? Give examples.
Ans. * These are dangers that affect online safety.
e They may steal personal or financial data.
e They include harmful tools fike spam, spyware, and phishing.
e They risk both individual and company data.
Example: Spyware can sacretly track what you do online.
Q.10. What is spyware and how does it affect users?
Ans. ® Spyware is a type of malicious software.
e |t watches your onljne activities without permission.
o |t steals personal information like passwords or websites visited.
Example: Spyware may come from an app downloaded from an untrusted site.
Q.11. What are cookies and how can they be risky?
Ans. ® Cookies are small files that save login or shopping preferences.
s They help websites remember you, but can also track your activity.
e If misused, cookies may reduce user'privacy.
Example: Shopping sites use cookies to show related ads.
Q.12. What is phishing and how is it different from pharming? _
Ans. . ® Phishing uses fake emails or messages to trick users into giving personal info.
e Pharming redirects users to fake websites to steal data.
« Both aim to steal passwords, bank info, or identity. 4
 Example: A fake bank email asking for login info is phishing.
Q.13. How do spam filtersand antivirus software help in security?
Ans. ® Spam filters block unwanted and harmful messages.
e Antivirus software detects and removes viruses or spyware.
e Together, they reduce the risk of online threats.
Example: Antivirus checks a downloaded file before you open it.
Q.14. What is cookie management and why is it important?
Ans. ® It means controlling which cookies to accept or delete.
e It helps keep useful ones (like logins) and remove tracking ones.
o Itincreases privacy.and data control.
Example: You car.t‘keep cookies from a tru_sted shopping site but delete others.
Q.15. How can users protect themselves from phishing and pharming?
Ans. * Avoid clicking on unknown email links.
e Always check website URLs and look for “https://" and padlock icon.
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® Never share sensitive info on suspicious websites.
Example: Before logging into your bank account, check the correct URL.

Q.16. What is the digital divide?

Ans.  The digital divide is the gap between individuals, communities, or regions that have access to modern
digital technologies like the internet, computers, and smartphones, and those who do not. This gap leads
to unequal opportunities in areas such as education, employment, healthcare, and social participation,
especially in developing countries like Pakistan.

Q.17. What are three main causes of the digital divide?

Ans.  Three major causes of the digital divide are: -
¢ Economic Barriers — Many'people cannot afford devices or internet services.

* Geographical Barriers - Rural and remote areas often lack digital infrastructure.
e Educational Barriers — Some people do not have the training or digital literacy to use technology even
if it is available. -

Q.18. How does the digital divide affect education?

Ans.  The digital divide affects education by limiting students' access to online learning resources, classes, and

~ educational tools. During times like the COVID-19 pandemic, many students in rural or low-income areas
of Pakistan could not continue their studies due to lack of devices or internet, which widened the
educational gap between them and students in better-connected areas. P

Q.19. How does the digital divide create economic disparities?

Ans.  The digital divide creates econofmic disparities because people without access to the internet or digital
tools cannot apply for jobs online or develop digital skills required in modern workplaces. In Pakistan, for
example, rural populations often miss out on online job opportunities and digital banking services, which
increases the gap between urban and.rural areas economically. -

Q.20. Whatis the impact of the digital divide on social and civic participation? -

Ans.  Due to the digital divide, people without internet access are unable to use social media, stay updated with
NEWs, or access e-government services. This limits their involvement in social and political matters. In
Pakistan, rural communities often face this: problem, making them less represented in national affairs
compared to those in urban areas. ; ‘

Q:21. How does the digital divide affect healthcare access?

Ans. The digital divide limits access to important health services such -as online medical information,
telemedicine, and appointment booking. In Pakistan, many rural communities cannot use these services
due to poor internet access. This leads to health inequalities, as urban people get better and faster health
support using digital platforms. \

Q.22. What s the digital literacy gap and how is it related to the digital divide? >

Ans. The digital literacy gap means that people without digital access do not learn the skills needed to use
technology. This leads them to fall further behind in education, jobs, and daily life. In Pakistan, many
people without computers or internet miss the chance to learn important digital skills, which creates more -
inequality between those who know how to use technology and those who don't.

Q.23. What are some effective ways to bridge the digital divide?

Ans. To bridge the digital divide, several steps can be taken:
® Government Initiatives — Build digital infrastructure in rural and remote areas.

* Educational Programs — Provide digital literacy training in schools and communities.
® Public-Private Partnerships - Collaborate with private companies to make technology more affordable
and widely available. :

Q.24. " What has the Government of Pakistan done to reduce the digital divide?

Ans.  The Government of Pakistan has taken steps to reduce the digital divide by launching projects aimed at
increasing internet-access in rural areas. One major step includes introducing mobile broadband services

in remote regions to help more people get connected and benefit from digital services such as education,
health, and e-governance.
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Q.25. What is digital citizenship?

Ans. Digital citizenship means using digital technologies like the internet, mobile devices, and social media in
a responsible, respectful, and ethical way. It ensures online safety, protects privacy, and promotes
positive behavior. r
Example: A student in Pakistan avoids cyberbullying and shares truthful information online.

Q.26. What is meant by responsible digital behavior?

Ans. Responsible digital behavior is using technology in a safe, honest, and respectful manner. It involves
protecting personal data and treating others kindly online.

Examples:
e Using strong passwords.
s Avoiding fake news and online bullying.

Q.27. What is ethical use of information?

Ans. The ethical use of information means using data, text, and images fairly and lawfully: It includes giving
credit to authors, avoiding plagiarism, and respecting privacy. ' S0
Example: Students should always cite sources in their assignments.

Q.28. What is cybersecurity awareness?

Ans. Cybersecurity awareness means knowing how to protect your devices and personal information from
online threats like viruses and hackers.

Example: Reporting suspicious links to NR3C-FIA and installing antivirus software.

Q.29. Explain collaborative problem solving with an example.

Ans. Collaborative problem solving is working together, often using digital tools, to solve problems or complete
tasks, It involves teamwork and idea sharing.

Example: Students in Pakistan use Google Docs and WhatsApp for group assignments.

Q.30. What is human-machine collaboration? '

Ans. Human-machine collaboration is when people and digital tools work together to solve problems.
Machines handle data quickly, while humans make decisions.

Example: Using Excel to analyze data, then explaining results in a report.

Q:31. How does teamwork and knowledge sharing help students?

Ans. Teamwork helps students divide tasks, and kmowledge sharing improves understanding. It builds
cooperation skills and leads to better performance.

Example: In a group task, one student collects data, another makes slides, and a third presents.

Q.32. What does it mean to create accessible digital content?

Ans.. Accessible digital content is content designed so that everyone, including people with disabilities, can
understand and use it.

Example: Using clear fonts and adding alt text to describe images.

Q.33. How can students make digital content more accessible? :

Ans.  Students can improve accessibility by using simple fonts, writing image descriptions, and keeping a clean layout.
Example: In a presentation, use Arial font and describe each chart verbally.

Q.34. What is the Personal Data Protection Bill (2020) in Pakistan? :

Ans.  This bill ensures that persbnal data is collected only with consent and stored securely. It protects citizens’
privacy in Pakistan. ‘

Example: Websites must ask users before collecting their personal details.

Q.35. Why is plagiarism wrong in academic work? :

Plagiarism means copying someone else's work without giving credit, It is unethical and shows dishonesty.
: Example: Copying from a website without citation is plagiarism,
i ‘Q.36. How do strong passwords protect online accounts? .

Ans.  Strong passwords protect accounts by making it difficult for hackers to access them. A strong password
uses letters, numbers, and symbols.

Example: “P@sstrd202Sl" is stronger than "123456",
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W.3/.  WNatis pnishings Give one example.

Ans.  Phishing is a trick where hackers send fake messages to steal your personal or financial data.
Example: An email pretending to be from your bank asking for your ATM PIN,

Q.38. How can critical thinking help in using digital information? :

Ans.’

Critical thinking helps users evaluate if online information is true, useful, and trustworthy, It prevents the
spread of fake news. y
Example: Checking facts on reliable news websites before sharing.

Q.39. Give a real-life example of critical thinking in online use.

Ans.  Before sharing a viral post, a student checks its truth on official websntes If it’s false, they don’t share it,
avoiding misinformation.

Q.40. What is the impact of computing on society?

Ans.  Computing has both positive and negative effects. It improves communication and Iearmng but may lead
to privacy issues or job loss.
Example: Online classes help students, but too much screen time-can harm health.,

Q.41. Name two positive effects of computing on society.

Ans.  ®  Fast communication through email and video calls.

* Online learning that helps students study from home. ;

Q.42. Name two negative effects of computing on society.

Ans. ®  Cybercrimes and hacking threats. '
® Less physical activity due to too much screen time.

Q.43. How doesdigital technology support inclusive learning?

Ans.  Digital tools like subtitles and screen readers help students with dlsabillﬁes learn better, creating equal

opportunities.
Example: A blind student uses a screen reader to study e-books.

' Important MCQs '
Who sets the Terms of Use for a service?

1. Which of the following best describes the main
focus of Unit 7?
A) Computer hardware
B) Legal and ethical aspects of computlng systems
C) Programming languages
D) Network protocols

2. Why is’it important to understand legal and
ethical issues in computing?
A) Toi improve computer speed

A) The government B) The user

C) The service provider D) The internet provider
Which of the following is NOT a purpose of Terms
of Use?

A) To clarify user rights

B) To'set programming standards

C) To provide legal safeguards

D) To ensure transparency

B) To ensure responsible use and compliance with | 6. Why is understanding Terms of Use important for
laws users?
C) To learn coding faster A) It helps them get free products
D) To reduce electricity usage B) It defines their rlghts and obligations
Understanding Terms of Use ([:))) :: :ellovlv15 tl'::m tc;change tﬁe service
" o aches em rogrammmg
Shis e et al Ui 7. Which of the following is a legal safeguard .

A) Instructions for installing software
B) Legal agreements outlining how a service or
product can be used
C) User manuals
D) Computer programming rules

provided by Terms of Use?"

A) Free internet

B) Protection from misuse of the service
C) Unlimited downloads

D) Free customer support
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Common Clauses and Conditions
Which clause in Terms of Use explains how a
company will collect and use user data?
A) User obligations
B) Privacy and data use
C) .Intellectual property rights
D) Termination of service
What is the purpose of the “Limitations of
Liability” clause?
A) To allow unlimited use
B) Tolimit the provider’s responsibility if things go
wrong A :
C) To give users more rights
D) To extend service duration
10. Which clause protects the pr&vider’s logos,
software, and content?
A) User obligations
B) Privacy and data use
C) Intellectual property rights
D) Termination of service
11. What can happen if a user violates the Terms of Use?
A) They get a discount
B) They may be fined, sued, or banned
C) They receive a warning only
D) Nothing happens

12. What is an ethical consideration in Terms of Use?
A) Making terms complex
B) Ensuring fairness and transparency
C) Hiding fees
D) Limiting user rights .

%

o

Personal Rights
13. Which of the following is a personal right under
Terms of Use?
A) Right to free upgrades
B) Right to privacy
C)+ Right to unlimited downloads
D) Right to change the law
14. Under Pakistan’s Personal Data Protection Bill,
users have the right to:
A) Freeinternet
B) Access, correct, or delete their data
C) Unlimited downloads
D) Change service provider rules

Privacy and Security Threats

15. What is a privacy and security threat?
A) A new computer hardware

B) A risk that can compromise personal or
financial data

C) A programming language

D) Aninternet connection

16. What is spam? ;
A) Unwanted messages
B) A type of virus
C) A new app
D) A security software
17. Whatis spyware?
, A) Software that secretly monitors your activity
8) A spam filter R0t Tt S ;
C) An-antivirus program
D) A legal agreement
18. What are cookies in the context of computing?
A) Internet snacks }
B) Small files websites place on your device
C) Security threats anly
D) Computer viruses
What is phishing®s - 00 o g o Vi3
A) A'type of fishing game TR
B) A scam to trick users into giving personal
information
C) A security software
D) A programming tool
20. What is pharming?
A) Farming with technology
B) Redirecting users to fake websites to steal
information '
C) A type of virus
D) A spam filter

Security Threat Prevention Techniques

21. What is the function of a spam filter?
A) To block internet access
B8) To keep unwanted emails out of your inbox
C) To increase download speed
D) To delete all emails

22. How does antivirus software help users?
A) By speeding up the computer
B) By protecting against harmful programs
C) By increasing internet speed
D) By sending spam

23. What does cookie management involve?
A) Eating cookies
8) Deciding which cookies to keep or delete
C) Downloading more cookies
D) Ignoring cookies

PR is
B

19,
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24.

25,

26.

How can you f'e:ognize phishing attempts?

A) By clicking all links

B) By checking the source and avoiding suspicious
emails ‘

C) By ignoring all emails

D) By opening attachments

What is one way to guard against gharming?

A) Never use the internet

‘B) Check for “https://” and a padiock symbol in

the address bar

C) Delete all cookies

D) Use only public Wi-Fi

The Digital Divide and Its Impacis

What does the term “digital divide” refer to?

A) The gap between different programming
languages

B) The gap between those with and without
access to modern ICT

C) The difference in computer brands
D) The speed of internet connections

Impacts of the Digital Divide

How does the digital divide affect education?

A) It has no effect

B)" It can create educational inequality

C) It improves learning for all

D) It only affects teachers

What is one economic impact of the digital

divide?

A) More free software

B) Difficulty finding jobs for those without digital
skills

C) Less computer viruses

D) More online shopping

How does the digital divide affect social and civic

participation?

A) Itincreases access for all

B) It can exclude people from online services and
civic activities

C) It reduces internet costs

D) It improves voting rates .

How does the digital divide impact health?

30.

31.

32.

33.
Causes of the Digital Divide 3 A) No impact
27. Which of the following is NOT a cause °f the B) Unequal access to online health information
digital divide? and services -

28.

29.

A) Economic barriers

B) Geographical barriers

C) Educational barriers

D) Computer viruses

Which barrier is related to the affordability of
technology?

A) Geographical

B) Economic

C) Social

D) Educational

What is a social barrler to digital access?

A) Internet speed

'B) Age, gender, or disability

C) More free health apps

D) Only affects doctors

What is the digital literacy gap?

A) The difference in reading books

B) The gap in digital skills between those with and

without access to technology

C) The gap in TV watching '

D) The gap in using landline phones.

35. Which of the following is a way to bridge the
digital divide?
A) Ignore technology

B) Government initiatives to build internet
C) Type of device infrastructure
D) Number of apps C) Reduce digital literacy programs
2 D) Ban smartphones

1. | Bf2 | B3 [B|4a |C |5 | B |6 | B |2 | B[8 |89 |8 |10
11. [ B [12. [ B |13. | B [14. | B [15. [ B f16. | A [17. | A [18. [ B [19. | B 20.
{21. | B |22. {8 [23. | B |24. | B |25. | B [26. [ B [27. | D |2s. 29. | B |30.
31. | B (32. | B |33. | B [34. | B [35. | A '
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